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About This Guide

This OmniSwitch AOS Release 6 CLI Reference Guide is a comprehensive resource to all Command Line
Interface (CLI) commands available on the Omni Switch 6350 Series, and OmniSwitch 6450 Series.

Supported Platforms

Thisinformation in this guide applies to the following products:
®  OmniSwitch 6450 Series
e OmniSwitch 6350 Series

Unsupported Platforms
The information in this guide does not apply to the following products:

e OmniSwitch 6250

Omni Switch 9000 Series
®  OmniSwitch 6400 Series
e OmniSwitch 6600 Family
e OmniSwitch 6800 Family
®  OmniSwitch 6850 Series
®  OmniSwitch 6855 Series
e OmniSwitch (original version with no numeric model name)
e OmniSwitch 7700/7800

e  OmniSwitch 8800

e  Omni Switch/Router

*  OmniStack

e OmniAccess
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Who Should Read this Manual? About This Guide

Who Should Read this Manual?

The audience for this user guide is network administrators and | T support personnel who need to config-
ure, maintain, and monitor switches and routersin alive network. Anyone wishing to gain knowledge on
the details of all CLI commands available on the Omni Switch benefit from the material in this reference
guide. However, advanced users who have aready familiarized themselves with the Omni Switch CLI
commands benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it isagood ideato first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software featuresis found in the
OmniSwitch AOS Release 6 Switch Management Guide and the OmniSwitch AOS Release 6 Network
Configuration Guide. Once you are familiar with the procedures and base CLI commands in these config-
uration guides, see the guide to obtain detailed information on the individual commands.

What is in this Manual?

This reference guide includes information on every CLI command available in the switch. The informa-
tion provided for each CLI command includes:

e Command description.

* Syntax.

e Description of all keywords and variables included in the syntax.

¢ Default values.

e Usage guidelines, which include tips on when and how to use the command.

e Examples of command lines using the command.

e Related commands with descriptions.

¢ Release history, which indicates the rel ease when the command was introduced.

e SNMP information, such asthe MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parametersincluded in acommand.
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About This Guide

What is Not in this Manual?

What is Not in this Manual?

Primarily areference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It aso does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the

appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVistais found in the context-sensitive on-line help

available with those applications.

How is the Information Organized?

Each chapter in this guide includes reference material for all commands related to a single software
feature, such as server load balancing or link aggregation. Commands in a single chapter share acommon

prefix.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are

documented in this guide.

bold text Indicates basic command and keyword syntax.
Example: show snmp station
italicized text I ndicates user-specific information such as | P addresses, slot numbers,

passwords, names, and so on.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ 1 (Straight Brackets)

Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server
show aaa server server_name (where server_nameis the user-

specified server name, for example, show aaa server myserv-
erl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces)

Indicates that the user has to choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you have to choose one of the following:

port mirroring enable or port mirroring disable
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Text Conventions

About This Guide

| (Vertical Pipes)

Used to separate parameter choices within acommand string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choicesrx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“ " (Quotation Marks)

Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “ new test vian”

XXXViii
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About This Guide Documentation Roadmap

Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that helps
you at each stage of the configuration process. Under each stage, we point you to the manual or manuals
that is helpful to you.

Stage 1: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you begin to understand the basic aspects of its hard ware and
software. Information about switch hardware is provided in the platform-specific Hardware Users Guide.
This guide provide specifications, illustrations, and descriptions of all hardware components—chassis,
power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, uplink
modules, stacking modules, and cooling fans. It also includes steps for common procedures, such as
removing and installing switch components.

The Switch Management Guide for your switch platform is the primary user guide for the basic software
features on a single switch. This guide contains information on the switch directory structure, basic file
and directory utilities, switch access security, SNMP, and web-based management. It is recommended that
you read this guide before connecting your switch to the network.

Stage 2: Integrating the Switch Into a Network
Pertinent Documentation: Network Configuration Guide

When you are ready to connect your switch to the network, you need to learn how the OmniSwitch imple-
ments fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing proto-
cols. The Network Configuration Guide for your switch platform contains overview information,
procedures and examples on how standard networking technologies are configured in the Omni Switch.

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for al CLI commands supported by the switch. Consult this
guide anytime during the configuration process to find detailed and specific information on each CLI
command.
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Related Documentation About This Guide

Related Documentation

User manuals can be downloaded at following

https://businessportal .al-enterprise.com
The following are the titles and descriptions of all the related Omni Switch 6350, 6450 user manuals:
®  OmniSwitch 6350 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions

*  OmniSwitch 6450 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6450 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

e OmniSwitch AOS Release 6 CLI Reference Guide

Complete reference to all CLI commands supported on the Omni Switch 6450, 6350. Includes syntax
definitions, default values, examples, usage guidelines and CLI-to-MIB variable mappings.

e OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include the
software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

e OmniSwitch AOS Release 6 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor Plugga
bles (XFPs) transceivers.

¢ AOSRelease 6.7.2 Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.

e Technical Tips, Field Notices
Includes information published by Alcatel-Lucent Enterprise’ s Customer Support group.

x|
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http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal
http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal
http://enterprise.alcatel-lucent.com/userguides
https://support.esd.alcatel-lucent.com/products/start

About This Guide Product Documentation

Product Documentation

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-L ucent Enterprise data products. All user guides for the
OmniSwitch Series are included on the Alcatel-L ucent Enterprise public website. This website also
includes user guides for other Alcatel-Lucent Enterprise products. The latest user guides can be found on
our website at:

https://businessportal .al-enterprise.com

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You will also receive regular software updates to maintain and maximize your Alcatel
product’ s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day accessto Alcatel’s Service
and Support web page, you'll be able to view and update any case (open or closed) that you have reported
to Alcatel’ s technical support, open anew case or access helpful release notes, technical bulletins, and
manuals.

For more information on Alcatel-L ucent Enterprise Service Programs:
Web: https://businessportal .al-enterprise.com
Email: ebg_global_supportcenter @al-enterprise.com.
Phone:
North America: 800-995-2696
Latin America: 877-919-9526
EMEA: +800 00200100 (Toll Free) or +1(650) 385-2193
AsiaPacific: +65 6240 8484
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1 CMM Commands

The Chassis Management Module (CMM) CLI commands alow you to manage switch software filesin

the working directory, the certified directory, and the running configuration.
MIB information for the CMM commandsis as follows:

Filename: AlcatelIND1Chassis.mib
Module; ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1ConfigMgr.mib
Module:  ALCATEL-IND1-CONFIG-MGR-MIB

A summary of available commandsislisted here:

reload

reload working

copy running-config working
write memory

copy working certified
copy flash-synchro
takeover

show running-directory
show reload

show microcode

show usb statistics

usb

usb auto-copy

usb disaster-recovery
mount

umount

image integrity-check
show system update-time
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reload CMM Commands

reload

Reboots the CMM to its startup software configuration.

reload [primary | secondary] [with-fabric] [in [hours:] minutes| at hour:minute [month day | day
month]]

reload [primary | secondary] [with-fabric] cancel

Syntax Definitions

primary | secondary Reboot the primary or secondary CMM to its startup software configu-
ration. If the primary CMM is already running the startup version, a pri-
mary reboot results in a secondary takover.

in [hours:] minutes Optional syntax. Schedules areload of the software to take effect in the
specified minutes or hours and minutes within the next 24 hours.

at hour: minute Optional syntax. Schedules areload of the software to take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, the reload takes place at the specified time on the current day
provided the specified timeis later than the time when the CLI com-
mand isissued. If the specified time is earlier than the current time, the
reload takes place on the following day.

month day | day month The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day isfirst. See examples below for further explanation.

cancel Cancels a pending time delayed reboot.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand causes the specified CMM to reboot. If no CMM is specified, the primary CMM
reboots.

e |f areload command isissued, and another reload is currently scheduled, a message appears informing
the user of the next reload time and asks for confirmation to change to the new reload time.

¢ |f the switch has aredundant CMM and the primary CMM is rebooted, the switch fails over to the
secondary CMM. For more information on CMM failover, see *Managing CMM Directories’ in the
Omni Switch AOS Release 6 Switch Management Guide.

e |f theswitchis part of astacked configuration consisting of three or more switches, the next switch in
“idle” mode becomes the secondary CMM, and the original primary CMM becomes “idle.” For more
information on stacks, see “Managing Stacks’ in the appropriate Hardware Users Guide. The cancel
keyword stops a pending reboot.
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CMM Commands reload

e Thiscommand can also be used on the secondary CMM.

Examples

-> reload

-> reload primary

-> reload primary in 15:25

-> reload primary at 15:25 august 10
-> reload primary at 15:25 10 august

Release History

Release 6.6.1; command introduced.

Related Commands

reload working Immediate primary CMM reboot to the working software configuration
without secondary CMM takeover.

MIB Obijects

chasEntPhysicalTable

csEntPhysicalIndex
chasEntPhysAdminStatus

chasControlRedundantTable
chasControlDelayedRebootTimer
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reload working CMM Commands

reload working

Immediately reboots the primary CMM from the working directory. Thereisno CMM fail over during this
reboot, causing aloss of switch functionality during the reboot. All Nis reboot as well, including the
secondary CMM.

reload working {rollback-timeout minutes | no rollback-timeout} [in [hours:] minutes | at hour:minute]

Syntax Definitions

rollback-timeout minutes Sets atimeout period, in minutes. The switch immediately reboots from
the working directory and then at the end of this time period, automati-
cally reboots again from the certified directory. The rangeis 1-15.

no rollback-timeout Specifies no timeout to rollback. If the command isissued with this key-
word, then the switch continues to run from the working directory until
manually rebooted.

in [hours:] minutes Optional syntax. Schedules areload of the working directory to take
effect in the specified minutes or hours and minutes within the next 24
hours.

at hour: minute Optional syntax. Schedules areload of the working directory to take

place at the specified time using a 24-hour clock. If you do not specify
the month and day, the rel oad takes place at the specified time on the
current day provided the specified timeis later than the time when the
CLI command isissued. If the specified timeis earlier than the current
time, the reload takes place on the following day.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand is used to reload the primary CMM from the working directory as opposed to the certi-
fied CMM. The working directory reload takes place immediately unless atime frameis set using the
in or at keywords.

e Thein or at keywords allow you to schedule a working reload sometime in the future. A schedule
working reboot is caled an activate.

e |f areload or an immediate working reload is initiated before a scheduled activate is enacted, a
message appears displaying the number of seconds until the scheduled activate and if it has to be over-
ridden.

e |f atimeout is set, the switch reboots again after the set number of minutes, from the certified direc-
tory. The reboot can be halted by issuing a cancel order as described in the reload command.

e |f the switch isapart of a stacked configuration, using this command synchronizes the working directo-
ries of al the switchesin the stack to the working directory of the primary CMM switch.
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CMM Commands reload working

e When reload working command is used, the current running directory is identified and the version of
software in that directory is compared with the corresponding software details stored in afile, and a
message about the software change is displayed before prompting to activate the reload.

— If the switch is reloaded from either the working or the certified directory without changing the
software, then the message prompt is displayed in the boot log does not indicate any software
change.

— If the newly uploaded software version is different from the software version aready running in
the switch, then a message prompt is displayed indicating change in software version.

¢ On reload from either the working or the certified directory, the directory from which the switch loads
the software is also displayed in the boot-up log either as working or certified.

Examples

-> reload working rollback-timeout 5

-> reload working no rollback-timeout

-> reload working no rollback-timeout in 50

-> reload working rollback-timeout 10 at 12:50

Release History

Release 6.6.1; command introduced.

Related Commands

reload Reboots the CMM to its startup software configuration.

MIB Obijects

chasControlModuleTable

csEntPhysicalIndex
chasControlActivateTimeout
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copy running-config working CMM Commands

copy running-config working

Copies the running configuration (RAM) to the working directory.

[configure€] copy running-config working

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory. A trap israised to enforce a poll whenever a
configuration fileis saved. The configuration changes that are not committed are not detected by the
switch until write memory or copy running-config working is applied.

e Thiscommand isonly valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

e This command performs the same function as the write memory command.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an Omni Switch set up with redundant CMMs.

Examples

-> configure copy running-config working

Release History

Release 6.6.1; command introduced.
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CMM Commands copy running-config working

Related Commands
write memory Copies the running primary RAM version of the CMM software to the
working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysicalIndex
chasControlVersionMngt
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write memory CMM Commands

write memory

Copies the running configuration (RAM) to the working directory.

[configure] write memory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory. A trap israised to enforce a poll whenever a
configuration fileis saved. The configuration changes that are not committed are not detected by the
switch until write memory or copy running-config working is applied.

e Thiscommand isonly valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

¢ This command performs the same function as the copy running-config wor king command.

¢ When this command isissued, the current stack topology will be compared against the saved stack
topology. If thereis any difference, awarning will be issued about the possible configuration purge and
a confirmation from the user is required to proceed.

Note. The saved boot.cfg fileis overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an OmniSwitch set up with redundant CMMs.

Examples

-> configure write memory
-> write memory

Release History

Release 6.6.1; command introduced.
Release 6.7.2.R04; Stack topology change confirmation introduced.
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CMM Commands write memory

Related Commands

copy running-configworking  Copies the running primary RAM version of the CMM software to the
working primary flash. Or copy the startup primary flash version of the
CMM software to the working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Obijects

configManager

configWriteMemory
configSaveSucceededTrapReason
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copy working certified CMM Commands

copy working certified

Copies the working directory version of the CMM software to the certified directory, on the primary
CMM. This command & so allows you to synchronize the primary and secondary CMMs.

[configur €] copy working certified [flash-synchro]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Thiscommand is used to overwrite the contents of the certified directory with the contents of the work-
ing directory. This has to be done only if the contents of the working directory have been verified as
the best version of the CMM files.

¢ Theflash-synchro keyword, when used with the copy certified working command, synchronizes the
files between the primary and secondary CMMs by overwriting the contents of the secondary CMM
certified directory with the contents of the primary CMM certified directory. If the switch is part of a
stacked configuration, all switchesin the stack are updated with the primary CMM files.

¢ |norder for this command to work, the amount of free space in flash must equal the size of the files
being copied. If there isn’t enough free space, the copy attempt fails and an error message is generated.
Only image files, the boot.cfg file, and the certs.pem file has to be kept in the working directory.

e This command does not work if the switch is running from the certified directory. To view where the
switch is running from, see the show running-directory command.

Examples

-> copy working certified
-> copy working certified flash-synchro

Release History

Release 6.6.1; command introduced.
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CMM Commands copy working certified

Related Commands

copy working certified Copies the running primary RAM version of the CMM software to the
working primary flash. Or copy the startup primary flash version of the
CMM software to the working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysicalIndex
chasControlVersionMngt

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 1-11



copy flash-synchro CMM Commands

copy flash-synchro

Copies the certified directory version of the primary CMM software to the certified directory of the
secondary CMM.

[configur €] copy flash-synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand is used to synchronize the certified directories of the primary and secondary CMMs.
The two CMMs must be in synchronization if afail over occurs, otherwise switch performance islost.

e |f the switchis part of stackable configuration, all switchesin the stack are updated with the primary
CMM files.

Examples

-> copy flash-synchro
-> configure copy flash-synchro

Release History

Release 6.6.1; command introduced.

Related Commands

copy working certified Copies the running primary RAM version of the CMM software to the
working primary flash. Or copies the startup primary flash version of
the CMM software to the working primary flash.

copy working certified Copies the working primary flash version of the CMM software to cer-
tified primary flash. Or copies the working primary flash version of the
CMM software to startup secondary flash.

MIB Obijects

chasControlModuleTable

csEntPhysicalIndex
chasControlVersionMngt
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CMM Commands takeover

takeover

The current secondary CMM assumes the role of primary CMM.

takeover

Syntax Definitions

with-fabric Performs a complete CMM reload.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command causes the secondary CMM to take over the functions of the primary CMM. After this
command, the old primary CMM is the new secondary CMM.

e Beforeissuing the takeover command, be sure that the secondary CMM has all software (that is,
image and configuration files) required to continue CMM operations.

e [For information on synchronizing the primary and secondary CMM software before issuing the
takeover command, see the copy flash-synchr o command.

¢ When the CMM modules switch primary and secondary roles, the console session to the new primary
CMM isdisconnected. To continue managing the switch, be sure that you have physical connections to
both CMMs or local accessto the switch in order to move your Ethernet or serial cable from one CMM
to the other.

e Thiscommand can also be used on the secondary CMM.

e |f the switchis part of an a stackable configuration consisting of three or more switches, the next
switch in “idle’ mode becomes the secondary CMM, and the origina primary CMM becomes “idle.”
For more information on stacks, see “Managing Stacks’ in the Hardware Users Guide.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an OmniSwitch set up with redundant CMMs. Refer to
the “NIs Reload On Takeover” description on page 1-16 for more information on the takeover command
and redundant management modules.

Examples

-> takeover
-> takeover with-fabric
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takeover CMM Commands

Release History

Release 6.6.1; command introduced.

Related Command

reload Reboots the CMM to its startup software configuration.

MIB Obijects

chasEntPhysicalTable

csEntPhysicalIndex
chasEntPhysAdminStatus
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CMM Commands show running-directory

show running-directory

Shows the directory from where the switch was booted.

show running-directory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Once aswitch has booted and is running, it runs either from the working or certified directory. If
running from the certified, changes made to the running configuration using CL1 commands cannot be
saved. A switch must be running from the working directory in order to save the current running
configuration.

e Thiscommand can also be used on the secondary CMM.

Examples

-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot 1,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs : SYNCHRONIZED,

Running Configuration : NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

output definitions

Running CMM The CMM currently controlling the switch, either PRIMARY or
SECONDARY.

CMM Mode Displays whether the primary and secondary CMMs are synchronized.
In the case that there is no secondary CMM, MONO-CMM-CHASSIS
is shown.

Current CMM Slot The dlot number of the primary CMM.

Running Configuration Where the switch is running from, either WORKING or CERTIFIED.

A switch running from the certified directory is unable to manipulate
filesin the directory structure.
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show running-directory

CMM Commands

output definitions (continued)

Certify/Restore Status

Flash Between CMMs

NIs Reload On Takeover
Stacks Reload on Takeover

Indicatesif the CM has been certified (that is, the Working directory
matches the Certified directory).

Displays whether the Working and Certified directories are the same.

Displays how many Network Interface (NI) modules or switchesin a
stack isreloaded in the event of a management modul e takeover.
Optionsinclude NONE, ALL, or alist of specific NIs.

If there are no unsaved configuration changes and the flash directories
on both the primary and secondary management modules have been
synchronized viathe copy flash-synchro command, no Nisis reloaded
if amanagement modul e takeover occurs. As aresult, data flow is not
interrupted on the NIs during the takeover.

If a configuration change is made to one or more NI modules (for
example, aVLAN isconfigured on several different interfaces), and the
changes are not saved via the write memory command, the corre-
sponding NIs are automatically reload if a management module take-
over occurs. Dataflow on the affected NIsisinterrupted until the rel oad
is complete. Note that the NIs reload whether or not the flash synchro-
nization status shows SY NCHRONIZED. Thisis because the unsaved
changes have occurred in the running configuration

(that is, RAM), and have not been written to the flash directory’s con-
figuration file. In this case, alist of only the affected NIs displaysin the
table output (for example, 1 6 9 12).

If the flash directories on the primary and secondary management mod-
ules are not synchronized (for example, a copy flash-synchro com-
mand has not been issued recently), all NiIs are reloaded automatically
if amanagement modul e takeover occurs. Data flow isinterrupted on
al Nlsuntil the reload is complete.

Release History

Release 6.6.1; command introduced.

Related Commands

reload
write memory
copy flash-synchro

MIB Obijects

chasControlModuleTable

Reboots the CMM to its startup software configuration.
Copies the running configuration (RAM) to the working directory.

Copiesthe certified directory version of the primary CMM software to
the certified directory of the secondary CMM.

chasControlRunningVersion
chasControlActivateTimeout

chasControlVersionMngt

chasControlDelayedActivateTimer

chasControlCertifyStatus

chasControlSynchronizationStatus
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CMM Commands show reload

show reload

Shows the status of any time delayed reboot(s) that are pending on the switch.
show reload [status]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e |tispossibleto preset areboot on a CMM by using the reload command. If thisis done, use the show
reload command to see when the next scheduled reboot occurs.

e |f thereload working command was used, and a rollback timeout was set, the time the rollback occurs
is shown using the show reload command.

e Thiscommand can also be used on the secondary CMM.

Examples

-> show reload status
Primary Control Module Reload Status: No Reboot Scheduled,
Secondary Control Module Reload Status: No Reboot Scheduled

Release History

Release 6.6.1; command introduced.

Related Commands

reload Reboots the primary or secondary CMM to its startup software configura-
tion.
reload working Immediate primary CMM reboot to the working software configuration

without secondary CMM takeover.

MIB Obijects

N/A
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show microcode CMM Commands

show microcode

Displays microcode versions installed on the switch.

show microcode [working | certified | loaded]

Syntax Definitions

working Specifies the switch’s working directory; only microcode information
from the working directory is displayed.

certified Specifies the switch’s certified directory; only microcode information
from the certified directory is displayed.

loaded Specifies that only loaded (that is, currently-active) microcode versions

is displayed. Idle microcode versionsis not displayed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e |f no additional parameters are entered (that is, working, certified, or loaded), microcode information
for the running configuration is displayed.

e Thiscommand can also be used on the secondary CMM.

Examples

-> show microcode

Package Release Size Description

————————————————— e e e e et
Jbase.img 6.1.1.403.R01 10520989 Alcatel Base Software

Jos.img 6.1.1.403.R01 1828255 Alcatel OS

Jadvrout.img 6.1.1.403.RO1 1359435 Alcatel Advanced Routing
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CMM Commands show microcode

output definitions

Package File name.
Release Version number.
Size Filesize.
Description File description.

Release History

Release 6.6.1; command introduced.

Related Commands

show microcode Displays microcode versions installed on the switch.

MIB Obijects

N/A
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usb

CMM Commands

usb

Enables access to the device connected to the USB port.

usb {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable| disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Must use an Alcatel-L ucent certified USB device.

e |f an Alcatel-Lucent certified USB deviceis connected after enabling the USB interface, the deviceis
automatically mounted as /uflash.

e Once mounted, common file and directory commands can be used for file management.

Examples

-> usb enable

-> cp /flash/working/boot.cfg /uflash/boot.cfg
-> 1ls /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

usb auto-copy Allows backup image files from the USB device to be automatically
copied to the /flash/working directory on the switch immediately after
the USB device is connected

MIB Obijects

systemServices

systemServicesUsbEnable
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CMM Commands usb auto-copy

usb auto-copy

Upgrades the image files from the USB device to the /flash/working directory on the switch immediately
after the USB deviceis connected.

usb auto-copy {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable| disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e The USB device must contain the proper file structure and image files mentioned below and the USB
root directory must contain a signature file named aossignature. The aossignature file can be a blank
text file transferred to the switch.

e Thisoperation enables al of the image files from the /uflash/6350/working or /uflash/6450/working,,
based upon the platform performing the operation, to be copied to the /flash/working directory and then
reboot the switch.

e |f the auto-copy is successful, the auto-copy feature is disabled before rebooting the switch and must
be re-enabled by the administrator for the next auto-copy process to execute. This prevents running the
same auto-copy multiple times.

Examples

-> usb auto-copy enable
-> usb auto-copy disable

Release History

Release 6.6.3; command introduced.
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usb auto-copy CMM Commands

Related Commands

usb Enables access to the device connected to the USB interface.

MIB Obijects

systemServices

systemServicesUsbAutoCopyEnable

page 1-22 OmniSwitch AOS Release 6 CLI Reference Guide  September 2020



CMM Commands usb disaster-recovery

usb disaster-recovery

Enables the disaster-recovery access to the USB device connected to the USB port when the switch is
unable to boot properly.

usb disaster-recovery {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable | disable enable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e The USB device must contain the proper file structure and image files mentioned below.

e |f miniboot is unable to load AOS from the KFos.img file then the disaster-recovery operation begins.
The disaster recovery operation formats the switch flash, copy all of the files from the /uflash/6350/
certified or /uflash/6450/certified directory, based upon the platform performing the operation, to
the /flash/certified directory and reboot the switch.

e Disaster recovery hasto be run on a standalone unit so that it does not affect any other unitsin a stack.

Examples

-> usb disaster-recovery enable
-> usb disaster-recovery disable

Release History

Release 6.6.3; command introduced.

Related Commands

usb Enables access to the device connected to the USB interface.
show usb statistics Displays the status USB setting and features.

MIB Objects

systemServices

systemServicesUsbDisasterRecoveryEnable
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mount

Mounts a USB device on /uflash.
mount [/uflash]

Syntax Definitions

/uflash The name of the file-system to mount.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Once the USB device is mounted most file and directory commands associated with the /flash file system
can be used with /uflash such as: mkdir, rmdir, cd, rm, cp, Is.

Examples

-> mount /uflash
-> 1ls /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

umount Unmounts the /uflash file system from AOS.

MIB Objects

systemServicesAction

systemServicesArgl
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CMM Commands umount

umount

Unmounts the /uflash file system from AOS.
umount /uflash

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command unmounts the USB drive and has to be used prior to unplugging the USB drive to prevent
possible data corruption.

Examples

-> umount /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

mount Mounts the /uflash file system from AOS.

MIB Obijects

systemServicesAction

systemServicesArgl
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show usb statistics CMM Commands

show usb statistics

Displays the status USB setting and features.
show usb statistics

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A

Examples

-> show usb statistics

USB: Disabled
USB auto-copy: Enabled

USB disaster-recovery: Disabled
/uflash is not mounted

output definitions

USB Status of USB deviceinterface.

USB auto-copy Status of USB auto-copy feature.

USB disaster-recovery Status of USB auto-copy feature.

{uflash Whether the USB device is mounted or unmounted.

Release History

Release 6.6.3; command introduced.
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Related Commands

usb Enables access to the device connected to the USB interface.

usb auto-copy Allows backup files from the USB device to be automatically copied to
the /flash/working directory on the switch immediately after the USB
device is connected.

usb disaster-recovery Enables the disaster-recovery access to the USB device connected to the
interface.

MIB Obijects

NA
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image integrity-check

CMM Commands

image integrity-check

This command is used to check the integrity of the image filesin working or certified directory.

image integrity-check {working | certified} filename

Syntax Definitions

working

certified

filename

Defaults
N/A

Platforms Supported

Omni Switch 6450, 6350

Usage Guidelines

Specifiesthe working directory of the switch. Imageintegrity check will
be performed only for microcode information present in the working

directory.

Specifiesthe certified directory of the switch. Imageintegrity check will
be performed only for microcode information present in the certified

directory.

Name of the file in flash which has the hash value from the image,
against which the calculated hash value need to be compared.

e When this command is entered without the filename, the SHA 256 hash of the image filesin selected
directory (working/certified) is calculated and displayed. It can be manually verified against the hash
provided in thefile.

e \When the command is entered with the filename, the SHA 256 hash is calculated on the individual
image files in the selected directory (working/certified) and compared with the hash information in the

file.

¢ Hash value for the images needs to be stored in the <filename> in the below format.
K Fsecu.img:AE02549EA 4D 793593A D676F8A49A 6522F2COFAE
KFeni.img: 7FO5BE32F2F1CB12E31D635A FA873C149551F1EA

Example

-> image integrity-check working

HASH for KFsecu.img BC077D4A467CA0794E231A841342783793AE48ES8
HASH for KFeni.img 9E09SB914CFCA80333F6405116ADB89DF76A025C4
HASH for KFos.img CD1CO0743F1EEBF3480677D649F0748FB70FE3Al11l
HASH for KFdiag.img 4CF2A1E394906D40E6DBE6817C66664322B4CAED
HASH for KFbase.img 3955CDAA1C49DC50D0B52BE35DA2ESE0769C710D
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CMM Commands image infegrity-check

-> Image integrity-check working hash.txt
Computing the HASH for image files .....

Image integrity check success for KFsecu.img
Image integrity check success for KFeni.img
Image integrity check success for KFos.img
Image integrity check success for KFdiag.img
Image integrity check success for KFbase.img

Release History
Release 6.7.1 R02; command introduced.

Related Commands
N/A

MIB Obijects

systemServicesAction
systemServicesArgl
systemServicesArg2
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show system update-time CMM Commands

show system update-time

Displays the time and software version to which the switch was last updated.

show system update-time

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show system update-time
System software last updated to 6.7.2.36.R07 on 07/21/2001 06:30:18 (+00:00)

Release History
Release 6.7.2.R07; command introduced.

Related Commands

reload working Immediately reboots the primary CMM from the working directory.

MIB Objects

N/A
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2 Chassis Management and
Monitoring Commands

Chassis Management and Monitoring commands allow you to configure and view hardware-related
operations on the switch. Topicsinclude basic system information, as well as Network Interface (NI)
module and chassis management.

Additional Information. Refer to your separate Hardware Users Guide for detailed information on chas-
sis components as well as managing and monitoring hardware-related functions.

MIB information for the Chassis Management and Monitoring commandsis as follows:

Filename: AlcatelIND1Chassis.mib
Module; ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1System.MIB
Module:  ALCATEL-IND1-SYSTEM-MIB

Filename: AlcatelIND1StackManager.MIB
Module:  ALCATEL-IND1-STACK-MANAGER-MIB
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Chassis Management and Monitoring Commands

A summary of available commandsis listed here:

Management Commands system contact
system name
system location
system date
system time
system time-and-date synchro
system timezone
system daylight savingstime
system strict-hash
update
update lanpower
reload ni
reload all
reload pass-through
power ni
temp-threshold
stack set slot
stack set slot mode
stack clear slot
hash-control mode fdb
hash-control load-balance non-ucast

Sack Split Detection stack split-protection

Commands stack split-protection linkaggid
stack split-protection guard-timer
stack split-protection helper
stack split-protection helper linkagg
show stack split-protection status
show stack split-protection statistics
show stack split-protection stacking-units
show stack split-protection helper status
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Chassis Management and Monitoring Commands

Monitoring Commands

show system
show hardwar e info

show chassis

show cmm

show ni

show module

show module long
show module status
show power

show fan

show temperature
show stack topology
show stack status
show stack mode
show hash-control

show system strict-hash
show system hardwar e-self-test
show system process-self-test

Licensing Commands

license apply
license remove
license unlock
show licenseinfo

show licensefile
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system contact Chassis Management and Monitoring Commands

system contact

Specifies the administrative contact of the switch. An administrative contact is the person or department in
charge of the switch. If acontact is specified, users can easily find the appropriate network administrator if
they have questions or comments about the switch.

system contact text_string

Syntax Definitions

text_string The administrative contact being specified for the switch. The system
contact can range from 1 to 254 characters in length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“Jean Smith Ext. 477 jsmith@company.com”.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> system contact "Jean Smith Ext. 477 jsmith@company.com"

-> system contact engineering-test@company.com

Release History

Release 6.6.1; command introduced.

Related Commands

system name Modifies the current system name of the switch.
system location Specifies the current physical location of the switch.
show system Displays the basic system information for the switch.

MIB Obijects

system

systemContact
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system name

Modifies the current system name of the switch. The system name can be any simple, user-defined text
description for the switch.

system name text_string

Syntax Definitions

text_string The new system name. The system name can range from 1 to 254 char-
actersin length. Text strings that include spaces must be enclosed in
guotation marks. For example, “ OmniSwitch 6350".

Defaults
By default, the system nameis set to ‘VxTarget'.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The OmniSwitch can be configured with a DHCP Client interface that alows the switch to obtain the
system name (DHCP Option-12) from a DHCP server dynamically. The user-defined system name
configuration (through CLI, WebView, SNMP) always gets priority over the DHCP server values.

For more information on DHCP client options, refer to the “ Configuring DHCP” chapter of the OmniS-
witch AOS Release 6 Network Configuration Guide.

Examples

-> system name "OmniSwitch 6350"
-> system name 0S-6350

Release History

Release 6.6.1; command introduced.

Related Commands

system contact Specifies the administrative contact details of the switch (for example,
an individual or a department).

system location Specifies the current physical location of the switch.

show system Displays the basic system information for the switch.

MIB Objects

system

systemName
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system location

Specifies the current physical location of the switch. If you need to determine the location of the
switch.from aremote site, entering a system location can be useful.

system location text_string

Syntax Definitions

text_string The physical location of the switch. For example, TestL ab. The system
location can range from 1 to 254 charactersin length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“NMSTest Lab”.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> gsystem location "NMS Test Lab"

-> system location TestLab

Release History

Release 6.6.1; command introduced

Related Commands

system contact Specifies the administrative contact of the switch (for example, an
individual or a department).

system name Modifies the current system name of the switch.

show system Displays the basic system information for the switch.

MIB Obijects

system

systemLocation
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system date

Displays or modifies the current system date of the switch.
system date [mmvdd/yyyy]

Syntax Definitions

mmvdd/yyyy The new date being specified for the system. Enter the date in the fol-
lowing format: mm/dd/yyyy, where mm is the month, dd is the day, and
yyyy isthe year. For example, 08/08/2005.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ |f you do not specify a new system date in the command line, the current system date is displayed.

¢ For more information on setting time zone parameters (for example, Daylight Savings Time), refer to
the system timezone command on page 2-10.

Examples

-> gystem date 02/28/2017

Release History

Release 6.6.1; command introduced.

Related Commands

system time Displays or modifies the current system time of the switch.
system timezone Displays or modifies the time zone for the switch.

MIB Objects

systemServices

systemServicesDate
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system time

Displays or modifies the current system time of the switch.

system time [hh: mm: sg|

Syntax Definitions

hh: mm:ss The new time being specified for the system. To set this value, enter the
current timein 24-hour format, where hh is the hour, mmis the minutes,
and ssis the seconds. For example, 14:30:00.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If you do not specify anew system time in the command line, the current system time is displayed.

Examples

-> gsystem time 14:30:00

Release History

Release 6.6.1; command introduced.

Related Commands

system date Displays or modifies the current system date of the switch.
system timezone Displays or modifies the time zone for the switch.

MIB Objects

systemServices

systemServicesTime
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system time-and-date synchro

Synchronizes the time and date settings between primary and secondary Chassis Management Module
(CMM).

system time-and-date synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ The system time-and-date synchro command applies only to switches with redundant CMM
configurations.

e Synchronizing date and time settings is an important step in providing effective CMM failover for
switches in redundant configurations. Be sure to periodically synchronize the primary and secondary
CMMs using this command.

e For detailed redundancy information refer to “Managing Stacks’ in addition to “Managing CMM
Directory Content” in the OmniSwnitch AOS Release 6 Switch Management Guide.

Examples

-> system time-and-date synchro

Release History

Release 6.6.1; command introduced.

Related Commands

copy flash-synchro Copiesthe certified directory version of the primary CMM software to
the certified directory of the secondary CMM.

MIB Objects

systemServices
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system timezone

Displays or modifies the time zone for the switch.

system timezone [timezone_abbrev | offset_value | time_notation]

Syntax Definitions

timezone_abbrev Specifies atime zone for the switch and sets the system clock to run on
UTC or GMT. Refer to thetable in the “Usage Guidelines’ section for a
list of supported time zones. If you specify atime zone abbreviation, the
hours offset from UTC is automatically calculated by the switch.

offset_value Specifies the number of hours offset from UTC. Values can range from -
13 through +12. The switch automatically enables UTC. If you do not
want your system clock to run on UTC, enter the offset valueas*+0'.
Thissets UTC to run on the local time.

time_notation Specifies anon-integer time-notation offset for areas that are offset from
UTC by increments of 15, 30, or 45 minutes (for example, 05:30).

Defaults
By default, the timezoneis set to *GMT"’.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e To view the current time zone for the switch, enter the command system timezone.

e |f Daylight Saving Time (DST), also referred to as summertime, is enabled, the clock automatically sets
the default DST parameters for the local time zone. See “system daylight savingstime” on page 2-13

¢ The OmniSwitch can be configured with a DHCP Client interface that allows the switch to
dynamically obtain the time zone (DHCP Option-2) from a DHCP server. The user-defined time zone
configuration (through CLI, WebView, SNMP) always gets priority over the DHCP server values.
For more information on DHCP client options, refer to the “ Configuring DHCP’ chapter of the OmniS
witch AOS Release 6 Network Configuration Guide.

¢ Refer to the following table for alist of supported time zone abbreviations:

Abbreviation | Name Hoursfrom | DST Start DST End DST Change
uTC
nzst New Zealand +12:00 1st Sunday in Oct. at| 3rd Sunday in Mar. | 1:00
2:00 am. at 3:00 am.
zpll No standard name | +11:00 No default No default No default
aest Australia East +10:00 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
at 2:00 am. at 3:00 am.
gst Guam +10:00 No default No default No default
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system timezone

Abbreviation | Name Hoursfrom | DST Start DST End DST Change
uTC
acst Australia Central +09:30 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
Time at 2:00am. at 3:00am.
jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
zp8 Ching; +08:00 No default No default No default
Manila, Philippines
zp7 Bangkok +07:00 No default No default No default
Zp6 No standard name | +06:00 No default No default No default
zZp5 No standard name | +05:00 No default No default No default
zp4 No standard name | +04:00 No default No default No default
msk M oscow +03:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
eet Eastern Europe +02:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
cet Central Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
met Middle Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
bst British Standard +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
Time at 1:00 am. at 3:00am.
wet Western Europe +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 1:00 am. at 3:00 am.
gmt Greenwich Mean +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name | -02:00 No default No default No default
zm3 No standard name | -03:00 No default No default No default
nst Newfoundland -03:30 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 am. at 2:00 am.
ast Atlantic Standard -04:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00am. at 2:00 am.
est Eastern Standard -05:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00am. at 2:00 am.
cst Central Standard -06:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00am. at 2:00 am.
mst Mountain Standard | -07:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
pst Pecific Standard -08:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00
Time at 2:00 am. 2:00 am.
akst Alaska -09:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 am. at 2:00 am.
hst Hawaii -10:00 No default No default No default
zmi1l No standard name | -11:00 No default No default No default
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Examples

->

->

->

->

->

->

->

system timezone mst
system timezone -7
system timezone +0
system timezone +12
system timezone 12
system timezone 05:30

system timezone 00:00 hour from UTC

Release History

Release 6.6.1; command introduced.

Related Commands

system date
system time

MIB Objects

systemServices

systemServicesTimezone
systemServicesTimezoneStartWeek
systemServicesTimezoneStartDay
systemServicesTimezoneStartMonth
systemServicesTimezoneStartTime
systemServicesTimezoneOffset
systemServicesTimezoneEndWeek
systemServicesTimezoneEndDay
systemServicesTimezoneEndMonth
systemServicesTimezoneEndTime
systemServicesEnableDST

Displays or modifies the current system date of the switch.
Displays or maodifies the current system time of the switch.
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system daylight savings time

Enables or disabled Daylight Savings Time (DST) on the switch.

system daylight savingstime [{enable | disable} | start {week} {day} in {month} at {hh:mm} end {week}
{day} in {month} at {hh:mm} [by min]]

Syntax Definitions

enable
disable
start
end
week
day
month
hh:mm

by min

Defaults

¢ By default, DST is disabled.

Enables DST. The switch clock automatically adjusts for DST as speci-
fied by one of the default time zones or by the specifications set with the
system daylight savings time start command.

Disables DST. The switch clock does not change for DST.

For non-default time zone, specify the week, day, month, and hour for
DST to start. (Specify the week, day, month, and hour for DST to end.)

For non-default time zone, if you specify the week, day, month, and
hour for DST to end, you have to specify the week, day, month, and hour
for DST to end.

Indicate whether first, second, third, fourth, or last.

Indicate whether Sunday, Monday, Tuesday, Wednesday, Thursday, Fri-
day, or Saturday.

Indicate whether January, February, March, April, May, June, July,
August, September, October, November, or December.

Use two digits between 00 and 23 to indicate hour. Use two digits
between 00 and 59 to indicate minutes. Use as for a 24 hour clock.

Use two digits to indicate the number of minutes switch clock will be
offset for DST. The range is from 00 to 50.

e Unlessadifferent valueis set with the by syntax, the system clock offsets one hour for DST.

Platforms Supported

Omni Switch 6450, 6350

Usage Guidelines

¢ |f your timezone shows a default value in the DST Start and DST End columns of the “ Time Zone and
DST Information Table” found in Chapter 2, “Managing System Files,” of the OmniSwitch AOS
Release 6 Swvitch Management Guide, you do not need to set a start and end time. Y our switch clock
automatically adjusts for DST as shown in the table.

e You must enable DST whether you use adefault DST timezone or if you specify your offset using the
daylight savingstime start syntax.
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Examples

-> system daylight savings time enable

-> system daylight savings time disable

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00 by 45

Release History

Release 6.6.1; command introduced.

Related Commands

system time Displays or modifies the current system time of the switch.
system timezone Displays or modifies the timezone for the switch.
system date Displays or modifies the current system date of the switch.

MIB Objects

systemServices
systemServicesTimezone
systemServicesEnableDST
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system strict-hash

Enables or disables the strict-hash mode for the switch.
system strict-hash {enable | disable}

Syntax Definitions

enable Enables the strict-hash mode on the switch. The strict-hash mode
restricts the hash algorithm MD5. The modeis applied only after the
switch reboot.

disable Disables the strict-hash mode on the switch. The mode is disabled only
after the switch reboot.

Defaults

By default, the strict-hash mode is set to ‘ disable’.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e On enabling or disabling the strict-hash mode, the switch must be rebooted for the mode to be enabled
or disabled.

¢ |n strict-hash mode only SHA algorithms are supported. For SSH only SHA2-256, and for SNMP only
SHA1, SHA224, and SHA 256 are supported. The MD5 authentication is disabled.

¢ When the switch loads in strict-hash mode, the existing users having MD5 authentication for SNMP
will not be able to send or receive SNMP packets unless the authentication method is changed to SHA
authentication.

¢ |n strict-hash mode the password of the users having MD5 authentication will be expired. The user
must change the password which will be encrypted by default with SHA1 encryption.

¢ |n strict-hash mode the existing SNMP station commands using MD5 user will be removed. The user
must configure SNMP station again.

¢ The SNMP access for the users must be enabled by the administrator.

e The combinations restricted in strict-hash mode are HMAC-SHA 1, HMAC-MD5, HMAC-SHA 1-96,
and HMAC-MD5-96.

e When strict-hash mode is disabled, al the existing authentication methods are allowed.

Examples

-> system strict-hash enable
-> system strict-hash disable
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Release History
Release 6.7.2 R08; command introduced.

Related Commands

show system strict-hash Displays the configuration and running status of strict-hash mode.

MIB Obijects

system
systemServicesStrictHashEnable
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update

Updates the versions of Uboot, FPGA, BootROM, or Miniboot. Refer to the Release Notes and any
available Upgrade Instructions for the new release before performing this type of update on the switch.

update {uboot {cmm | ni {all | dot}} uboot-miniboot | fpga cmm | bootrom {all | dot} | [default |
backup] miniboot [all | Slot]}

Syntax Definitions

uboot Updates the Uboot version.

ni Specifies that the update is performed for the NI Module.

all Specifies that the update is performed for all slotswithin achassis or all
switches within a stack.

dot Specifies the number of the NI module within a chassis or the switch
number within a stack for which the update is performed.

uboot-miniboot Updates the Uboot and the miniboot version on all available slots on al
available switches within a stack.

miniboot Updates the miniboot version.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e When performing an update, it isimportant that the correct update file is used and that thefileis
located in the /flash directory on the switch. Specifying the wrong file can affect the operation of the
switch.

e A different update fileis required depending on the type of switch and the type of update. The
following table provides alist of the required update files:

Platform Update Type UpdateFile
OmniSwitch 6450, 6350 Uboot kfu-boot.bin
Miniboot kfminiboot.bs

Uboot and Miniboot kfu-boot.bin
kfminiboot.bs

FPGA KFpgaupgrade kit
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Examples

-> update uboot 2

-> update uboot-miniboot
-> update fpga cmm

-> update miniboot 3

Release History

Release 6.6.1; command introduced.

Related Commands

reload all Reloads all the NIsand CMMsin achassis.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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update lanpower

Uploads new firmware to the POE controller. Contact Alcatel support representative before using this
command.

update lanpower {lanpower_num | all}

Syntax Definitions

lanpower_num The POE unit number to update.

all Updates all POE unitsin the switch.
Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> update lanpower 3
-> update lanpower all

Release History

Release 6.6.1; command introduced.

Related Commands

system strict-hash Updates the versions of Uboot, FPGA, BootROM, or Miniboot.
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reload ni

Reloads (that is, reboots) a specified NI module.

reload ni [slot] number

Syntax Definitions

dot Optional command syntax.

number Slot (that is, switch) number within a stack that represents the NI mod-
ule to be reloaded.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Thereload ni command reboots only the specified switch. If you use this command on a switch that has a
primary CMM rolein astack, it will no longer be primary. Instead, it will be secondary in atwo-switch
stack and idle in a stack consisting of three or more switches.

Examples
-> reload ni slot 2

-> reload ni 2

Release History

Release 6.6.1; command introduced.

Related Commands

reload all Reloads all the NIsand CMMsin achassis.
power ni Turns the power on or off for a specified NI module.
show ni Shows the hardware information and the status for NI modules cur-

rently running in the chassis.

MIB Objects

chasEntPhysicalTable

chasEntPhysAdminStatus
reset
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reload all

Reloads all NIsand CMMs.
reload all [in [hours:] minutes | at hour:minute [month day | day month]]

reload all cancel

Syntax Definitions
in [hours:] minutes Optional syntax. Schedules areload of al modules to take effect in the
specified minutes or hours and minutes within the next 24 hours.

at hour: minute Optional syntax. Schedules areload of all modulesto take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, reload takes place at the specified time on the current day pro-
vided the specified timeis later than the time the CLI command was
issued. If the specified timeis earlier than the current time, the reload
takes place on the following day.

month day | day month The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day isfirst.

cancel Cancels a pending time delayed rel oad.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> reload all

Release History

Release 6.6.1; command introduced.
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Related Commands

reload ni Reloads a specific NI module.
power ni Turns the power on or off for a specified NI module.
show ni Shows the hardware information and status for NI modules currently

running in the chassis.

MIB Obijects

chasEntPhysicalTable

chasEntPhysAdminStatus
reset
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reload pass-through

Reloads a switch in a stacked configuration that has been forced into the pass-through mode. The
pass-through mode is a state in which a switch is assigned a ot number that is not available in the current
stacked configuration. When a switch isin the pass-through mode, its Ethernet ports are brought down
(they cannot passtraffic). However, its stacking ports are fully functional and can pass traffic through to
other switchesin the stack. In thisway, pass-through mode provides a mechanism to prevent the stack ring
from being broken.

Note. If aswitch isforced into the pass-through mode, the rest of the virtual chassis (stack) is not
disrupted. Any elements in the stack not operating in pass-through mode continue to operate normally.

reload pass-through slot-number

Syntax Definitions

slot-number The virtual chassis slot number of the switch currently in the pass-
through mode (1001-1008). For more information on pass-through slot
numbering, refer to the “ Usage Guidelines’ section.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Switchesin the pass-through mode are given distinct slot numbers. These slot numbers are not related
to their position in the stack. Instead, they are assigned the prefix “100,” followed by the numerical
order in which they were forced into pass-through. In other words, if only one switch in astack is
forced into the pass-through mode, it is given the slot number 1001. If multiple switchesin a stack are
forced into pass-through, the first switch in pass-through is given the slot number 1001, the second
switch is given the slot number 1002, the third switch is given the slot number 1003, and so on.

e Beforeissuing the reload pass-thr ough command, be sure that the corresponding switch has been
given a unique saved slot number. The saved slot number is the slot number the switch assumes after it
has been rebooted. If the saved slot number is not unique, the switch returns to pass-through mode. To
view the current and saved slot numbers for all switchesin a stack, use the show stack topology
command. To assign a unique saved slot number to a switch before rebooting, use the stack set slot
command.

Examples

-> reload pass-through 1001
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Release History

Release 6.6.1; command introduced.

Related Commands

show stack topology Displays the current operating topology of switches within a stack.
stack set slot Assigns a new saved slot number to a switch in a stacked configuration.

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrCommandAction
reloadPassThru
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power ni

Turns the power on or off for a specified NI module.
power ni [slot] slot-number

no power ni [slot] slot-number

Syntax Definitions

dot Optional command syntax.

dlot-number The chassis slot number containing the NI module being powered on or
off.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to power off the corresponding switch in a stacked configuration.

Examples

-> power ni slot 1
-> power ni 7

Release History

Release 6.6.1; command introduced.

Related Commands

reload ni Reloads a specified NI module.

show ni Shows the hardware information and status for NI modules currently
running in the chassis.

MIB Objects

chasEntPhysicalTable

chasEntPhysAdminStatus
powerOn
powerOff
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temp-threshold

Sets the CPU warning temperature threshold for the switch.

temp-threshold temp slot slot-number

Syntax Definitions

temp The new temperature threshold value, in Celsius.

slot-number The chassis slot number for which the CPU warning temperature thresh-
oldis set.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the show temper ature command to display the current value for the temperature warning threshold.
Do not use the show health threshold command as it does not display temperature threshold information.

Examples

-> temp-threshold 45
-> temp-threshold 55 slot 2

Release History

Release 6.6.1; command introduced.

Related Commands

show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.

MIB Obijects

chasChassisTable

chasTempThreshold

page 2-26 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



Chassis Management and Monitoring Commands stack set slot

stack set slot

Sets the saved slot number for a switch in a stacked configuration. The saved slot number is the slot
position the switch assumes following a reboot. The stack set slot command also provides syntax for
immediately rebooting the corresponding switch.

stack set slot dot-number saved-slot saved-slot-number [reload]

Syntax Definitions

dlot-number The current slot position used by the switch (1-8; 1001-1008). The
valid dot number range a so includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

saved-sl ot-number The new (that is, saved) slot number (1-8). The saved slot number isthe
dlot position the switch assumes following a reboot.

reload Optional command syntax. When reload is entered in the command
line, a confirmation prompt isissued. If the user approvesthereload, the
corresponding switch reboots immediately and the new (saved) slot
number takes effect when the switch comes back up barring any pass-
though mode conditions, such as duplicate slot numbers.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e When the stack set slot command is issued, the new saved slot value is written to the boot.slot.cfg file.
Thisfileislocated in the /flash directory of the switch and is used when assigning a slot number for the
switch during the boot process.

e To avoid duplicate slot numbers within the virtual chassis (that can force one or more switchesinto
pass-though mode), be sure that the saved slot number being configured is not already being used by
another switch in the stack. To view the saved slot numbers currently assigned, use the show stack
topology command. For detailed information on assigning saved slot numbers, as well as information
on pass-through mode, refer to the Hardware Users Guide.

e |[n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack set slot 2 saved-slot 3
-> stack set slot 1001 saved-slot 4 reload

Release History

Release 6.6.1; command introduced.
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Related Commands

stack clear slot Clears the current saved slot information for a switch within a stacked
configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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stack set slot mode

Sets the switch to either stackable or standalone mode. The stack set slot mode command also provides
syntax for immediately rebooting the corresponding switch.

stack set slot slot-number mode {stackable | standalone} [reload]

Syntax Definitions

dlot-number The current slot position used by the switch (1-8; 1001-1008). The
valid dot number range a so includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

stackable Sets the switch to stackable mode allowing the switch to be stacked into
avirtual chassis using the fixed fiber ports.
standalone Sets the switch to standal one mode allowing the fixed fiber portsto be

used as uplink ports.

reload Optional command syntax. When reload is entered in the command
line, a confirmation prompt isissued. If the user approvesthe reload, the
corresponding switch reboots immediately and the new mode takes
effect when the switch comes back up.

Defaults
parameter default
mode Standalone

Platforms Supported
Omni Switch 6450-10, Omni Switch 6350

Usage Guidelines

e Reboot the switch for the new mode to take effect.

¢ |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack set slot 2 mode stackable

Release History

Release 6.6.1; command introduced.
Release 6.6.4;command introduced on OS6450-10.
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Related Commands

show stack mode Displays the current mode of the switches.

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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stack clear slot

Clears the current saved slot information for a switch within a stacked configuration. When the saved slot
information is cleared using the stack clear slot command, the corresponding switch is automatically
assigned a unique slot number following areboot. The command also provides optional syntax for
immediately forcing the corresponding switch into pass-though mode.

stack clear slot slot-number [immediate]

Syntax Definitions

dlot-number The current slot position used by the switch (1-8; 1001-1008). The
valid dot number range a so includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

immediate Optional command syntax. When immediateis entered in the command
line, the corresponding switch is manually forced into pass-through
mode at the time the command is entered. All traffic on the Ethernet
ports of the switch is stopped. Unprocessed traffic (if applicable) con-
tinue to pass through the stacking cables to other switchesin the stack.
A limited number of management commands on the switch are also sup-
ported.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e When the stack clear slot command isissued, the boot.dlot.cfg fileisimmediately removed from the
[flash directory of the switch. Asaresult, no ot assignment information is found the next time the
switch is booted. The switch is automatically assigned a unique slot number during the boot process.

¢ Primary and secondary management modules cannot be forced into pass-through mode using the
stack clear slot command. If the user attempts to force the secondary management module into
pass-through, the secondary switch reboots and assumes idle status when it comes back up.
Meanwhile, an idle switch within the stack is selected and rebooted; when it comes up it assumes the
secondary role.

e |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack clear slot 1002
-> stack clear slot 3 immediate

Release History

Release 6.6.1; command introduced.
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Related Commands

stack set slot Sets the saved dlot number for a switch in a stacked configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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hash-control mode fdb

Configures the hash control method on the switch. Depending on this configuration, hashing algorithm
used by various applications for Layer 2 table lookup is affected.

hash-control mode fdb { xor | crc}

Syntax Definitions

Xor Sets hash control 1ookup to XOR mode.
crc Sets hashing to extended mode.
Defaults

parameter default

fdb xor

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ The hash control setting impacts the fabric load balancing for chassis based products.

e Changing the hash control mode affects the hashing algorithm for Link Aggregation and EMCP.
e Changing the hash mode requires a switch or stack reboot.

Examples

-> hash-control mode fdb xor
-> hash-control mode fdb crc

Release History

Release 6.6.3; command introduced.

Related Commands

show hash-control Displays the current hash control setting for the switch.

MIB Objects

alaChasHashMode
alachasFdbHashMode

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 2-33



hash-control load-balance non-ucast Chassis Management and Monitoring Commands

hash-control load-balance non-ucast

Enable or disable the hashing for non-unicast traffic, which will load balance the non-unicast traffic across
al portsinthe linkagg at aglobal level.

hash-control load-balance non-ucast {enable | disable}

Syntax Definitions

enable Enables |oad balance for non-unicast traffic.
disable Disables load balance for non-unicast traffic.
Defaults

By default, hash control setting for non-unicast traffic is disabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command configures the hash control register in the hardware. Depending upon the configuration,
hashing algorithm used by various applications for packet forwarding will be decided.

Examples

-> hash-control load-balance non-ucast enable
-> hash-control load-balance non-ucast disable

Release History
Release 6.7.2.R06; command introduced.

Related Commands

show hash-control Displays the current hash control setting for the switch.

MIB Objects

alachasNonUCHashControl
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show system

Displays basic system information for the switch. Information includes a user-defined system description,
name, administrative contact, and location, as well as object 1D, up time, and system services.

show system

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary
CMM rolein astack.

Examples
-> show system
System:
Description: Alcatel-Lucent 0S6450-10 6.7.2.26.R01 Development, March 01, 2017.,
Object ID: 1.3.6.1.4.1.6486.800.1.1.2.1.12.1.1,
Up Time: 0 days 3 hours 7 minutes and 1 seconds,
Contact: Lab Admin,
Name : 0S6450-10,
Location: NMS_LAB,
Services: 72,

Date & Time: FRI MAR 03 2017 00:30:57 (UTC)

Flash Space:
Primary CMM:
Available (bytes): 47302656,
Comments :  None

output definitions

System Description The description for the current system. This description shows the
current software version and the system date.

System Object ID The SNMP object identifier for the switch.

System Up Time The amount of time the switch has been running since the last system
reboot.

System Contact An user-defined administrative contact for the switch. Thisfield is

modified using the system contact command.
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output definitions (continued)

System Name
System L ocation

System Services
System Date & Time

Flash Space: Primary CMM:

Available (bytes)

Flash Space: Primary CMM:

Comments

A user-defined text description for the switch. Thisfield is modified
using the system name command.

The user-defined physical location of the switch. Thisfield is modified
using the system location command.

The number of current system services.

The current system date and time. Thisfield is modified using the
system date and system time commands.

The available flash memory space available on the primary
management module of the switch.

Comments regarding the available flash memory space available on the
primary management module of the switch, if applicable.

Release History

Release 6.6.1; command introduced.

Related Commands

system contact

system name
system location

MIB Obijects

system

systemContact
systemName
systemLocation

Specifies the administrative contact of the switch (for example, an
individual or a department).

Modifies the current system name of the switch.
Specifies the current physical location of the switch.
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show hardware info

Displays the current system hardware information. Includes CPU, flash, RAM, NVRAM battery, jumper
positions, BootROM, and miniboot and FPGA information.

show hardwareinfo

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either as the primary or secondary

CMM rolein astack.

Examples

-> show hardware info

CPU Type

Flash Manufacturer

Flash size

RAM Manufacturer

RAM size

Miniboot Version

Product ID Register
Hardware Revision Register
FPGA Revision Register

output definitions

: Marvell Feroceon,

: Micron Technology, Inc.,
: 134217728 bytes (128 MB),
: Nanya Technology,

: 268435456 bytes (256 MB),
: 6.6.3.259.R01,

: 07

41

: 6

CPU Type
Flash Manufacturer
Flash size

RAM M anufacturer
RAM size

Miniboot Version
Product 1D Register

The manufacturer and model number of the CPU used on the CM M.
The manufacturer of the flash memory used on the CMM.

The total amount of flash memory (that is, file space) on the CMM.
Thisfield specifies the total flash memory size only and does not
indicate the amount of memory free or memory used.

The manufacturer of the RAM memory used on the CMM.

The total amount of RAM memory on the CMM. Thisfield specifies
the total RAM memory only and does not indicate the amount of
memory free or memory used.

The current default miniboot version.
The register number of the product ID.
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output definitions (continued)

Hardware Revision Register ~ Theregister number of the hardware revision.
FPGA Revision Register The register number of the FPGA revision.

Release History

Release 6.6.1; command introduced.

Related Commands

show chassis Displays the basic configuration and status information for the switch
chassis.
show cmm Displays the basic hardware and status information for CMM modules

running in the chassis.

MIB Obijects

systemHardware

systemHardwareBootCpuType
systemHardwareFlashMfg
systemHardwareFlashSize
systemHardwareMemoryMfg
systemHardwareMemorySize
systemHardwareNVRAMBatteryLow
systemHardwareJumperInterruptBoot
systemHardwareJumperForceUartDefaults
systemHardwareJumperRunExtendedMemoryDiagnostics
systemHardwareJumperSpare
systemHardwareBootRomVersion
systemHardwareBackupMiniBootVersion
systemHardwareDefaultMiniBootVersion
systemHardwareFpgaVersionTable
systemHardwareFpgaVersionEntry
systemHardwareFpgaVersionIndex
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show chassis

show chassis

Displays the basic configuration and status information for the switch chassis.

show chassis [number]

Syntax Definitions

number

Specifiesthe slot (that is, switch) number within a stack of switches.

The valid range of slot numbersis 1-8, depending on the size of the

stack.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged into either the primary or secondary CMM.

Examples

-> show chassis

Chassis 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Admin Status:
Operational Status:
Number Of Resets:
MAC Address:

Chassis 2
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Admin Status:
Operational Status:
MAC Address:

Chassis 3
Model Name:
Description:
Part Number:

0S6450-U24,
Chassis,
903175-90,

04,

P1180657,

MAR 14 2013,

POWER ON,

UpP,

563

XX XX XX XX 1 XX 1 XX,

0S6450-U24,

22 100/1000,
903038-90,

04,

M518025P,

DEC 28 2011,

POWER ON,

UP,

XX XX XX XX :1XX XX,

0S6450-P24,
24 POE 10/100/1000,
903174-90,
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Hardware Revision: 05,

Serial Number: P1381963,
Manufacture Date: APR 02 2013,
Admin Status: POWER ON,

Operational Status: UP,

MAC Address: XX XX XX 1 XX 1 XX XX,

Chassis 4

Model Name: 0S6450-48,
Description: 48 10/100/1000,
Part Number: 903107-90,
Hardware Revision: 01,

Serial Number: M428026P,
Manufacture Date: OCT 10 2011,
Admin Status: POWER ON,

Operational Status: UP,

MAC Address: XX XX 1 XX 1 XX 1 XX XX,

output definitions

Model Name The factory-set model name for the switch. This field cannot be
modified.

Description The factory-set description for the switch. Thisfield cannot be
modified.

Part Number The Alcatel part number for the chassis.

Hardware Revision
Serial Number
Manufacture Date
Admin Status

Operational Status
Number of Resets

The hardware revision level for the chassis.
The Alcatel serial number for the chassis.
The date the chassis was manufactured.

The current power status of the chassis. Admin status is always
POWER ON as the chassis information is obtained from a running
CMM.

The current operational status of the chassis.
The number of timesthe CMM has been reset (that is, reloaded or

rebooted) since the last cold boot of the switch.

Release History

Release 6.6.1; command introduced.

Related Commands

show hardwareinfo Displays the current system hardware information.

show power Displays the hardware information and status for chassis power supplies.

show fan Displays the current operating status of chassis fans.

MIB Obijects

chasChassisTable

chasFreeSlots
chasPowerLeft
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show cmm

Displays basic hardware and status information for the CMM modules in a standalone switch or the
switches that perform the CMM role running in a stack.

show cmm [number]

Syntax Definitions

number Specifiesthe CMM dlot number within a standal one switch or the CMM
switch number within a stack switches.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e A switch with a secondary CMM role in a stack also displays the hardware and the status information
for the primary switch in the stack.

¢ Thiscommand can be used when logged in to the switch that performs either the primary or secondary
CMM rolein astack.

Examples

-> show cmm
CMM in slot 1

Model Name: 0S6450-U24,
Description: CMM,

Part Number: 903175-90,
Hardware Revision: 04,

Serial Number: P1180657,
Manufacture Date: MAR 14 2013,
Firmware Version: n/a,

Admin Status: POWER ON,
Operational Status: UP,

Power Consumption: 0,

Power Control Checksum: 0xc398,

CPU Model Type : MV88F6281 Rev 2,
MAC Address: XX XX XX 1 XX 1 XX 1 XX,

CMM in slot 2

Model Name: 0S6450-U24,
Description: CMM,

Part Number: 903038-90,
Hardware Revision: 04,

Serial Number: M518025P,
Manufacture Date: DEC 28 2011,
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Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

output definitions

n/a,

POWER ON,
SECONDARY,

0,

0x42b2,

MV88F6281 Rev 2,
XX XX XX :1XX:XX:XX,

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status
Power Consumption
Power Control Checksum
MAC Address

The model name of the switch.

A factory-defined description of the associated board (for example,
BBUS Bridge, or PROCESSOR).

The Alcatel part number for the board.

The hardware revision level for the board.

The Alcatel seria number for the board.

The date the board was manufactured.

The firmware version for the ASIC of the board.

The current power status of the CMM. Admin status value is always
POWER ON as the information is obtained from arunning CMM.

The current operational status of the CMM.
The current power consumption for the CMM.
The current power control checksum for the corresponding CMM.

The MAC address assigned to the chassis. This base chassis MAC
addressis aunique identifier for the switch and is stored on an
EEPROM card in the chassis. It is hot tied to the CMM. Therefore, it
does not change if the CMM s replaced or becomes secondary. The
MAC addressis used by the Chassis MAC Server (CMS) for allocation
to various applications. Refer to the “Managing MAC Addresses and
Ranges’ chapter of the OmniSwitch AOS Release 6 Switch Manage-
ment Guide for more information.

Release History

Release 6.6.1; command introduced.
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Related Commands

show chassis

show ni

show module

show module long
show module status

show system

MIB Objects

N/A

Displays the basic configuration and status information for the switch
chassis.

Displays the basic hardware and status information for Network
Interface (NI) modules currently installed in the switch.

Displays the basic information for either a specified module or all the
modulesinstalled in the chassis.

Displays the detailed information for either a specified module or all
modules installed in the chassis.

Displaysthe basic status information for either a specified module or all
modules installed in the chassis.

Displays basic system information for the switch.
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show ni

Displays the basic hardware and status information for NI modules currently installed in a standalone
switch or in a stack.

show ni [number]

Syntax Definitions

number The dlot number for a specific NI module installed in a standal one chas-
sis or the switch number within a stack. If no slot number is specified,
information for al the NI modulesis displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary

CMM rolein astack.

Examples

-> show ni 1

Module in slot 1
Model Name:
Description:

Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type

MAC Address:

ASIC - Physical 1:
FPGA - Physical 1:
UBOOT Version
UBOOT-miniboot Version
POE SW Version

0S6450-U24,

22 100/1000,
903175-90,

04,

P1180657,

MAR 14 2013,
POWER ON,

UpP,

0,

0xc398,

ARM926 (Rev 1),
XX 1 XX XX :XX:1XX:XX,
MV88F6281 Rev 2,
005/00,

n/a,
6.7.1.54.R02,
n/a
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output definitions

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Consumption
Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

UBOOT Version
UBOOT-miniboot Version
POE SW Version

The module name of NI. For example, OS9-GNI-C24 indicates a
twenty four-port 10/100/1000BaseT Ethernet module.

A genera description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel part number for the NI.

The hardware revision level for the NI.

The Alcatel serial number for the printed circuit board (PCB) of the NI.
The date the NI was manufactured.

The firmware version for the ASIC of the NI.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operationa status can be DOWN while the power statusis on,
indicating a possible software issue.

The current power consumption for the CMM.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

Genera information regarding the NI ASIC of the module.
Genera information regarding the CPLD.

UBOOT version of the NI.

UBOOT-miniboot version of the NI.

POE software version of the NI (POE modules only).

Release History

Release 6.6.1; command introduced.

Related Commands

reload ni
power ni
show module

show module long

show module status

MIB Objects

chasEntPhysOperStatus

Reloads a specified NI module.
Turns the power on or off for aspecified NI module.

Displays the basic information for either a specified module or all
modules installed in the chassis.

Displays the detailed information for either a specified module or all
modulesinstalled in the chassis.

Displaysthe basic status information for either a specified module or all
modulesinstalled in the chassis.
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show module

Displays the basic information for either a specified module or al modulesinstalled in a standalone switch
chassis or a stack. Modules include switches performing the primary and secondary CMM roles and NI in
astack.

show module [number]

Syntax Definitions

number The dot number for a specific module installed in a standal one switch
chassis or the switch number within a stack. If no slot number is speci-
fied, information for all modulesis displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary
CMM rolein a stack.

Examples
-> show module
HW Mfg
Slot Part-Number Serial # Rev Date Model Name
——————— B e i e e
CMM-1 903175-90 P1180657 04 MAR 14 2013 0S6450-U24
CMM-2 903038-90 M518025P 04 DEC 28 2011 0S6450-U24
output definitions
Slot The chassis dot position of the module. For detailed slot numbering

information, refer to the “ Chassis and Power Supplies’ chapter of the
Hardware Users Guide. Refer to page 2-41 for additional information
on CMM location callouts.

Part-Number The Alcatel part number for the module.

Serial # The Alcatel seria number for the module.

Rev The hardware revision level for the module.

Date The date the modul e was manufactured.

Model Name The descriptive name for the module. For example, OS9-GNI-U24

indicates a twenty four-port Gigabit Ethernet module.
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Release History

Release 6.6.1; command introduced.

Related Commands

show module long Displays the detailed information for either a specified module or all
modules installed in the chassis.
show module status Displaysthe basic status information for either a specified module or all

modulesinstalled in the chassis.

MIB Obijects

N/A
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show module long

Displays the detailed information for either a specified module or all the modulesinstalled in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles

and NI in a stack.

show module long [number]

Syntax Definitions

number

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The dot number for a specific module installed in a standal one switch
chassis or the switch number within a stack. If slot number is not speci-
fied, detailed information for al the modulesis displayed.

e When aparticular NI module is specified in the command line, output is the same as that of the

show ni command.

¢ Thiscommand can be used when logged in to the switch that performs either the primary or secondary

CMM rolein astack.

Examples

-> show module long
CMM in slot 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

Module in slot 1
Model Name:
Description:

Part Number:
Hardware Revision:
Serial Number:

0S6450-U24,

CMM,

903175-90,

04,

P1180657,

MAR 14 2013,
n/a,

POWER ON,

UP,

0,

0xc398,
MV88F6281 Rev 2,
XX XX XX :1XX:XX:XX,

0S6450-U24,
22 100/1000,
903175-90,
04,
P1180657,
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show module long

Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

ASIC - Physical 1:
FPGA - Physical 1:
UBOOT Version :

UBOOT-miniboot Version :

POE SW Version :

output definitions

MAR 14 2013,
POWER ON,

UP,

0,

0xc398,

ARM926 (Rev 1),
XX 1 XX XX :1XX:XX:1XX,
MV88F6281 Rev 2,
005/00,

n/a,
6.7.1.54.R02,
n/a

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

The module name of NI. For example, OS9-GNI-C24 indicates a
twenty four-port 10/100/1000BaseT Ethernet module.

A genera description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel part number for the NI.

The hardware revision level for the NI.

The Alcatel serial number for the printed circuit board (PCB) of NI.
The date the NI was manufactured.

The firmware version for ASIC of NI.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operational status can be DOWN while the power statusis on,
indicating a possible software issue.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

Genera information regarding the ASIC of NI.

Genera information regarding the CPLD.

Release History

Release 6.6.1; command introduced.

Related Commands

show module

Displays the basic information for either a specified module or all
modulesinstalled in the chassis.

show module status Displaysthe basic status information for either a specified module or all

modulesinstalled in the chassis.

MIB Obijects

N/A
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show module status

Displays the basic status information for either a specified module or all modulesinstalled in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles
and NI in a stack.

show module status [number]

Syntax Definitions

number The dot number for a specific module installed in a standal one switch
chassis or the switch number within a stack. If no slot number is speci-
fied, statusinformation for all modulesis displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either as the primary or secondary
CMM rolein a stack.

Examples
-> show module status

Operational Firmware
Slot Status Admin-Status Rev MAC
—————— e e T T R
CMM-1 UpP POWER ON N/A XX XX :XX:XX:XX: XX
NI-1 UpP POWER ON N/A XX XX :XX:XX:XX: XX

output definitions

Slot The chassis slot position of the module. For detailed slot numbering
information, refer to the “ Chassis and Power Supplies’ chapter of the
Hardware Users Guide. Refer to page 2-41 for additional information
on CMM callouts.

Operational Status The operational status of the module. Options include UP or DOWN.
For NI and secondary CMM modules, the operational status can be
DOWN while the power statusis on, indicating a possible software
issue.

Admin-Status The current power status of the module. Options include POWER ON
or POWER OFF.
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output definitions (continued)

Firmware Rev The firmware version for module’ s ASICs.

MAC For the CMM, the base chassis MAC addressis displayed. For detailed
information on this base chassis MAC address, refer to the “Managing
MAC Addresses and Ranges’ chapter of the OmniSwitch AOS Release
6 Switch Management Guide. For NI modules, the MA C addressfor the
corresponding NI is displayed.

Release History

Release 6.6.1; command introduced.

Related Commands

show module Displaysthe basic information for either a specified module or all the
modulesinstalled in the chassis.

show module long Displaysthe detailed information for either a specified module or al the
modulesinstalled in the chassis.

MIB Obijects

N/A
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show power

Displays the hardware information and status for chassis power supplies.

show power [supply] [number]

Syntax Definitions

supply Optional command syntax.

number The single-digit number for a specific power supply installed in the
chassis. If no power supply number is specified, information for all
power suppliesis displayed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

When the show power command is entered on stackable switches, information is displayed only for power
supplies that areinstalled in the chassis and powered on. If a power supply is present in a power supply
bay, but the power supply is unplugged or its on/off switch isin the off position, the power supply is not
listed in the command output.

Examples

-> show power

Slot PS Wattage Type Status Location
R it +------ +---- - T
1 1 530 AC UP Internal
1 2 -- -- -- --

2 1 530 AC Up Internal
3 1 320 AC Up Internal
4 1 600 AC Uup External

output definitions

Slot The slot number of the power supply.

PS The power supply number.

Wattage The wattage of the power supply.

Type The type of power supply. Optionsinclude AC or DC.

Status The operational status of the power supply. Options include UP or
DOWN.

L ocation The location of the power supply. Options include Internal or External.
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Release History

Release 6.6.1; command introduced.

Related Commands
show chassis Displays the basic configuration and status information for the switch
chassis.

MIB Obijects

N/A
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show fan

Displays the current operating status of chassis fans.

show fan [number]

Syntax Definitions

number Specifies the switch (slot) number of the chassis.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This parameter specifies the switch (slot) number of the chassis. If no switch number is specified, then all
the switchesin a stack is displayed.

Examples

-> show fan

Chassis Fan Status
_______ e e m e
Running
Running
Running

Not Running
Not Running
Not Running
Running
Running
Running

Not Running
Not Running
Not Running
Running
Running
Running

Not Running
Not Running
Not Running

WWWWwWwWwNNNMNNOMNNNNMNRRERRPRPR
AU WNROAUUD WNROUGD WN R

output definitions

Chassis The number of the switch in a stack.
Fan The fan number describing the fan position.
Status The current operational status of the corresponding fan.
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Release History

Release 6.6.1; command introduced.

Related Commands

show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.

MIB Obijects

N/A
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show temperature

Displays the current operating chassis ambient temperature, as well as current temperature threshold
settings.

show temper atur e [number]

Syntax Definitions
number Specifiesthe slot (that is, switch) number within the stack. The valid
range of slot numbersis 1-8, depending on the size of the stack.

Defaults

If aslot number is not specified with this command, temperature information for all switches operating in
the stack is displayed by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The number parameter is not an option when using this command on a standalone switch.

Examples

-> show temperature

Temperature for chassis 1

Hardware Board Temperature (deg C) = 41,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80

Temperature for chassis 2
Hardware Board Temperature (deg C) = 40,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80

Temperature for chassis 3
Hardware Board Temperature (deg C) = 40,
Hardware Cpu Temperature (deg C) = N/Aa,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80
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output definitions

Hardware Board
Temperature

Hardware Cpu Temperature

Temperature Upper
Threshold Range

Temperature Upper
Threshold

Temperature Range

Temperature Danger
Threshold

The current chassis temperature as determined by the built-in
temperature sensor. The temperature is displayed in degrees Centigrade
(Celsius). Thistemperature is checked against the upper threshold
value. If the threshold is exceeded, awarning is sent to the user.

The current CPU temperature. The temperature is displayed in degrees
Centigrade (Celsius).

The supported threshold range. When you specify athreshold for the
switch using the temp-threshold command.

The warning temperature threshold, in degrees Celsius. If the switch
reaches or exceeds this temperature, the primary switch or TEMP LED
of the CMM displays amber, and awarning is sent to the user. For
information on changing the upper threshold value, refer to the
temp-threshold command on page 2-26.

The current threshold status of the switch. Displays whether the switch
isUNDER THRESHOLD or OVER THRESHOLD. If the statusis
OVER THRESHOLD, the primary TEMP LED of the CMM displays
amber, and awarning is sent to the user.

The factory-defined danger threshold. Thisfield is not configurable. If
the chassis temperature rises above the danger threshold, the switch
powers off al NI modules until the temperature conditions (for
example, chassis air flow obstruction or ambient room temperature) is
addressed and the switch is manually booted.

Release History

Release 6.6.1; command introduced.

Related Commands

temp-threshold
show fan

MIB Obijects

chasChassisTable

chasHardwareBoardTemp
chasHardwareCpuTemp
chasTempRange
chasTempThreshold

chasDangerTempThreshold

Sets the chassis warning temperature threshold.
Shows the hardware information and status for the chassis fans.
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show stack topology

Displays the current operating topology of switches within a stack.
show stack topology [slot-number]

Syntax Definitions

dlot-number Optional syntax specifying a single slot number within the stack (1-8).
When a slot number is specified, topology information for only the cor-
responding slot displays.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples
-> show stack topology
Link A Link A Link B Link B
NI Role State Saved Link A Remote Remote Link B Remote Remote
Slot State NI Port State NI Port
B i e s R e et et R B et
1 PRIMARY RUNNING 1 UP 3 StackB UP 2 StackA
2 IDLE RUNNING 2 Up 1 StackB UP 3 StackA
3 SECONDARY RUNNING 3 Up 2 StackB UP 1 StackA
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output definitions

NI

Role

State

Saved Slot

Link A State

Link A Remote NI

Link A Remote Port

Link B State

The current slot position for each switch in the virtual chassis (stacked
configuration). The order of the slot numbers does not

necessarily correspond with the physical positions of switches within
the stack. In other words, slot position 1 may not be the uppermost (top)
switch in the stack. To assign these slot numbers, use the stack set slot
command.

The current management role of the corresponding switch within the
stack. Optionsinclude PRIMARY (the switch is the primary
management module in the stack; standalone switches also display this
role), SECONDARY [the switch is the secondary (or backup)
management module in the stack], IDLE (the switch does not have a
management role but is operating normally as a network interface
module within the stack), PASS-THRU (the switch is operating in
pass-through mode), UNDEFINED (the current role of the switch is not
known).

The current operational state of the corresponding switch. Options
include RUNNING (the switch is up and operating normally),
DUP-SLQOT (the switch has a duplicate saved slot number and has
automatically entered pass-through mode), CLR-SLOT (the switch has
been manually “cleared” through the stack clear slot command and is
now in pass-through mode), OUT-SLOT (the current stacked
configuration already has eight switches and therefore cannot accom-
modate this switch), OUT-TOK (there are not enough unused tokens
remaining in the current stacked configuration to accommodate this
switch), UNKNOWN (the current state of the switch is not known).

The designated saved slot number for the corresponding switch. The
saved dot number isthe slot position the switch assumes following a
reboot. A value of zero (0) indicates that the switch has been “ cleared”
and, as aresult, is designated for pass-through mode. To assign saved
slot numbers, use the stack set slot command. To clear a switch and
designate it for pass-though mode, use the stack clear slot command.

The status of the stacking cablelink at the stacking port A of the switch.
Optionsinclude UP, DOWN, or UNKNOWN.

The slot number of the switch to which remote end of the stacking
cable A is connected. In other words, if aswitch in slot position 1
displaysalLink A Remote NI value of 3, thisindicates that the stacking
cable plugged into slot 1 stacking port A is connected to the slot 3
switch. If no stacking cable link exists, the value O displays.

The specific stacking port to which remote end of the stacking cable A
is connected. Options include StackA, StackB, and 0. If the remote end
of the stacking cable A is connected to stacking port B on the other
switch, the value displays StackB. If no stacking cable link exists, the
value 0

displays.

The status of the stacking cablelink at the stacking port B of the switch.
Options include UP, DOWN, or UNKNOWN.
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output definitions (continued)

Link B Remote NI

Link B Remote Port

The slot number of the switch to which remote end of the stacking
cable B is connected. In other words, if a switch in slot position 6
displaysalLink A Remote NI value of 7, thisindicates that the stacking
cable plugged into slot 6 stacking port B is connected to the slot 7
switch.

The specific stacking port to which remote end of the stacking cable B
is connected. Optionsinclude StackA, StackB, and 0. If the remote end
of the stacking cable B is connected to stacking port B on the other
switch, the value displays StackB. If there are no stacking cable links,
thevalue 0

displays.

Release History

Release 6.6.1; command introduced.

Related Commands

show stack status

MIB Objects

alaStackMgrChassisTable

Displays the current redundant stacking cable status and token availabil-
ity for a stacked configuration.

alaStackMgrSlotNINumber
alaStackMgrSlot CMMNumber
alaStackMgrChasRole
alaStackMgrLocalLinkStateA
alaStackMgrRemoteNISlotA
alaStackMgrRemoteLinkA
alaStackMgrLocalLinkStateB
alaStackMgrRemoteNISlotB
alaStackMgrRemoteLinkB
alaStackMgrChasState
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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show stack status

Displays the current redundant stacking cable status and token availability for a stacked configuration.

show stack status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> show stack status

Redundant cable status : present

output definitions

Redundant cable status Indicates whether a redundant stacking cable is currently installed.
Optionsinclude present and not present. To provide added resiliency
and redundancy, it is recommended that a redundant stacking cableis
connected from the top switch in the stack to the bottom switch in the
stack at all times. For more information on stack redundancy, refer to
the “Managing Omni Switch 6350/6450 Series Stacks’ chapter in the
Hardware Users Guide.

Release History

Release 6.6.1; command introduced.

Related Commands

show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrStackStatus
alaStackMgrTokensUsed
alaStackMgrTokensAvailable
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show stack mode

Displays the current stacking or standalone mode of the switch.

show stack mode

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples
-> show stack mode
NI Role State Running Saved
Mode Mode
e e R R P it
1 PRIMARY RUNNING stackable stackable
2 SECONDARY RUNNING stackable stackable

output definitions

NI The current dot position for each switch in the virtual chassis (stacked
configuration). The order of the slot numbers does not necessarily
correspond with the physical positions of switches within the stack. In
other words, slot position 1 may not be the uppermost (top) switch in
the stack. To assign these slot numbers, use the stack set slot
command.

Role The current management role of the corresponding switch:
PRIMARY (the switch isthe primary management modulein the stack;
standalone switches also display this role)
SECONDARY [the switch is the secondary (or backup) management
module in the stack].
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output definitions (continued)

State

Running M ode
Saved Mode

The current operational state of the switch:

UNKNOWN: the state of the element cannot be determined
RUNNING: element is up and running

DUP SLOT: this element has a duplicate slot number

CLR SLOT: the dlot number of the element has been cleared using the
management command after the last reboot

OUT SLOT: the element cannot initialize because there are no dot IDs
left to be assigned

The current mode of the switch.

The mode of the switch after reboot. The output is based on contents of
"boot.dlot.cfg" file.

Release History

Release 6.6.1; command introduced.

Related Commands

stack set slot mode

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSlotCMMNumber
alaStackMgrChasRole
alaStackMgrChasState
alaStackMgrCommandAction
alaStackMgrCommandStatus

Changes the stacking/standal one mode of the switch.
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show hash-control

Displays the current hash control settings for the switch.
show hash-control [mode fdb]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show hash-control mode fdb
FDB Hash Mode = XOR-Mode

-> show hash-control

FDB Hash Mode = XOR-Mode,

FDB Hash Chain Length = DEFAULT,
Non-ucast Hash Status = Enable

output definitions

FDB Hash Mode The current hash mode activated (XOR-Mode or CRC-Mode).
FDB Hash Chain Length The configured value for the depth of the hashing bucket.
Non-ucast Hash Status The hash control setting for non-unicast traffic (Enabled or Disabled).

Release History

Release 6.6.3; command introduced.
Release 6.7.2.R06; Non-ucast Hash Status field added.
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Related Commands

hash-control mode fdb Configures the hash control method on the switch. Depending on this con-
figuration, hashing algorithm used by various applications for Layer 2
table lookup is affected.

hash-control load-balance  Enable or disable the hashing for non-unicast traffic, which will load bal-
non-ucast ance the non-unicast traffic across al portsin the linkagg at aglobal level.

MIB Objects

alaChasHashMode
alachasFdbHashMode
alachasNonUCHashControl
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show system strict-hash

Displays the configuration and running status of strict-hash mode.
show system strict-hash

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ The output displays the configuration status and running status of the strict-hash mode on the switch.

e |f the configuration statusis enabled and running status is disabled, the switch needs to be rebooted for
the mode to be running on the switch.

Examples

-> show system strict-hash

Strict-hash mode Configured status: Enabled
Strict-hash mode Running status: Disabled

The above output displays that the strict-hash is configured but switch needs to be rebooted for strict-hash
mode to be active on the switch.

-> show system strict-hash

Strict-hash mode Configured status: Enabled
Strict-hash mode Running status: Enabled

The above output displays that strict-hash is configured and switch is running in strict-hash mode.

output definitions

Strict-hash mode Configured  Displaysif the strict-hash mode is enabled or disabled on the switch.
status

Strict-hash mode Running sta- Displays if the strict-hash mode is active or not active on the switch.
tus

Release History
Release 6.7.2 R08; command introduced.
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Related Commands

system strict-hash Enables or disables the strict-hash mode for the switch.

MIB Obijects

systemServicesStrictHashStatus
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show system hardware-self-test

Displays the major hardware components status.
show system hardwar e-self-test

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command is applicable only in Authenticated Switch Access - Enhanced Mode. For more informa-
tion on ASA mode commands, refer to the Chapter 49, “AAA Commands.”

Examples

-> show system hardware-self-test
Checking CPU status -> Ok

Checking Memory status -> Ok
Checking Flash Status -> Ok
Checking NI Module status -> Ok
Checking Power Supply status -> Ok
Checking Lanpower Status -> Ok

Release History
Release 6.7.1 R04; command introduced.

Related Commands

show system process-self-test  Displays the major software process status.

MIB Obijects

N/A
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show system process-self-test

show system process-self-test

Displays the major software process status.

show system process-self-test

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command is applicable only in Authenticated Switch Access - Enhanced Mode. For more informa-
tion on ASA mode commands, refer to the “AAA Commands’ chapter of the OmniSwitch AOS Release

6350/6450 CLI| Reference Guide.

Examples

-> show system process-self-test

Checking Chassis Supervision ProCeSs ............oeueueenn.
Checking Configuration Manager ProCessS ...........c.eoeeeoo..

Checking Network Process ..........ouoeeuue... OK
Checking ARAA PrOCESS .« i v vt mennnennnnn. OK
Checking 802.1X ProCeSS . .......ueeuuenennn.. OK
Checking QOS ProCesSs .........oeuueenenn. OK

Checking VLAN Manager PrOCESS ... ..iutiininenenenn.
Checking IP Services ProCess .........c.ceueeueneo..
Checking H/W Driver ProOCESS .. .vvviemennenennnnn

Checking IPV6 ProOCESS .. cvvviiinnennnnnn. OK

Checking Layer2 / Switching Process ............ovuun...
Checking Layer3 / Routing ProCess ............c.......

Checking NiSUP PrOCESS . vvvvivmnennenennn OK

Release History
Release 6.7.1 R04; command introduced.

Related Commands

show system strict-hash Displays the major hardware components status.

MIB Objects

N/A
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license apply

Activates the license for licensed features on the switch.

license apply

Syntax Definitions
N/A

Defaults
By default, licensed features are not activated on the switch.

Platforms Supported
Omni Switch 6450

Usage Guidelines
e EnsurethelicensefileImLicense.dat is placed in the /flash directory of the primary CMM.

¢ When thelicense apply command isissued, the switch displays a message to ensure the installation.
Enter ‘v’ to apply the license and reboot the switch.

e Use show license file command to verify the installed license.

Examples

-> license apply

The switch will reboot after the license is applied.
Are you sure you want to proceed(Y/N)?

Y

Release History

Release 6.6.3; command introduced.

Related Commands

licenseremove Removes the licensed applications installed on the switch.
show licensefile Displaysthe license file information of the switch.
show license info Displays al the license information for the switch.

MIB Objects

alulLicenseManagerApplyLicense
aluLicensedFileName
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license remove

Removes the license for specified feature on the switch.

license remove feature {metro | gig | 10G}

Syntax Definitions

metro Removes Metro features.

gig Removes Gigabit interfaces on lite models.
10G Removes 10-Gigabit interfaces.
Defaults

By default, licensed features are not activated on the switch.

Platforms Supported
Omni Switch 6450

Usage Guidelines

Use show license file command to verify the removed licenses.

Examples

-> license remove feature metro

Release History

Release 6.6.3; command introduced.

Related Commands

license apply Appliesthe licensed applications installed on the switch.
show licensefile Displaysthe license file information of the switch.
show license info Displays al the license information for the switch.

MIB Objects

alulLicenseManagerRemoveTable
aluLicenseRemoveFeaturelID
aluLicenseRemoveSlotID
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license unlock

Temporarily activates the license feature on the switch.

license unlock feature{metro| gig | 10G}

Syntax Definitions

metro Temporarily activates the metro license features.

gig Temporarily activates the Gigabit interface license feature.
10G Temporarily activates the 10-Gigabit license feature.
Defaults

By default, licensed protocols are not activated on the switch.

Platforms Supported
Omni Switch 6450

Usage Guidelines

¢ When thelicense unlock command is issued, the switch displays a message to ensure the installation.
Enter ‘v’ to apply the license and reboot the switch.

e Useshow license file command to verify theinstalled license.

Examples

-> license unlock feature metro

Release History

Release 6.6.3; command introduced.

Related Commands

show licensefile Displaysthe license file information of the switch.
show license info Displays all the license information for the switch.

MIB Obijects

aluLicenseManagerDemoLicenseTable
aluLicenseDemoFeatureID
aluLicenseDemoSlotID
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show license info

Displays all the licensed applications installed on the switch.

show licenseinfo

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450

Usage Guidelines
e Usethiscommand to verify the licenses installed on the switch.

e The number of days remaining is determined only by the switch up time. If a switch isturned off, the
time remaining is not decremented.

Examples

-> show license info
(* indicates primary NI)

Chassis: METRO

NI Application License Type Time Left (In Days)
——————— e e et e
1(*) METRO Permanent -
1 (*) GIG Temporary 10
1002 GIG Temporary 5
3 METRO Permanent -
3 GIG Temporary 12

output definitions

Application Displays the name of the licensed applications installed on the switch.
License Type The type of license; Permanent or Temporary.
Time L eft Number of days remaining for temporary license.

Release History

Release 6.6.3; command introduced.
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Chassis Management and Monitoring Commands

Related Commands

license apply
license remove

MIB Obijects

alulLicenseManagerInfoTable
aluLicensedApplication
aluLicenseType
aluLicenseTimeRemaining

Applies the license file to the switch.
Removes the license from the switch.
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show license file

Displays the information contained in the licensefile.

show license file [filename | local]

Syntax Definitions

filename The path and name of the licensefile.
local Displaysthefile on the local switch only.
Defaults

parameter default

filename [flash/ImLicense.dat

Platforms Supported
Omni Switch 6450

Usage Guidelines
e Usethis command to display the contents of the licensefile.

e ThelmLicense.dat file can contain licenses for other switches.

Examples

-> show license file

MAC Address Application
__________________ P,
00:d0:95:d5:e6:01%* METRO
00:d0:95:d5:e6:0a GIG
00:d0:95:d5:e6:0b GIG
00:d0:95:d5:e6:0c* METRO

* - indicates entry applicable for local switch

output definitions

MAC Address Displays the base MAC address of the switch. An asterisk indicates the
MAC address of the local switch.
Application Displays the name of the licensed application.

Release History

Release 6.6.3; command introduced.
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Related Commands

show license info Displays all the licensed applications installed on the switch.

MIB Obijects

alulLicenseManagerLicenseInfoTable

aluSwitchMacAddress
aluLicensedFileApplication
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stack split-protection

Enables or disables the stack split detection feature.
stack split-protection {enable | disable}

Syntax Definitions

enable Enables stack split protection.
disable Disables stack split protection.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e SSP cannot be enabled before assigning a Linkagg.

e Stack split protection cannot be enabled on a device that is aready running the helper functionality.
e |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection enable
-> stack split-protection disable

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

stack split-protection This command is used to assign alinkagg for use with SSP.
linkaggid

MIB Objects

AlcatelINDlStackManager
alaSspConfigStatus
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stack split-protection linkaggid

This command is used to assign alinkagg for use with SSP.

[no] stack split-protection linkaggid linkagg-id

Syntax Definitions

linkagg-id The link aggregate ID to be used with SSP. Therangeis 0-128.
Defaults

parameter default

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand must be used to configure stack split protection linkagg before enabling stack split
protection.

¢ |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection linkaggid 1

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

show stack split-protection  This command shows statistics of stack split-protection.
statistics

MIB Obijects

AlcatelINDlStackManager
alaSspLinkaggID
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stack split-protection guard-timer

This command sets the timer value for how long the unit will wait to receive SSP PDUs before beginning
transmission of SSP PDUs.

stack split-protection guard-timer time

Syntax Definitions

time Timeinterval to wait on boot up before choosing any state. Range is 30-
100 seconds.
Defaults
parameter default
time 30 seconds

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Changesto the Guard timer only take affect after reboot or by disabling and re-enabling stack split
protection.

¢ |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection guard-timer 60

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

show stack split-protection  This command shows statistics of stack split-protection.
statistics

MIB Obijects

AlcatelINDlStackManager

alaSspGuardTimer
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stack split-protection helper

This command is used to enable or disable to helper functionality on the helper device.
stack split-protection helper {enable | disable}

Syntax Definitions

enable Enables stack split protection helper functiondity.
disable Disables stack split protection helper functionality.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Use thiscommand on the hel per device to enable the helper functionality.
¢ The helper functionality cannot be enabled on a device that is running stack split protection.

e |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-detection helper enable
-> stack split-detection helper disable

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection helper Linkagg ID on which to apply the SSP protocol for the helper device.
linkagg

MIB Objects

AlcatelINDlStackManager
alaSspHelperConfigStatus
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stack split-protection helper linkagg

Linkagg 1D on which to apply the SSP protocol on the helper device.
stack split-detection helper linkagg linkagg-id

Syntax Definitions

linkagg-id Linkagg ID associated to the helper to support SSP. Range is 0-31.
Defaults

parameter default

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethis command on the helper device to enable the SSP protocol on the helper linkagg.

¢ |n OmniSwitch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection helper linkagg 1

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command shows SSP Helper status of the Link Aggregation 1D
helper status assigned.

stack split-protection helper This command is used to enable or disable to helper functionality.

MIB Objects

AlcatelINDlStackManager
alaSspHelperLinkaggId

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 2-81



show stack split-protection status Chassis Management and Monitoring Commands

show stack split-protection status

This command displays all the information related to SSP when enabled.

show stack split-protection status

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection status
SSP admin status: enabled

SSP operational status: Active
SSP linkagg: 31
SSP Guard Timer: 30

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature.

MIB Obijects

AlcatelINDlStackManager

alaSspConfigStatus
alaSSpGuardTimer
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show stack split-protection statistics

This command shows statistics of stack split-protection.

show stack split-protection statistics

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection statistics
SSP admin status: Enable

SSP operational status: Active
SSP uptime: 10d:02h:15m:31s
SSP protection uptime: 00d:00h:00m:00s

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature..

MIB Obijects

AlcatelINDlStackManager
alaSspConfigStatus
alaSspUptime
alsSspStateUptime
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show stack split-protection stacking-units

This command shows the SSP state of all stacked units.

show stack split-protection stacking-units

Syntax Definitions
N/A

Defaults

parameter default

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection stacking-units

Stacking Units - SSP States

SLOT STATE
1 ACTIVE
2 ACTIVE

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature.

MIB Objects

AlcatelINDlStackManager

alaStackMgrSlotNINumber
alaSSpOpStatus
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show stack split-protection helper status

This command shows SSP Helper status of the Link Aggregation ID assigned.
show stack split-protection helper status

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

In Omni Switch 6350, stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection helper status
Stack Split-Protection Helper Status : Disabled
Link Aggregation Id Stack Split-Protection Status

_________________________ o o o o o e oo
3 Disabled

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection helper This command is used to enable or disable the helper functionality.

MIB Obijects

AlcatelINDlStackManager

alaSspHelperAggregateld
alaSspHelperAggregateStatus
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3 Chassis MAC Server (CMS)
Commands

The Chassis MAC Server (CMS) manages MAC addresses on the switch. The MAC addresses managed
through the CM S are used as identifiers for the following functions:

e Base chassis MAC address
¢ Ethernet Management Port (EMP)
e VLAN router ports

Similar to |P addresses, MAC addresses are assigned by the Internet Assigned Numbers Authority (IANA)
and distributed to usersin sequential blocks. A sequential block of MAC addressesisreferredtoasaMAC
address range.

The MAC address range is stored on the switch’s EEPROM . The switch supports one MAC address range
only. By default, this MAC address range contains thirty-two (32) factory-installed, contiguous MAC
addresses. Users may add additional MAC addresses; the maximum capacity for the switch’s default range
is 256 MAC addresses.

In stackable switches, CM Sisresponsible for sharing the base MA C address of the primary switch with all
the other switches in the stack. This helps the secondary switch to retain the same MAC address during
takeover.Thisis called MAC Address Retention.

MIB information for the Chassis MAC Server commands is as follows:

Filename: AlcatelIND1IMacServer.MIB
Module; Alcatel-IND1-MAC-SERVER-MIB

A summary of the available commandsis listed here:

mac-r ange eepr om
mac-r etention status

mac-r etention dup-mac-trap
mac release

show mac-range

show mac-range alloc

show mac-retention status
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mac-range eeprom

Modifies the default MAC range on the switch’s EEPROM.

Note. Use caution when modifying the default MAC range. Improper use of this command can disable
your system and adversely affect your network. Contact Alcatel-Lucent Customer Support for further
assistance.

mac-r ange eeprom start_mac_address count

Syntax Definitions

start_mac_address Thefirst MAC addressin the modified range. Enter the MAC addressin
the following format: xx: Xx:Xx:xXx:xx:xX, where x is a hex value (0-f).

count Specifies the number of MAC addresses in the range (1-256).

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Because the factory-installed 32 MAC addresses are sufficient for most network configurations, this
command has to be used only by qualified network administrators for special network requirements.

e After modifying aMAC address range by using the mac-range eeprom command, you must reboot
the switch. Otherwise, MAC addresses for existing VLAN router portsis not be allocated properly.

¢ All MAC addresses in arange must be contiguous (that is, there cannot be any gaps in the sequence of
MAC addresses).

Examples

-> mac-range eeprom 00:20:da:23:45:35 32

Release History

Release 6.6.1; command was introduced.
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Related Commands

show mac-range Displaysthe MAC range table.

MIB Obijects

chasMacAddressRangeTable

chasMacRangeIndex
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
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mac-retention status

Enables or disablesthe MAC retention status.
mac-r etention status {enable | disable}

Syntax Definitions

enable Enables the administrative status of MAC retention.
disable Disables the administrative status of MAC retention.
Defaults

Parameter Satus

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ When MAC retention is enabled, the stack uses the MAC address of the primary switch even after it
has failed.

¢ When the administrative status of MAC retention is enabled, the stack performance is enhanced.

Examples

-> mac-retention status enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show mac-retention status Displays the MAC retention status.

MIB Objects

chasMacAddrRetentionObjects

chasMacAddrRetentionStatus
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mac-retention dup-mac-trap

Enables or disables the duplicate MAC address trap status.

mac-r etention dup-mac-trap {enable | disable}

Syntax Definitions

enable Enables the duplicate MAC address trap status.
disable Disables the duplicate MAC address trap status.
Defaults

Parameter Satus

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

If the old primary switch is not detected and included in the stack within a pre-defined time period, an
SNMP trap is generated.

Examples

-> mac-retention dup-mac-trap enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show mac-r etention status Displays the MAC retention status.

MIB Obijects

chasMacAddrRetentionObjects

chasPossibleDuplicateMacTrapStatus
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mac release

Releases the MAC address currently being used as the primary base MAC address.

mac r elease

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The MAC addressisreleased only if the address has not been derived from the EEPROM (that is, it hasto
be aretained MAC address of the old primary switch).

Examples

-> mac release

Release History

Release 6.6.1; command was introduced.
Release 6.6.1; mac-retention keyword was replaced with the mac keyword.

Related Commands
N/A

MIB Objects

chasMacAddrRetentionObjects

chasMacAddrRetentionStatus
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show mac-range

Displaysthe MAC range table.

show mac-range [index]

Syntax Definitions

index Identifies the MAC range by referring to its position in the MAC range
table.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Because the switch currently supports one MAC address range only, index position 1 displays.

Examples

-> show mac range

Mac Local/

Range Row Status Global Start Mac Addr End Mac Addr
————— B e e T
01 ACTIVE GLOBAL 00:d0:95:6a:79:6e 00:d0:95:6a:79:8d

output definitions

Mac Range The MAC range index number (1). Because the switch currently sup-
ports one MAC address range only, index position 1 displays.
Row Satus The current status of the MAC range. The status ACTIVE refersto

MAC addresses that are available for allocation to VLAN router ports
and other applications.

L ocal/Global The Local/Global status for MAC addresses in the range. Local MAC
addresses have the local bit set in the first byte of the address. Global
MAC addresses (also referred to as EEPROM MAC addresses) have
the global bit set in the first byte of the address and are stored on the
switch’'s EEPROM. Because the switch’'s default MAC range is stored
on EEPROM, the status GLOBAL displays.

Sart Mac Addr The first MAC addressin the MAC address range.
End Mac Addr The last MAC address in the MAC address range.

Release History

Release 6.6.1; command was introduced.
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Related Commands

mac-r ange eeprom Modifies the default MAC range on the switch’s EEPROM.

MIB Obijects

chasMacAddressRangeTable

chasMacRangeIndex
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
chasMacRowStatus
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show mac-range alloc

Displays all allocated addresses from the MAC range table.

show mac-range [index] alloc

Syntax Definitions
index Identifies the MAC range by referring to its position in the MAC range
table. Currently, index position 1 only is supported.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If you are assigning VLAN router ports while the switch isin single MAC router mode, al VLAN router
ports uses the base chassis MAC address (ID value 0).

Examples

-> show mac-range alloc

Range Mac Address Application Id
-——-- e T e T +---
01 00:d0:95:6b:09:40 CHASSIS 0
01 00:d0:95:6b:09:41 802.1X 0
01 00:d0:95:6b:09:5f CHASSIS 1

output definitions

Range The MAC rang€’s index number. The index number refersto the posi-
tion of the range in the MAC range table. Values may range from
1-20. MAC ranges are divided by index number into four distinct cate-
gories. Refer to page 3-7 for more information.

Mac Address Current MAC address allocated for a specific application.
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show mac-range alloc

Chassis MAC Server (CMS) Commands

output definitions (continued)

Application

The application for which the allocated MAC addressis being used.
Current optionsinclude VLAN, 802.1X, and CHASSIS. VLAN refers
to MAC addresses allocated to VLAN router portsin multiple MAC
router mode. CHASSIS refers to MAC addresses used for the base
chassis MAC address and the Ethernet Management Port (EMP).

An ID number used to identify an allocated MAC address. ID numbers
are used for the base chassis MAC address and Ethernet Management
Port (EMP), aswell as VLAN router ports. The ID value O is reserved
for the switch's base chassis MAC address. The ID value 1 is reserved
for the EMP MAC address. Router ports assigned to VLANSs 2 through
4094 are given corresponding MAC IDs. For example, arouter port
configured on VLAN 44 receives an allocated MAC ID of 44. Because
default VLAN 1 router ports use the base chassis MAC address by
default, any router port configured on VLAN 1 is assigned the ID
value 0.

Release History

Release 6.6.1; command was introduced.

Related Commands

mac-r ange eeprom

MIB Objects

ChasMacAddressAllocTable

chasAppId

chasObjectId
chasAllocMacRangeIndex
chasAllocMacAddress

Modifies the default MAC range on the switch’s EEPROM.
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show mac-retention status

Displays the MAC retention status.

show mac-retention status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
¢ |f the administrative status of MAC retention is not configured, it is displayed as disabled by default.

e |f the administrative status of the duplicate MAC address trap is not configured, it is displayed as
disabled by defauilt.

e |f the source of the currently used MAC addressis not configured, it is displayed as EEPROM by
default.

Examples

-> show mac-retention status
MAC RETENTION STATUS

Admin State : Enabled

Trap admin state: Enabled

Current MAC address : 00:0a:0b:0c:0d:0e
MAC address source : Retained

Topology Status : Ring present

output definitions

Admin State Displays the administrative status of MAC retention (Enabled or Dis-
abled).

Trap admin state Displays the administrative status of the duplicate MAC address trap
(Enabled or Disabled).

Current MAC address Displays the MAC address currently used by the switch.

MAC address source Displays the source of the currently used MAC address. Options
include EEPROM and Retained.

Topology Status Displaysthetopology status of the stack. Optionsinclude Ring present

and Ring Not Present.
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Release History

Release 6.6.1; command was introduced.
Release 6.6.1; EEPROM MAC Address field was del eted.

Related Commands

mac-r etention status Enables or disables the MAC retention status.
mac-retention dup-mac-trap  Enables or disables the duplicate MAC address trap status.

MIB Obijects

chasMacAddrRetentionObjects

chasMacAddrRetentionStatus
chasPossibleDuplicateMacTrapStatus
chasRingStatus
chasBaseMacAddrSource
chasBaseMacAddr
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4 Power over Ethernet (PoE)
Commands

The Power over Ethernet (PoE) feature is supported on the Omni Switch POE models. See the
Hardware Users Guide for further details.

Note on Terminology. There are several genera terms used to describe this feature. The terms Power
over Ethernet (PoE), Power over LAN (PoL), Power on LAN (PoL), and Inline Power are synonymous
terms used to describe the powering of attached devices through Ethernet ports. For consistency, this chap-
ter and the Omni Switch AOS Release 6 CLI Reference Guide see the feature as Power over Ethernet
(PoE).

Additional terms, such as Powered Device (PD) and Power Source Equipment (PSE) are terms that are not
synonymous, but are directly related to PoE.

e PD refersto any attached device that uses a PoE data cable asits only source of power. Examples
include access points such as | P telephones, Ethernet hubs, wireless LAN stations, and so on.

* PSE refersto the actual hardware source of the electrical current for PoE.

PoE commands documented in this section comply with |EEE 802.3 and 802.af .
MIB information for the POE commands s as follows:

Filename: AlcatelIND1InLinePowerEthernet_mib
Module:  ALCATEL-IND1-INLINE-POWER-MIB

Filename: AalETF_HUBMIB_POWER_ETHERNET _DRAFT_mib
Module. ~ POWER-ETHERNET-MIB
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Power over Ethernet (PoE) Commands

A summary of the available commandsis listed here:

lanpower start

lanpower delayed-start

lanpower stop

lanpower power

lanpower maxpower

lanpower priority

lanpower priority-disconnect
lanpower combo-port

lanpower high-resistance-detection
lanpower capacitor-detection
show lanpower

show lanpower delayed-start

show lanpower capacitor -detection
show lanpower priority-disconnect
show lanpower high-resistance-detection
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Power over Ethernet (PoE) Commands lanpower start

lanpower start

Activates Power over Ethernet on a single specified PoE port or on all POE portsin a specified slot.
lanpower start {slot/port[-port2] | slot}

Important. Inline power is not activated until the lanpower start slot syntax isissued for the applicable
PoE dlot(s).

Syntax Definitions

dot/port Activates inline power on the specified PoE port only. This syntax is
used to re-enable power to an individual port that has been manually
turned off through the lanpower stop command.

port2 The last port number in arange of ports that you want to configure on
the same dot (for example, 3/1-4 specifies ports 1-4 on slot 3).

slot Activates inline power on al PoE ports in the corresponding slot.

Defaults

Power over Ethernet operationa statusis globally enabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the slot/port syntax to activate power on a particular port. When all portsin aslot are manually turned
off, use only the slot syntax in the command line. This activates power on all portsin the specified dot. As
noted above, inline power is not active until the lanpower start slot syntax isissued for the applicable
PoE slot(s).

Examples

-> lanpower start 5/11
-> lanpower start 5
-> lanpower start 5/11-14

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R01; default setting was changed to enabled.
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Related Commands

lanpower stop Manually disconnects power on a single specified PoE port
or on al PoE portsin a specified slot.
show lanpower Displays current inline power status and related statistics for

al PoE portsin aspecified dlot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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Power over Ethernet (PoE) Commands lanpower delayed-start

lanpower delayed-start

Allows to set atimer to delay the startup of Power over Ethernet (PoE) ports in a specified slot when the
switch is powered up or rebooted.

lanpower dlot delayed-start {enable | disable} [value]

Syntax Definitions

dot The dot ID in which the delayed start for POE port must be enabled or
disabled.

enable | disable Enable or disable the delayed start for POE port.

value The delay timer in seconds. The delay timer must be between 120 and
600 seconds.

Defaults

The delayed start operational statusis globally disabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Thedot ID must be specified to activate the delayed start of the POE ports on that slot.

e Thedelayed timer is applied only during bootup and not when the LAN power is manually restarted.
The LAN power is started after the delay timer expiry.

e TheLAN power cannot be started or stopped if the delay timer is activated on the dlot.

Examples

-> lanpower 5 delayed-start enable 200
-> lanpower 5 delayed-start disable

Release History

Release 6.7.2.R04; command was introduced.
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Related Commands

show lanpower delayed-start Displaysif the delayed timer is set for POE portsin a speci-
fied dlot.

MIB Obijects

alaPethMainPseGroup
alaPethMainPseDelayStartStatus
alaPethMainPseDelayStartValue
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lanpower stop

Manually disables power on a single specified POE port or on all PoE portsin a specified dot.
lanpower stop {dot/port[-port2] | slot}

Syntax Definitions

dot/port Disables inline power on the specified PoE port only.

port2 The last port number in arange of ports that you want to configure on
the same dot (for example, 3/1-4 specifies ports 1-4 on slot 3).

sot Disablesinline power on al PoE portsin the corresponding slot.

Defaults

Power over Ethernet operationa statusis globally disabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower stop 5/22
-> lanpower stop 5
-> lanpower stop 5/22-27

Release History

Release 6.6.1; command was introduced.

Related Commands

lanpower start Activates inline power on asingle specified POE port or on
al PoE portsin aspecified dlot.
lanpower combo-port Displays current inline power status and related statistics for

al PoE portsin aspecified dlot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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lanpower power

Specifies the maximum amount of inline power, in milliwatts, allocated to a specific PoE port. The value
specified is used to supply inline power to devices such as | P telephones and wireless LAN devices.

lanpower {slot/port | dlot} power milliwatts

Syntax Definitions

dot/port A PoE port on which the maximum amount of inline power is being
allocated.
milliwatts The maximum amount of inline power, in milliwatts, being alocated to

the corresponding port (3000—16000 or 3000-31000).

Defaults

parameter default
milliwatts (802.3af ports) 16000
milliwatts (802.3at ports) 31000

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e To globally specify the amount of inline power allocated to all portsin a slot, see the lanpower
maxpower command on page 4-7.

¢ Be surethat the value specified complies with specific power requirements for all attached |P tele-
phones and wireless LAN devices.

¢ Note that the power value for the lanpower power command is specified in milliwatts (mW); the
related command, lanpower maxpower, is specified in watts (W).

Examples

-> lanpower 3/1 power 3025

Release History

Release 6.6.1; command was introduced.
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Related Commands

lanpower maxpower Specifies the maximum amount of inline power, in watts,
alocated to all PoE portsin aspecified slot.
lanpower combo-port Displays current inline power status and related statistics for

al PoE portsin aspecified dlot.

MIB Objects

alaPethPsePortTable

alaPethPsePortPowerMaximum

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 4-9



lanpower maxpower Power over Ethernet (PoE) Commands

lanpower maxpower

Specifies the maximum amount of inline power, in watts, alocated to all POE portsin a specified slot.

lanpower slot maxpower watts

Syntax Definitions
dot The dlot containing PoE ports on which the maximum amount of inline
power allowed is being alocated.

watts The maximum amount of inline power, in watts, allocated to all POE
ports in the corresponding slot.

Defaults
parameter default
watts Will vary based on model and

power supply.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Before changing the maximum slot-wide power allowance, you have to disable PoE for the slot
through the lanpower stop command. Once the new value is assigned, re-enable PoE for the slot
through the lanpower start command.

¢ To specify the maximum amount of inline power allocated to asingle port, see the lanpower power
command on page 4-5.

¢ Note that the power value for the lanpower maxpower command is specified in watts (W); the related
command, lanpower power, is specified in milliwatts (mW).

Examples

-> lanpower 3 maxpower 200

Release History

Release 6.6.1; command was introduced.

page 4-10 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



Power over Ethernet (PoE) Commands lanpower maxpower

Related Commands

lanpower power Specifies the maximum amount of inline power, in milli-
watts, allocated to a specific PoE port.
lanpower combo-port Displays current inline power status and related statistics for

al PoE portsin aspecified dlot.

MIB Objects

alaPethMainPseGroup

alaPethMainPseMaxPower
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lanpower priority

Power over Ethernet (PoE) Commands

lanpower priority

Specifies an inline power priority level to aport. Levelsinclude critical, high, and low.

lanpower dlot/port priority {critical | high | low}

Syntax Definitions

slot/port The particular port on which a priority level is being configured.

critical Intended for ports that have mission-critical devices attached, and there-
fore require top (that is, critical) priority. In the event of a power man-
agement issue, inline power to critical portsis maintained as long as
possible.

high Intended for ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority portsis given second priority.

low Intended for ports that have low-priority devices attached. In the event
of apower management issue, inline power to low-priority portsisinter-
rupted first (that is, before critical- and high-priority ports).

Defaults

parameter default

low | high | critical low

Platforms Supported

Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower 2/16 priority low

Release History

Release 6.6.1; command was introduced.
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Power over Ethernet (PoE) Commands lanpower priority

Related Commands

lanpower combo-port Displays current inline power status and related statistics for
al PoE portsin aspecified dlot.

MIB Obijects

pethPsePortGroup

pethPsePortPowerPriority
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lanpower priority-disconnect

Power over Ethernet (PoE) Commands

lanpower priority-disconnect

Enables or disables the priority disconnect function on all portsin a specified slot. Priority disconnect is
used by the system software in determining whether an incoming PD is granted or denied power when
there are too few watts remaining in the POE power budget for an additional device. For detailed informa-
tion on this function, see the “Managing Power over Ethernet (POE)” chapter in the OmniSwitch AOS
Release 6.7 Hardware Users Guide.

lanpower dlot priority-disconnect {enable | disable}

Syntax Definitions

dot

enable

disable

Defaults

The particular slot on which the priority disconnect function is being
enabled or disabled.

Enables priority disconnect on a specified port. When thisfunction is
enabled and a power budget deficit occurs in which there is inadequate
power for an incoming device, the system software uses priority discon-
nect rulesto determine whether an incoming deviceis granted or denied
power. For information on priority disconnect rules, see the “Managing
Power over Ethernet (PoE)” chapter in the OmniSwitch AOS6.7 Series.

Disables priority disconnect on a specified port. When priority discon-
nect is disabled and there is inadequate power in the budget for an addi-
tional device, power is denied to any incoming PD, regardless of its
priority status.

par ameter

default

enable | disable

enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower 2 priority-disconnect disable

Release History

Release 6.6.1; command was introduced.
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Power over Ethernet (PoE) Commands lanpower priority-disconnect

Related Commands

lanpower priority Specifies an inline power priority level to aport. Levels
include critical, high, and low.

show lanpower priority-disconnect Displaysthe priority disconnect function statuson all portsin
aspecified slot.

MIB Objects

alaPethMainPseTable

alaPethMainPsePriorityDisconnect
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lanpower combo-port Power over Ethernet (PoE) Commands

lanpower combo-port

Enables or disables PoE capability on the copper combo ports.
lanpower slot combo-port {enable | disable}

Syntax Definitions

dot The particular slot on which to enable or disable PoE capability on the
copper combo ports.

enable Enables PoE capability on the copper combo ports 25/26 and disables
POE capability on ports 23/24.

disable Disables PoE capability on the copper combo ports 25/26 and enables

PoE capability on ports 23/24.

Defaults
parameter default
enable | disable disable

Platforms Supported
N/A

Usage Guidelines

Port pairs 23/24 and 25/26 cannot have PoE enabled at the same time. Use this command to choose which
port pairs support PoE.

Examples

-> lanpower 1 combo-port enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show lanpower Displays current inline power status and related statistics for
al PoE portsin aspecified slot.

MIB Objects

N/A
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Power over Ethernet (PoE) Commands lanpower high-resistance-detection

lanpower high-resistance-detection

Enables or disables two-port POE PD detection.
lanpower dlot high-resistance-detection {enable | disable}

Syntax Definitions

dot The particular slot on which to enable or disable high-resistance-detec-
tion.

enable Enables high-resistance-detection capability on the slot.

disable Disables high-resistance-detection capability on the slot.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This capability can be enabled to support the two-port PoE capability on APs with two PoE ports (i.e.
OAW-AP 130 Series or OAW-AP1251). This capahility enables the switch to support the appropriate
detection range and recognize the AP asaPD.

e The AP will be powered in an active/standby mode, meaning only one port of the AP will be powered
at atime.

e Only two-pair POE will be supported when this feature is enabled, even on ports connected with a 4-
pair Ethernet cable.

¢ The capability of PSE-to-PSE protection function is reduced when this featureis enabled. It is recom-
mended to disable POE on ports that do not have PDs connected.

e Enabling this feature will cause the PoE functionality to restart on the OmniSwitch. Additionally, this
functionality does not follow the PoE | EEE standards.

Examples

-> lanpower 1 high-resistance-detection enable

Release History

Release 6.7.2.R03; command was introduced.
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lanpower high-resistance-detection Power over Ethernet (PoE) Commands

Related Commands

show lanpower high-resistance-detection Displays current high-resistance-detection settings.

MIB Obijects

alaPethMainPseTable
alaPethMainPseHighResistorDetect
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Power over Ethernet (PoE) Commands lanpower capacitor-detection

lanpower capacitor-detection

Enables or disables the capacitor detection method.

lanpower slot capacitor-detection {enable | disable}

Syntax Definitions

dot The particular slot on which to enable capacitor-detection.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ The capacitor detection method should only be enabled if there are legacy 1P phones attached to the
corresponding slot, this feature is not compatible with |EEE specifications. Please contact your Alca-
tel-Lucent Enterprise sales engineer or Customer Support representative to find out which Alcatel-
Lucent Enterprise IP phones models need capacitive detection enabled.

e Enabling capacitor-detection will cause lanpower to be restarted.

¢ A non-PD device may aso receive lanpower if capacitor is detected.

Examples

-> lanpower 1 capacitor-detection enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show lanpower capacitor-detection Displays the capacitor detection method status.

MIB Obijects

alaPethMainPseTable
alaPethMainPseCapacitorDetect
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show lanpower Power over Ethernet (PoE) Commands

show lanpower

Displays current inline power status and related statistics for all POE portsin a specified slot.

show lanpower slot

Syntax Definitions

dot Thedot for which current inline power status and related statisticsareto
be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A
Examples
-> show lanpower 1
Port Maximum(mW) Actual Used (mW) Status Priority On/Off Class
B S it R T et P N
1 31000 0 Undefined Low OFF -
2 31000 0 Undefined Low OFF -
3 31000 0 Undefined Low OFF -
4 31000 0 Undefined Low OFF -
5 31000 0 Undefined Low OFF -
6 31000 0 Undefined Low OFF -
7 16000 0 Undefined Low OFF -
(Output truncated)
22 16000 0 Undefined Low OFF -
23 31000 0 Undefined Low OFF -
24 31000 0 Undefined Low OFF -

Slot 1 Max Watts 225
1 Power Supplies Available

output definitions

Port A PoE port for which current status and related statistics are being
displayed.
Maximum (mW) The current maximum amount of power allocated to the corresponding

PoE port, in milliwatts. The default value is 15400. To change this set-
ting, use the lanpower power command.

Actual Used (mW) The actual amount of power being used by an attached device (if appli-
cable), in milliwatts. If no device is attached to the corresponding port,
thisrow displays avalue of 0.
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Power over Ethernet (PoE) Commands

show lanpower

output definitions (continued)

Status

Powered Off - Port is off. User command set port to off.

Powered On - Port is on. Valid resistor / 802.3af-compliant Powered
Device (PD) or valid capacitor / 802.3at-compliant PD was detected or
802.3af/at-compliant PD is powered on 4-pair lines or higher PD is
connected.

Undefined - The device returned an unknown port status for the soft-
ware.

Searching - Interim state during line detection or non-standard PD
detected. Status will change after detection process is completed.

(Deny Status Descriptions - Power Manager Algorithms have denied
power to this channel either due to priority disconnect or over subscrip-
tion.)

Denied VHI - Port is off. Volts higher than maximum volt.

Denied VL O - Port is off. Volts lower than minimum volt.

Denied UDL - Port is off. Underload state according to 802.3af (cur-
rent is below Imin).

Denied OVL - Port is off. Overload state according to 802.3af (current
is above Icut).

Denied PM - Port is off. Power management function shut down port
due to lack of power. Port is shut down or remains off.

Denied PM - Port is off. Static power management - cal culated power
> power limit.

Denied PM - Port is off. Static power management and overload - PD
class report > user predefined power value.

ClassError - Port is off. lllegal classerror.

Bad!Voltlnj - Port is off. Port fails due to voltage being applied to the
port from external source.

(Fault Status Descriptions- Activation or class detection has failed, or
an active channel has violated a boundary parameter.)

Faulty Port - Port is off. Hardware pin disables all ports or fewer ports
are available than the maximum number of ports that the controller can
support. Unavailable ports are considered ‘ off’.

Fault S'W- Port is off. This status indicates a software problem.

Fault UD/OV - Port isoff. Succession of underload and overload states
caused port shutdown. May be also caused by a PD’s DC/DC faullt.
Fault H/W - Port is off. Hardware problems preventing port operation
or port does not respond to hardware fault or system initialization.
Fault CAPDE - Port is off. Failure due to out-of-range capacitor value.
Fault DISCH - Port is off. Port failure due to system voltage supply
through other port. Check other port for status 0x24. Thiserror islinked
with mask Ox1F enable.

Fault Short - Port is off. Short condition was detected.

Fault Temp - Port is off. Port temperature protection mechanism was
activated.

Fault HITEM - Port is off. Die temperature is above safe operating
value.

Faulty Chip - Port is off. Sum of square currents exceeded.
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show lanpower

Power over Ethernet (PoE) Commands

output definitions (continued)

Priority

On/Off

Max Watts

Class

The current priority level for the corresponding PoE port. Options
include Critical, High, and L ow. Critical hasto be reserved for ports
that have mission-critical devices attached, and therefore require top
(that is, critical) priority. In the event of a power management issue,
inline power to critical portsis maintained as long as possible. High
indicates ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority portsis given second priority. L ow prior-
ity isfor ports that have low-priority devices attached. In the event of a
power management issue, inline power to low-priority portsisinter-
rupted first (that is, before critical and high-priority ports).

Thedefault valueis Low. Priority levelsis changed using the lanpower
priority command.

Displays whether a port has been manually turned on or off by the user.
ON indicates that the port has been turned on by the user through the
lanpower start command. OFF indicates that the port has been turned
off by the user through the lanpower stop command.

The maximum watts allocated to the corresponding slot. The maximum
watts value for adlot is changed using the lanpower maxpower com-
mand.

Displaysthe IEEE class of the PoE based on the power consumption.

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Obijects

alaPethMainPseGroup

alaPethMainPseAdminStatus

pethPsePortTable

pethPsePortAdminEnable

alaPethPsePortTable

alaPethPsePortPowerMaximum

alaPethMainPseGroup

alaPethMainPseMaxPower

pethMainPsePower

pethPsePortGroup

pethPsePortPowerPriority
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Power over Ethernet (PoE) Commands show lanpower delayed-start

show lanpower delayed-start

Displaysif the delayed timer is set for POE portsin a specified slot.
show lanpower delayed-start dot

Syntax Definitions

dot Thedot for which current inline power status and related statisticsareto
be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower delayed-start 1
Delay Start Status enable
Delay Start Value 200

output definitions
Delay Start Status Displays the operational status of delayed timer.
Delay Start Value Displaysthe timer value set for delayed start of POE ports.

Release History

Release 6.7.2.R04; command was introduced.

Related Commands

lanpower delayed-start Allowsto set atimer to delay the startup of Power over
Ethernet (PoE) portsin a specified dlot.

MIB Objects

alaPethMainPseGroup

alaPethMainPseDelayStartStatus
alaPethMainPseDelayStartValue
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show lanpower capacitor-detection Power over Ethernet (PoE) Commands

show lanpower capacitor-detection

Displays the capacitor detection method status.

show lanpower capacitor -detection slot

Syntax Definitions

dot The particular slot on which the capacitor detection method statusis
being displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower capacitor-detection 2
Capacitor Detection enabled on Slot 2

Release History

Release 6.6.1; command was introduced.

Related Commands

lanpower capacitor -detection Enables or disables the capacitor detection method.

MIB Objects

alaPethMainTable

alaPethMainPseCapacitorDetect
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Power over Ethernet (PoE) Commands show lanpower priority-disconnect

show lanpower priority-disconnect

Displays the priority disconnect function status on al portsin a specified slot.

show lanpower priority-disconnect slot

Syntax Definitions

dot The particular slot on which the priority disconnect function status you
want to display.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower priority-disconnect 2
Slot 2 Priority Disconnect Enabled!

Release History

Release 6.6.1; command was introduced.

Related Commands
lanpower priority-disconnect Enables or disables the priority disconnect function on all
portsin a specified slot.

MIB Objects

alaPethMainPseTable

alaPethMainPsePriorityDisconnect

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 4-25



show lanpower high-resistance-detection Power over Ethernet (PoE) Commands

show lanpower high-resistance-detection

Displays the current high-resistance-detection settings.

show lanpower high-resistance-detection dot

Syntax Definitions

dot The particular slot on which to display the high-resistance-detection set-
tings.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower high-resistance detection 1
High Resistance Detection enabled on Slot 1

Release History

Release 6.7.2.R03; command was introduced.

Related Commands

[lanpower high-resistance-detection Enables or disables two-port PoE PD detection.

MIB Objects

N/A
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5 Network Time Protocol

Commands

The Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to
another server or reference time source, such asaradio or satellite receiver. It provides client time accura-
cieswithin amillisecond on LANS, and up to afew tens of millisecond on WANSs. Typical NTP configura-
tions utilize multiple redundant servers and diverse network paths in order to achieve high accuracy and

reliability.

It isimportant for networks to maintain accurate time synchronization between network nodes. The stan-
dard timescal e used by most nations of the world is based on a combination of Universal Coordinated
Time (UTC) (representing the Earth’ s rotation about its axis) and the Gregorian Calendar (representing the
Earth’s rotation about the Sun). UTC time is disseminated by various means, including radio and satellite

navigation systems, telephone modems, and portable clocks.
The MIB information for NTP is as follows:

Filename: AlcatelIND1Ntp.mib
Module: alcatelINDINTPMIB

A summary of available commandsislisted here:

ntp server

ntp server synchronized
ntp server unsynchronized
ntp client

ntp broadcast

ntp broadcast-delay

ntp key

ntp key load

show ntp client

show ntp server status
show ntp client server-list
show ntp keys
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nip server Network Time Protocol Commands

ntp server

Specifies an NTP server from which the switch receives updates.

ntp server {ip_address | domain_name} [key key | version version | minpoll exponent | prefer | burst |
iburst]

no ntp server {ip_address | domain_name}

Syntax Definitions

ip_address The IP address of the NTP server to be added or deleted to the client’s
server list.

domain_name The domain name of the NTP server to be added or deleted to the cli-
ent’s server list. Thisisusually atext string.

key The key identification number that corresponds to the specified NTP
server.

version The version of NTP being used. Thisis 1, 2, 3, or 4.

exponent The number of seconds between polls to this server. This number is

determined by raising 2 to the power of the number entered. Therefore,
if 4 were entered, the minimum pol| time would be 16 seconds (2* = 16).

prefer Marksthis server asthe preferred server. A preferred server’stimestamp
is used before another server.
burst Enables burst mode. The burst mode allows the exchange of eight NTP

messages (instead of one) when the server is reachable and at each poll
interval to achieve faster synchronization.

The spacing between the first and the second packet is 16 seconds to
allow amodem call to complete, while the spacing between the remain-
ing packetsis 2 seconds.

iburst Enables initial burst (iburst) mode. The iburst mode allows immediate
exchange of eight NTP messages (instead of one) when the server is
unreachable and at each poll interval, to achieve faster initial synchroni-
zation acquisition.
The spacing between the packetsis 16 seconds to allow amodem call to
complete. Once the server is reachable, the spacing between the packets

is 2 seconds.
Defaults
Par ameter Default
version 4
exponent 6
prefer not preferred
bur st no burst
iburst no iburst

For NTP pool servers, iburst is configured as the default mode.
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Network Time Protocol Commands ntp server

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to delete the specified server.

To configure NTP in the client mode you have to first define the NTP servers.
Either an | P address or domain name for the specified server can be entered.

The NTP key identification is an integer. It corresponds to an MD5 authentication key contained in an
authentication file (.txt) located on the server. Thisfile has to be on both the server and the local
switch, and match, for authentication to work. Enter the key identification using the key keyword if the
server is set to MD5 authentication.

An authentication key is composed of a 32-bit integer and 32-byte string of characters. The integer
format is hexadecimal. For an NTP message to be authenticated the NTP client authentication key must
match the key configured at the NTP server. This means the authentication keys must be distributed in
advance of configuring the NTP client. If authentication is disabled but authentication key is present,
the association will still be unauthenticated.

Use the version keyword to set the correct version of NTP.

Use the minpoll keyword to set the minimum poll time for the server. This number is determined by
raising 2 to the power of the number entered. Therefore, if 4 were entered, the minimum poll time
would be 16 seconds (2* = 16). The client polls the server for atime update when the minpoll timeis
exceeded.

Burst mode of operation improves timekeeping quality with the server command and iburst mode of
operation is designed to speed the initial synchronization acquisition with the server command.

Examples

->

->

->

->

->

->

->

->

ntp server 1.1.1.1

ntp server spartacus

ntp server 1.1.1.1 key 1

ntp server 1.1.1.1 version 4
ntp server spartacus minpoll 5
ntp server 1.1.1.1 burst

ntp server 1.1.1.1 iburst

no ntp server 1.1.1.1

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R05: burst and ibur st keywords added.
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ntp server Network Time Protocol Commands

Related Commands

ntp client Enables or disables NTP operation on the switch.
show ntp client server-list Displaysalist of the servers with which the NTP client synchronizes.
show ntp server status Displays the basic server information for a specific NTP server or alist

of NTP servers.

MIB Obijects

alaNtpConfig

alaNtpPeerAddressType
alaNtpPeerType
alaNtpPeerAuth
alaNtpPeerVersion
alaNtpPeerMinpoll
alaNtpPeerPrefer
alaNtpPeerAddress
alaNtpPeerBurst
alaNtpPeerIburst
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Network Time Protocol Commands ntp server synchronized

ntp server synchronized

Enables an NTP client to invoke tests for NTP server synchronization as specified by the NTP protocol.

ntp server synchronized

Syntax Definitions
N/A

Defaults
By default, NTP synchronization is enabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The NTP protocol discards the NTP servers that are unsynchronized. However, the unsynchronized NTP
servers are used as network time sources.

Examples

-> ntp server synchronized

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server unsynchronized Disablesan NTP client from invoking tests for NTP server synchroniza-
tion. This allows the NTP client to synchronize with unsynchronized
NTP serversin the network.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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ntp server unsynchronized Network Time Protocol Commands

ntp server unsynchronized

Disables an NTP client from invoking tests for NTP server synchronization. This allowsthe NTP client to
synchronize with unsynchronized NTP servers in the network.

ntp server unsynchronized

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

When NTP peer synchronization tests are disabled, the NTP client is able to synchronize with either an
NTP peer that is not synchronized with an atomic clock or a network of NTP serversthat finally synchro-
nizes with an atomic clock.

Examples

-> ntp server unsynchronized

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server synchronized Enablesan NTP client to invoketestsfor NTP server synchronization as
specified by the NTP protocol.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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Network Time Protocol Commands ntp client

ntp client

Enables or disables NTP operation on the switch.
ntp client {enable | disable}

Syntax Definitions

enable EnablesNTP.
disable DisablesNTP.
Defaults

NTP protocol is disabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use this command to enable or disable NTP. Before NTP can be enabled, an NTP server has to be speci-
fied using the ntp server command.

Examples

-> ntp client enable
-> ntp client disable

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server Specifies an NTP server from which the switch receives updates.

MIB Objects

alaNtpEnable
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ntp broadcast Network Time Protocol Commands

ntp broadcast

Enables or disables the client’ s broadcast mode.
ntp broadcast {enable | disable}

Syntax Definitions

enable Enables the client broadcast mode.
disable Disables the client broadcast mode.
Defaults

Broadcast mode is disabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Broadcast mode is intended for operation on networks with numerous workstations and where the highest
accuracy is not required. In atypical scenario, one or more time servers on the network broadcast NTP
messages that are received by NTP hosts. Correct time is determined from this NTP message based on a
pre-configured latency or broadcast delay in the order of afew milliseconds.

Examples

-> ntp broadcast enable
-> ntp broadcast disable

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp broadcast-delay Sets the broadcast delay time in microseconds.

MIB Objects

alaNtpBroadcastEnable
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Network Time Protocol Commands ntp broadcast-delay

ntp broadcast-delay

Sets the broadcast delay time in microseconds.

ntp broadcast delay microseconds

Syntax Definitions

microseconds The number of microseconds for the broadcast del ay.
Defaults

parameter default

microseconds 4000

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

When running in the NTP client broadcast mode, a broadcast delay has to be set. The broadcast delay is
the number of microseconds added to the timestamp.

Examples

-> ntp broadcast delay 1000
-> ntp broadcast delay 10000

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp broadcast Enables or disables the client’ s broadcast mode.

MIB Objects

alaNtpBroadcastDelay
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ntp key Network Time Protocol Commands

ntp key

L abels the specified authentication key identification as trusted or untrusted.
ntp key key [trusted | untrusted]

Syntax Definitions

key The key number matching an NTP server.

trusted Signifiesthat the specified key is trusted and can be used for authentica-
tion.

untrusted Signifies that the specified key is not trusted and cannot be used for
authentication. Synchronization does not occur with an untrusted
authentication key.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Authentication keys are stored in akey file and loaded into memory when the switch boots. The keys
loaded into memory are not trusted until this command is used.

e Oncethe keys are loaded into software (on boot up of the switch), they have to be activated by being
labeled as trusted. A trusted key authenticates with a server that requires authentication as long as the
key matches the server key.

¢ New keys has to be added manually to the key file. A newly added key is not be loaded into the switch
software until the ntp key load command is issued, or the switch is rebooted.

Examples

-> ntp key 5 trusted
-> ntp key 2 untrusted

Release History

Release 6.6.1; command was introduced.
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Network Time Protocol Commands ntp key

Related Commands

ntp key Sets the public key the switch uses when authenticating with the specified
NTP server.
ntp client Enables or disables authentication on the switch.

MIB Objects

alaNtpAccessKeyIdTable

alaNtpAccessKeyIdKeyId
alaNtpAccessKeyIdTrust
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ntp key load

Loads the current key file into memory.

ntp key load

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Thiscommand rel oads the key file into the switch memory. This allows for new keysin the key fileto
be added to the list of keys the switch can use for authentication.

¢ Newly added keys has to be labeled as trusted with the ntp key command before being used for
authentication.

Examples

-> ntp key load

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp key L abels the specified authentication key identification as trusted or
untrusted.
ntp server Specifies an NTP server from which this switch receives updates.

MIB Obijects

alaNtpAccessRereadkeyFile
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show ntp client

show ntp client

Displays information about the current client NTP configuration.

show ntp client

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command displays the current configuration parameters for the NTP client. The display is slightly
different depending on what has been configured on the client. See the Examples section for more infor-

mation.

Examples

-> show ntp client

Current time: Fri, May 4 2018

Last NTP update: Fri, May 4 2018

Server reference: clockl.ovecirrus.com [52.66.5.185],
Client mode: enabled,

Broadcast client mode: disabled,

Broadcast delay (microseconds): 4000,

Server qualification: unsynchronized

output definitions

9:46:31.467
9:45:45.567

Current time The current time for the NTP client.

Last NTP update Thetime of the last synchronization with an NTP server.

Server reference Displaysthe NTP pool serversin IP address as well as FQDN format
according to the format in which the particular server was configured.

Client mode Whether the NTP client software is enabled or disabled.

Broadcast client mode What NTP mode the client is running in, either client or broadcast.

Broadcast delay The number of microseconds in the advertised broadcast delay time.
Thisfield is absent if the client broadcast mode is disabled.

Server qualification Specifies server qualification, synchronized or unsyncronized.

Release History

Release 6.6.1; command was introduced.
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Related Command

ntp client Enables or disables NTP operation on the switch.

MIB Obijects

alaNtpLocalInfo
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show ntp client server-list

show ntp client server-list

Displaysalist of the servers with which the NTP client synchronizes.

show ntp client server-list

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show ntp client server-list

IP Address Ver Key St t When Poll Reach Delay Offset Disp
———————————————————————————————————— R e e i e il S e il e
*clock2.ovcirrus.com[139.59.82.60] 4 0 2 u 1 1024 f 0.117 -0.042 0.078
=clock3.ovcirrus.com[123.108.200.124] 4 0 3 u 55 1024 2 0.083 -0.025 0.016
output definitions
IP Address Displays NTP serversin IP address as well as FQDN format according
to the format in which the particular server was configured.
Ver The version of NTP the server isusing. Versions 3 and 4 are valid.
Key The NTP server’s public key. This has to be accurate and the same as

the NTP server, or the client switch is unable to synchronize with the
NTP server. A zero (0) means there is no key entered.

S The stratum of the server.

t Type of server (I - local, u - unicast, m - multicast, b - broadcast)
When Number of seconds passed since last response from remote host.
Poll Polling interval to the remote host in seconds.

Delay The delay received from the server in its timestamp.

Offset The offset received from the server in its timestamp.

Disp The dispersion value received from the server in its timestamp.

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R05; t, poll, and when fields added.
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Related Command

ntp client Enables or disables authentication on the switch.

MIB Obijects

alaNtpPeerListTable
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show ntp server status

show ntp server status

Displaysthe basic server information for a specific NTP server or alist of NTP servers.

show ntp server status [ip_address | domain_name]

Syntax Definitions

ip_address The IP address of the NTP server to be displayed.

domain_name The domain name of the server to be displayed. Thisis usually atext
string.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand displays a selected server or alist of servers with which the NTP client synchronizes.

¢ Todisplay aspecific server, enter the command with the server’s | P address or domain name. To
display al servers, enter the command with no server | P address.

Examples

-> show ntp server status

IP address clock3.ovecirrus.com [123.108.200.124]7,
Host mode client,

Peer mode server,

Prefer no,

Version 4,

Key 0,

Stratum 2,

Minpoll 6 (64 seconds),

Maxpoll 10 (1024 seconds),

Poll 1024,

when 283,

Delay 0.016 seconds,

Offset -180.232 seconds,

Dispersion 7.945 seconds

Root distance 0.026,

Precision -14,

Reference IP 209.81.9.7,

Status configured : reachable rejected,
Uptime count 1742 seconds,

Reachability 1,

Unreachable count
Stats reset count
Packets sent

Packets received

O/
1680 seconds,
1,
1,

OmniSwitch AOS Release 6 CLI Reference Guide

September 2020

page 5-17
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Network Time Protocol Commands

Duplicate packets
Bogus origin

Bad authentication

Bad dispersion
Last Event

output definitions

o O O O

peer changed to reachable,

| P address

Host mode
Peer mode
Prefer

Version
Key

Stratum
Minpoll

Maxpoll

Pall

When

Delay

Offset
Dispersion
Root distance
Precision
Reference IP
Status
Uptime count

Reachability
Unreachable count
Statsreset count

Packets sent
Packetsreceived
Duplicate packets
Bogusorigin

Bad authentication

The NTP server in IP address as well as FQDN format according to the
format in which the particular server was configured.

The host mode of this remote association.
The peer mode of this remote association.

Whether this server is a preferred server or not. A preferred server is
used to synchronize the client before a non-preferred server.

The version of NTP the server isusing. Versions 3 and 4 are valid.

The NTP server’s public key. This has to be accurate and the same as
the NTP server, or the client switch is able to synchronize withthe NTP
server. A zero (0) means there is no key entered.

The stratum of the server. The stratum number is the number of hops
from aUTC time source.

The minimum poll time. The client polls the server for atime update
every time this limit has been exceeded.

The maximum poll time.

Number of seconds passed since last response from remote host.
Polling interval to the remote host in seconds.

The delay received from the server in its timestamp.

The offset received from the server in its timestamp.

The dispersion value received from the server in its timestamp.
Thetotal round trip delay (in seconds) to the primary reference source.
The advertised precision of this association.

The IP address identifying the peer’s primary reference source.

The peer selection and association status.

The time period (in seconds) during which the local NTP server was
associated with the switch.

The reachability status of the peer.
Number of timesthe NTP entity was unreachable.

Thetimedelay (in seconds) sincethe last timethelocal NTP server was
restarted.

Number of packets sent.

Number of packets received.

Number of duplicated packets received.
Number of bogus packets.

Number of NTP packets rejected for not meeting the authentication
standards.
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output definitions (continued)

Bad dispersion Number of bad dispersions.
Last Event The last event.

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R05; poll and when fields added.

Related Command

ntp client Enables or disables authentication on the switch.

MIB Objects

alaNtpPeerListTable
alaNtpPeerShowStatus
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show ntp keys

Displays information about all authentication keys.
show ntp keys

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command displays information about the authentication keys loaded into the memory.

Examples

-> show ntp keys
Key Status
=======4============
1 untrusted
2 untrusted
3 trusted

4 trusted

5 untrusted
6 untrusted
7 trusted

8 trusted

output definitions

Key The key number corresponding to akey in the key file.
Status Whether the key is trusted or untrusted.

Release History

Release 6.6.1; command was introduced.
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Related Command

ntp key L abels the specified authentication key identification as trusted or
untrusted.
ntp key load Loads the current key file into memory.

MIB Objects

alaNtpAccessKeyIdTable
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6 Session Management
Commands

Session Management commands are used to monitor and configure operator sessionsincluding FTP,
Telnet, HTTP (WebView), console, Secure Shell, and Secure Shell FTP on the switch. (See the SNMP
Commands chapter for SNMP session commands.)

Maximum number of concurrent sessions allowed are;

Session OmniSwitch 6350/6450

Telnet (v4 or v6) 6
FTP(v4 or v6) 4
SSH + SFTP(v4 or v6 secure 8
sessions)

HTTP 4
Total Sessions 20
SNMP 50

MIB information for commands in this chapter are as follows:

Filename:  Alcatellnd1SessionMgr.mib
Module: AlcatelIND1SessionMgrMIB

Filename: AlcatelIND1IAAA.mib
Module; Alcatel-IND1-AAA-MIB

Filename:  AlcatelIND1System.mib
Module: Alcatel-IND1ConfigMgr.mib

Filename: AlcatelIND1Ssh.mib
Module; ALCATEL-IND1-SSH-MIB

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 6-1



Session Management Commands

A summary of the available commandsis listed here:

session login-attempt

session login-timeout

session banner

session timeout

session prompt default

session prompt suffix

session console

session xon-xoff

session cli-auto-complete-space
prompt

show prefix

alias

show alias

user profile save

user profile save global-profile
user profilereset

history size

show history

|

command-log

Kill

exit

who

whoami

show session config
show session xon-xoff
more size

more

show more

telnet

telnet6

ssh

ssh6

ssh enfor ce pubkey-auth
show ssh config

show command-log
show command-log status
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session login-attempt

Sets or resets the number of times a user can attempt unsuccessfully to log in to the switch before the TCP
connection is closed.

session login-attempt integer

Syntax Definitions

integer The number of times the user can attempt to log in to the switch before
the TCP connection is closed. Vdid rangeis 1 to 10.

Defaults
By default, three-login attempts are provided.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> session login-attempt 5

Release History

Release 6.6.1; command introduced.

Related Commands
show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

session login-timeout Sets or resets the amount of time the user can take to accomplish a
successful login to the switch.

session timeout Configures the inactivity timer for aCLI, HTTP (including
WebView), or FTP interface. When the switch detects no user
activity for this period, the user islogged off the switch.

MIB Objects

sessionMgr

sessionLoginAttempt

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 6-3



session logintimeout Session Management Commands

session login-timeout

Sets or resets the amount of time the user can take to accomplish a successful login to the switch. If the
timeout period is exceeded, the TCP connection is closed by the switch.

session login-timeout seconds

Syntax Definitions

seconds The number of seconds the switch allows for the user to accomplish a
successful login. Valid range is from 5 seconds to 600 seconds.

Defaults

Login timeout default is 55 seconds.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Session login-timeout is not applicable for SSH, since SSH timeout is based on the calculation as per the
openSSH code.

Examples

-> session login-timeout 30

Release History

Release 6.6.1; command introduced.

Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, default prompt value, login timer, and login
attempt number.

session login-attempt Sets or resets the number of times a user can attempt unsuccessfully
to log in to the switch before the TCP connection is closed.

session timeout Configures the inactivity timer for aCLI, HTTP (including
WebView), or FTP interface. When the switch detects no user
activity for this period, the user islogged off the switch.

MIB Objects

sessionMgr

sessionLoginTimeout
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session banner

Sets or resets the file name of the user—defined banner. The banner is awelcome banner that appears after
the user successfully logs on to the switch.

session banner {cli | ftp | http} file_name

session banner no {cli | ftp | http}

Syntax Definitions

cli Creates/modifies the CLI banner file name.

ftp Creates/modifies the FTP banner file name.

http Creates/modifies the HTTP banner file name.

file_name Banner file name including the path from the switch /flash directory.

The maximum length of the file name and path is 255 characters.

Defaults

e A default banner isincluded in one of the switch imagefiles. It is automatically displayed at login so
no configuration is needed.

¢ The user has the option of defining a custom supplementary banner or of using the default banner.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e The session banner no command is used to disable a user-defined session banner file from displaying
when you log on to the switch. The text file containing the custom banner remains on the switch until
you remove it with the rm command.

¢ The session banner command is used to configure or modify the banner file name. Y ou can use a text
editor to edit the file containing the banner text.

Examples

-> session banner cli/switch/banner.txt

Release History

Release 6.6.1; command introduced.
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Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable

SessionType
SessionBannerFileName
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session timeout

Configures the inactivity timer for aCLI, HTTP (including WebView), or FTP interface. When the switch
detects no user activity for this period, the user islogged off the switch.

session timeout {cli | http | ftp} minutes

Syntax Definitions

cli Sets the inactivity timeout for CLI sessions.
http Sets the inactivity timeout for HTTP sessions.
ftp Setstheinactivity timeout for FTP sessions.
minutes Inactivity timeout value (in minutes). Valid range 1 to 596523.
Defaults
parameter default
minutes 4

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Theinactivity timer value can be different for each type of interface, such as CLI (Console, Telnet),
HTTP (including WebView), and FTP.

¢ |f you change the timer, the new value does not affect current sessions; the new timer is applied to new
sessions only.

Examples

-> gession timeout cli 5

Release History

Release 6.6.1; command introduced.

Related Commands

show session config Displays Session Manager information, such as banner file name,
session timeout value, and default prompt value.

MIB Objects

SessionConfigTable

SessionType
SessionInactivityTimervalue
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session prompt default

Configures the default CLI prompt for console and Telnet sessions. The prompt is the symbol and/or text
that appears on the screen in front of the cursor.

session prompt default {<num> | <string> | system-name}

Syntax Definitions

num The new numerical prompt value.

string The new prompt string. Text strings that include spaces must be
enclosed in quotation marks. For example, “ OmniSwitch 6350”

system-name Setsthe prompt to the current system name of the switch. By default, the

system nameisset to ' VxTarget'.

Defaults

parameter default
string ->
system-name VxTarget

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ The maximum prompt string length is 35 characters.

e System nameis configured for the switch using the CLI command system name. The system name can
also be dynamically obtained from the DHCP server (DHCP Option-12). The user-defined system
name configuration (through CLI, WebView, SNMP) gets priority over the DHCP server vaues. For
more information, refer to “system name” on page 2-5 in Chassis Management and Monitoring
Commands chapter.

e Every time the system name is modified, the prompt also gets modified.
¢ |n casethe system name islarger than 35 characters, prompt is truncated to 35 characters.

¢ The new prompt takes effect after relogging to a new session.

Examples

-> session prompt default

-> session prompt default system-name
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Release History

Release 6.6.1; command introduced.
Release 6.6.3; keyword system name introduced.

Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable

SessionType
sessionDefaultPromptString
sessionDefaultPromptSysName
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session prompt suffix

Allows to modify the default suffix for all the CLI sessions.

session prompt suffix suffixstring

Syntax Definitions

suffixstring The new prompt string other than“ .
Defaults

parameter default

suffixstring “r

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e  The maximum suffix string length is 5 characters.

¢ The new suffix prompt takes effect only for the new sessions created after configuring suffix.
e |f suffix string is not configured, then session prompt default value will be the CLI prompt.

e The suffix string is updated irrespective of change in system name and default name.

e The suffix is also updated for the specified local prompt.

e |f both suffix and prompt have “->", then only suffix prompt is considered.

¢ |f both the prompt and suffix are“ ", then default prompt is considered.

Examples

-> session prompt suffix switl

Release History
Release 6.7.2.R07; command introduced.
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Related Commands
show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable
sessionDefaultPromptSuffix
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session console

Enable or disable switch access through the console port of the switch.

session console {enable | disable}

Syntax Definitions

enable Enables the switch access through the consol e port through the CLI
shell.

disable Disables the switch access through the console port through the CLI
shell.

Defaults

parameter default

enable | disable enable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ |tisrecommended to create a back-up of the configuration file before using this command. contact
customer support to recover the switch.

e Before disabling the CLI console shell, configuration for telnet access with proper user privilege must
be made.

¢ The command must be issued only through telnet or SSH session, and not through consol e sessions.
¢ When the CLI console shell is disabled, the switch log output to the consoleis also disabled.

¢ When the CLI console shell is disabled, switch can be accessed through SSH or telnet or WebView
session.

¢ The command can be stored to the configuration file using write memory.

e |f thiscommand is disabled and the telnet or SSH or WebView access to the switch is also lost, set the
bootflags to 0x1000 and stop the switch in miniboot. Once the switch stops in miniboot, delete the

configuration file and reboot the switch to get console access to the switch. Alternatively, contact
customer support.

Note. Deleting configuration file will aso delete the other configurations. Hence, it is recommended to
create a back-up of the configuration file before deleting the configuration file.

Examples

-> session console disable
-> session console enable
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Release History

Release 6.6.5; command introduced.

Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable
sessionConsoleStatus
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session xon-xoff

Enables/disables the X ON-XOFF protocol on the console port.

session xon-xoff {enable | disable}

Syntax Definitions

enable Enables XON-XOFF on the console port.
disable Disables XON-XOFF on the console port.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The switch can interpret noise from an RS232 line as Control-S (XOFF). If the session console xon-xoff
command is enabled, traffic to the console port can be stopped.

Examples

-> session xon-xoff enable
-> session xon-xoff disable

Release History

Release 6.6.1; command introduced.

Related Commands

show session xon-xoff Displays whether the console port is enabled or disabled for
XON-XOFF.

MIB Objects

sessionXonXoffEnable
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session cli-auto-complete-space

Enables/disables the CLI auto completion using space key.

session cli-auto-complete-space {enable | disable}

Syntax Definitions

enable Enables CLI auto completion on the switch.
disable Disables CLI auto completion on the switch.
Defaults

parameter default

enable| disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Auto completion of CLI command can be enabled or disabled using this command.

e With CLI auto-complete feature enabled, the space key can be used for auto completion of the CLI
command similar to the TAB key. If an incorrect keyword is entered, pressing the TAB key will
remove the keyword.

Examples

-> session cli-auto-complete-space enable
-> session cli-auto-complete-space disable

Release History
Release 6.7.1 R0O4; command introduced.

Related Commands
show session config Displays session manager configuration information (for example,

default prompt, banner file name, inactivity timer, login timer, login
attempts, and CLI| console shell status).

MIB Objects

sessionCliAutoCompleteSpace
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Session Management Commands

prompt

This command defines the CL1 prompt.

prompt [user] [time] [date] [string string] [pr fiX]

no prompt

Syntax Definitions

user
time
date
string

prefix

Defaults

The name of the current user is displayed as part of the CLI prompt.

The current system time is displayed as part of the CLI prompt.

The current system date is displayed as part of the CLI prompt.

You can specify atext string as the prompt. Prompts specified with this
parameter are limited to four characters.

The current prefix (if any) is displayed as part of the CLI prompt. Pre-
fixesare stored for command familiesthat support the prefix recognition
feature.

The default prompt is the arrow (->, or dash greater-than).

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove the CLI prompt.

¢ Prefixes are stored for command families that support the prefix recognition feature. These command
familiesinclude AAA, Interface, Link Aggregation, QoS, Spanning Tree, and VLAN Management.
Other command families do not store a prefix.

e To set the CLI prompt back to the arrow (->), enter the prompt string -> (prompt string dash
greater than) syntax.

Examples

-> prompt
-> prompt
-> prompt
-> prompt
-> prompt

user
user time date
prefix

string 12->
prefix ->

Release History

Release 6.6.1; command introduced.
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Related Commands

show prefix Shows the command prefix (if any) currently stored by the CLI.
Prefixes are stored for command families that support the prefix
recognition feature.

MIB Obijects
N/A
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show prefix

Shows the command prefix (if any) currently stored by the CLI. Prefixes are stored for command families
that support the prefix recognition feature.

show prefix

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Prefixes are stored for command families that support the prefix recognition feature. These command
familiesinclude AAA, Interface, Link Aggregation, QoS, Spanning Tree, and VLAN Management. Other
command families do not store a prefix.

Examples

-> show prefix

Release History

Release 6.6.1; command introduced.

Related Commands

prompt This command defines the format of the CLI prompt. The prompt
can be defined to include the command prefix.

MIB Obijects
N/A
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alias

Defines substitute command text for the switch CLI command keywords.

alias alias command_name

Syntax Definitions

alias Text string that defines the new CLI command name (alias) that you can
useto replace an old CLI command name.

command_name The old CLI command name being replaced by your alias.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Alias commands are stored until the user session ends. To save alias settings, use the user profile save
command. Otherwise, once you log off the switch, substitute commands configured with the alias
command are destroyed.

* You can eliminate excess typing by reducing the number of characters required for a command. For
instance, the group syntax can be defined as gp.

e You can change unfamiliar command words into familiar words or patterns. For instance, if you prefer
the term “privilege’ to the term “attribute” with reference to alogin account read/write capabilities,
you can change the CLI command from attrib to privilege.

e Toreset commands set with alias back to their factory default, use the user profile reset command.

Examples

-> alias gp group
-> alias privilege attrib

Release History

Release 6.6.1; command introduced.
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Related Commands

show alias Listsall current commands defined by the use of the alias CLI
command.
user profilereset Resets the dlias, prompt, and more values to their factory defaults.

MIB Objects
N/A
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show alias

Displays all current commands defined by the use of the alias CLI1 command.

show alias

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

The following information is displayed where the alias gp was defined to replace the gr oup command,
and the dlias privilege was defined to replace the attrib command.

-> show alias

gp: group
privilege: attrib

Release History

Release 6.6.1; command introduced.

Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

MIB Objects
N/A
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user profile save

Saves the user account settings for aliases, prompts, and the more mode screen settings. These settings are
automatically loaded when the user account logs on.

user profile save

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Usethis command to save alias definitions, prompt definitions, and more mode screen settings for use
in future login sessions for the current user account.

¢ |f you do not usethe user profile save, alias, prompt, and mor e size commands, settings are |lost
when the user account logs off.

e Usetheuser profilereset command to set the alias, prompt, and more size values to their factory
defaults.

Examples

-> user profile save

Release History

Release 6.6.1; command introduced.

Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

prompt Defines substitute command text for the switch CLI command
keywords.

moresize Specifies the number of lines that your console screen displays.

user profilereset Resets the alias, prompt, and more values to their factory defaults.

MIB Obijects
N/A
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user profile save global-profile

This command is available only for the user with an administrative profile.

This command can be used to add alias, prompt, and more settings and these settings can be saved as a
global profile. These settings are loaded as default settings when any user logsin, irrespective of the user
privileges.

user profile save global-profile

Syntax Definitions

global-profile The administrative user setting that presets a global setting as default to
all users at login prompt.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e This profile can be reset when by the user by using the user profile save and user profile reset
commands.

e Usethis command to save alias definitions, prompt definitions, and more mode screen settings for use
in future login sessions for all user accounts.

¢ The current settings (prompt, more, aliases) for the session are saved in the global profilefile /flash/
switch/GlobalProfile.txt. The file can be manually edited by the administrator. The file name must not
be changed or deleted.

e |f auser profileis configured by theindividua user with the user profile save command, the global
profile is overridden and the user profile settings are loaded at user login.

Examples

-> user profile save global-profile

Setting global profile..

Release History

Release 6.6.3; command introduced.
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Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

prompt Defines substitute command text for the switch CLI command
keywords.

more size Specifies the number of lines that your console screen must
display.

user profile save Saves the user account settings for aliases, prompts, and the more

mode screen settings. These settings are automatically loaded when
the user logs on.

user profilereset Resets the alias, prompt, and more values to their factory defaults.

MIB Obijects
N/A
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user profile reset

user profile reset

Resets the dlias, prompt, and more values to their factory defaults.

user profilereset

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> user profile reset

Release History

Release 6.6.1; command introduced.

Related Commands
alias
prompt

more size
user profile save

MIB Objects
N/A

Defines substitute command text for the switch CLI command
keywords.

Defines substitute command text for the switch CLI command
keywords.

Specifies the number of lines that your console screen must display.

Saves the user account settings for aliases, prompts, and the more
screen.
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history size

Sets the number of commands to be stored in the CLI history buffer.

history size number

Syntax Definitions
number Enter an integer between 1 and 500. The history buffer can store up to
500 commands.

Defaults
By default, the history buffer sizeis set to 100 commands.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> history size 10

Release History

Release 6.6.1; command introduced.

Related Commands

show history Displays commands that you have recently issued to the switch. The
commands are displayed in a numbered list.

! Recalls commands listed in the history buffer and displays them at
the CLI prompt.

MIB Objects
N/A
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show history

Displays commands that you have recently issued to the switch. The commands are displayed in a
numbered list.

show history [parameter s

Syntax Definitions

parameters When this syntax is used, the CL1 displays the history buffer size, the
current number of commands in the history buffer, and the index range
of the commands.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show history
show cmm

show fan

show sensor
show temp
show time
show arp
clear arp
show prefix

© g0 U WN R

-> show history parameters
History size: 10
Current Size: 7
Index Range: 1-7

output definitions

History Size The size of the history buffer.

Current Size The number of commands currently stored in the history buffer for this
Session.

Index Range The index range of the commands for this CLI session currently stored
in the history buffer.

Release History

Release 6.6.1; command introduced.
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Related Commands

history size Sets the number of commandsto be stored in the CLI history buffer.

! Recalls commands listed in the history buffer and displays them at
the CLI prompt.

MIB Objects
N/A
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Recalls commands listed in the history buffer and displays them at the CLI prompt.

{1 | n}

Syntax Definitions

Recalls the last command listed in the history buffer and displays that

command at the CLI prompt.

Identifies a single command in the history buffer by number and dis-

plays that command at the CLI prompt.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Y ou can use the show history command to list all commandsin the history buffer, then usethe !'n
syntax to issue a single command from the list.

When you use !'n or !! to recall acommand in the history buffer list, press the Enter key to run the
command.

Examples

-> show history
1* show cmm

2

< o0 U W

show
show
show
show
show

fan
sensor
temp
time
arp

clear arp

Release History

Release 6.6.1; command introduced.

OmniSwitch AOS Release 6 CLI Reference Guide
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Related Commands

history size Sets the number of commands to be stored in the CLI history buffer.

show history Displays commands you have recently issued to the switch. The
commands are displayed in a numbered list.

MIB Objects
N/A
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command-log

Enables or disables command logging on the switch. A command.log is automatically created; thisfile
stores a comprehensive CLI command history for all active sessions since the function was first enabled.

command-log {enable | disable}

Syntax Definitions

enable Creates afile called command.log in the switch /flash directory. Any
configuration commands entered on the command line are recorded to
thisfile until command logging is disabled.

disable Disableslogging of current session commands to the command.log file.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The maximum log file sizeis 66,402 bytes; the file can hold up to 100 commands.
Examples

-> command-log enable

-> command-log disable

Release History

Release 6.6.1; command introduced.

Related Commands

show ssh config Displays the contents of the command.log file.
show command-log status Shows the status of the command logging function
(enabled or disabled).

MIB Objects

sessionCliCommandLogEnable
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kill

Kills an active session. The command takes effect immediately.

Kill session_number

Syntax Definitions

session_number Number of the session you want to kill.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use the who command to obtain the session number variable.

e You cannot kill your own session.

e You cannot kill aconnected session where the user has not yet completed the login process. These

sessions appear with username “ (at login)” when displayed with the who command.

Examples

-> kill 3

Release History

Release 6.6.1; command introduced.

Related Commands

who Displays al active login sessions (for example, Console, Telnet,
FTP, HTTP, Secure Shell, and Secure Shell FTP).

MIB Objects

SessionMgr

sessionIndex
sessionRowStatus
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exit

Ends the current CLI session. If the CLI session to the switch was through Telnet, the connection is
closed.

exit

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

If changes were made using the CLI and have not been saved with the copy running-config working
command, awarning message appears asking to confirm the user exit. To save changes, enter N at the
warning prompt and use the copy running-config wor king command.

Examples

-> exit

Release History

Release 6.6.1; command introduced.

Related Commands

kill Kills an active session. The command takes effect immediately.

MIB Obijects

SessionMgr

sessionIndex
sessionRowStatus

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 6-33



whoami
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whoami

Displays the current user session.

whoami

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported

OmniSwitch 6450, 6350

Usage Guidelines

Use the who command to display all sessions on the switch.

Examples

-> whoami
Session number = 5

User name = admin,
telnet,

Access type =
Access port = NI,

IP address = 121.251.17.76,

Read-only domains
Read-only families
Read-Write domains
Read-Write families
End-User profile

output definitions

None,

Session Number
User name
Accesstype

Access port

Ip Address
Read-only domains

Read-only families

Read-Write domains

The session number assigned to the user.

The user name.

Type of access protocol used to connect to the switch.
Switch port used for access during this session.

User |P address.

The command domains available with the user read-only access. See
the table beginning on page 6-35 for alisting of valid domains.

The command families available with the user read-only access. Seethe
table beginning on page 6-35 for alisting of valid families.

The command domains available with the user read-write access. See
the table beginning on page 6-35 for alisting of valid domains.
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output definitions

Read-Writefamilies The command families available with the user read-write access. See
the table beginning on page 6-35 for alisting of valid families.

End-User Profile The name of an end-user profile associated with the user.

Possible values for command domains and families are listed here:

domain families

domain-admin file image bootrom telnet reset dshell debug
domain-system system aip snmp rmon webmgt config
domain-physica chassis module interface pmm flood health
domain-network ipiprmipmripms

domain-layer2 vlan bridge stp 802.1q linkagg ip-hel per
domain-service Idap dhcp dns

domain-security session binding aaa

Release History

Release 6.6.1; command introduced.

Related Commands

who Displays all active login sessions (for example, Console, Telnet,
FTP, HTTP, Secure Shell, and Secure Shell FTP).
kill Kills another user session.

MIB Obijects

SessionActive

sessionIndex
sessionAccessType
sessionPhysicalPort
sessionUserName
sessionUserReadPrivileges
sessionUserWritePrivileges
sessionUserProfileNumber
sessionUserIpAddress
sessionRowStatus
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who

Displays al active login sessions (for example, Console, Telnet, FTP, HTTP, Secure Shell, and Secure
Shell FTP).

who

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
® You can identify your current login session by using IP address.

e This command applies to the following session types: Console, Telnet, SSH, FTP, SFTP, HTTP,

HTTPS, SNMP.
Examples
-> who
Session number = 0
User name = (at login),

Access type = console,
Access port = Local,

IP address = 0.0.0.0,
Read-only domains = None,
Read-only families = ,
Read-Write domains = None,

Read-Write families ,

End-User profile =
Session number = 5

User name = admin,

Access type = telnet,

Access port = NI,

IP address = 128.251.17.176,
Read-only domains = None,
Read-only families = ,
Read-Write domains = All,

Read-Write families = ,
End-User profile =
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who

output definitions

Session Number
User name
Accesstype

Access port

Ip Address
Read-only domains

Read-only families
Read-Write domains
Read-Writefamilies

End-User Profile

The session number assigned to the user.

The user name.

Type of access protocol used to connect to the switch.
Switch port used for access during this session.

User |P address.

The command domains available with the user read-only access. See
the table beginning on page 6-37 for alisting of valid domains.

The command families available with the user read-only access. Seethe
table beginning on page 6-37 for alisting of valid families.

The command domains available with the user read-write access. See
the table beginning on page 6-37 for alisting of valid domains.

The command families available with the user read-write access. See
the table beginning on page 6-37 for alisting of valid families.

The name of an end-user profile associated with the user.

Possible values for command domains and families are listed here:

domain

families

domain-admin

file image bootrom telnet reset dshell debug

domain-system

system aip snmp rmon webmgt config

domain-physical

chassis module interface pmm flood health

domain-network

ip ripiprmipmr ipms

domain-layer2

vlan bridge stp 802.1q linkagg ip-hel per

domain-service

Idap dhcp dns

domain-security

session binding avlan aaa

Release History

Release 6.6.1; command introduced.

Related Commands

whoami
kill

MIB Objects

SessionActive

sessionIndex
sessionAccessType

sessionPhysicalPort

sessionUserName

sessionUserReadPrivileges

Displays current user session.
Kills another user session.
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sessionUserWritePrivileges
sessionUserProfileNumber
sessionUserIpAddress
sessionRowStatus
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show session config

Displays session manager configuration information (for example, default prompt, banner file name,
inactivity timer, login timer, login attempts, and CLI console shell status).

show session config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the configuration commands detailed in this section to modify any of the values displayed.

Examples

-> show session config

Cli Default Full Prompt = User/>,
Cli Default Prompt = User
Cli Default Suffix = />,

Cli Banner File Name =,

Cli Inactivity Timer in minutes = 60

Ftp Banner File Name =,

Ftp Inactivity Timer in minutes = 60

Http Inactivity Timer in minutes = 60
Login Timer in seconds = 60
Maximum number of Login Attempts = 2

output definitions

Cli Default Full Prompt Displays the default command logging prompt.

Cli Default Prompt Default prompt displayed for CLI sessions.

Cli Default Suffix Displays the default suffix of the prompt.

Cli Banner File Name Name of the file that contains the banner information that appears
during aCLI session.

Cli Inactivity Timer in Inactivity timer value (in minutes) for CLI sessions. The user islogged

minutes off when this value is exceeded.

Ftp Banner File Name Name of the file that contains the banner information that appears
during an FTP session.

Ftp Inactivity Timer in Inactivity timer value (in minutes) for FTP sessions. The user islogged

minutes off when thisvalue is exceeded.
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Session Management Commands

output definitions (continued)

Http Inactivity Timer in
minutes

Login Timer in seconds

Maximum number of Login
Attempts

Inactivity timer value (in minutes) for HTTP (including WebView)
sessions. The user islogged off when this value is exceeded.

The amount of time the user can take to accomplish a successful login
to the switch. If the timeout period is exceeded, the TCP connection is
closed by the switch.

The number of times a user can attempt unsuccessfully to log in to the
switch before the TCP connection is closed.

Release History

Release 6.6.1; command introduced.
Release 6.7.2.R07; output fields Cli Default Full Prompt and Cli Default Suffix added.

Related Commands

session prompt default
session banner
session timeout

session login-attempt
session login-timeout
session prompt suffix

MIB Obijects

SessionConfigTable
sessionType
sessionBannerFileName

Configures the default CL1 prompt for console and Telnet sessions.
Sets the file name of the user—defined banner.

Configures the inactivity timer for aCLI, HTTP (including
WebView), or FTP interface.

Sets the number of times a user can attempt to log in to the switch
unsuccessfully before the TCP connection is closed.

Sets the amount of time the user can take to accomplish a successful
login to the switch.

Allows to modify the default suffix for all the CLI sessions.

sessionInactivityTimerValue
sessionDefaultPromptSuffix
sessionDefaultPromptString
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show session xon-xoff

Displays whether the console port is enabled or disabled for XON-XOFF.

show session xon-xoff

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The switch can interpret noise from an RS232 line as Control-S (XOFF). If the console port is enabled for
XON-XOFF (through the session xon-xoff command), traffic to the console port can be stopped.

Examples

-> gshow session xon-xoff
XON-XOFF Enabled

Release History

Release 6.6.1; command introduced.

Related Commands

session xon-xoff Enabl es/disables the X ON-X OFF protocol on the console port.

MIB Objects

sessionXonXoffEnable
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more size

Specifies the number of lines that your console screen must display.

moresizelines

Syntax Definitions

lines Specify the number of lines for your console to display.
Defaults

parameter default

lines 128

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e |f the display from the switch contains more lines than specified with this command, the switch
displays only the number of lines specified. The last line on your console displays as follows:

More? [next screen <sp>, next line <cr>, filter pattern </>, quit </>]

e Todisplay more lines, press the space bar to show another full screen, press Enter to show the next
line, or press g to quit the display and return to the system prompt.

Examples

-> more size 12
-> more size 30

Release History

Release 6.6.1; command introduced.

Related Commands

more Enables the more mode for your console screen display.

show more Shows the enabl e status of the more mode along with the number of
lines specified for the screen display.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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more

Enables the more mode for your console screen display.
more

nomore

Syntax Definitions
N/A

Defaults
Disabled

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command enables the mor e mode where your console screen display is determined by the value set
with the mor e size command.

Examples

-> more
-> O more

Release History

Release 6.6.1; command introduced.

Related Commands

show more Shows the number of TTY lines and columns to be displayed.
more size Specifies the number of lines that your console screen must display.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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show more

Shows the enabl e status of the more mode aong with the number of lines specified for the screen display.

show more

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ This command shows the enable status of the mor e mode.

e The number of lines displayed is the value set with the mor e size command.

Examples

-> show more
The more feature is enabled and the number of line is set to 12

Release History

Release 6.6.1; command introduced.

Related Commands

more Enables the more mode for your console screen display.
more size Specifies the number of lines that your console screen must display.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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telnet

Invokes a Telnet session. A Telnet session is used to connect to a remote system or device.

telnet {host_name | ip_address}

Syntax Definitions

host_name Specifies the host name for the Telnet session.
ip_address Specifies the IP address for the Telnet session.
Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Toabort aTelnet session, enter CTRL + ] and then CTRL + D. Refer to your switch User Manual for
more information on using Telnet.

¢ You can establish up to five concurrent |Pv4 or |Pv6 telnet client sessions.
e You can establish up to four concurrent IPv4 or IPv6 telnet sessions (when the switch acts as a telnet

server).

Examples

-> telnet 172.17.6.228
Trying 172.17.6.228...
Connected to 172.17.6.228.
Escape character is '*]'.

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet6 Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a
remote system or device over an |Pv6 network
ssh Invokes the Secure Shell on the switch. A Secure Shell isused to make a

secured connection to a remote system or device.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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telnet6

Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a remote system or device over an
IPv6 network.

telnet6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address for the Telnetv6 server.
hostname Specifies the hostname for the Telnetv6 server.
if_name The name of the interface used to reach the Telnetv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Toabort aTelnet session, enter CTRL + ] and then CTRL + D. Refer to your switch-specific User
Manual for more information on using Telnet.

e |f the sessionisinvoked using the server link-local address, the source interface name must be
provided.

® You can establish up to five concurrent IPv4 or IPv6 telnet client sessions.
e You can establish up to four concurrent |Pv4 or |Pv6 telnet sessions (when the switch acts as atelnet

server).

Examples

-> telnet6 fe80::a00:20ff:fea8:8961 intfl
-> telnete6e ::1
-> telneté6 Sun.com

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet Invokes a Telnet session. A Telnet session is used to connect to aremote
system or device.
ssh6 Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a

secured connection to an SSHv6 server.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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ssh

Invokes Secure Shell on the switch. Secure Shell is used to make a secured connection to aremote system
or device.

ssh {tcp-port port-number | host_name | ip_address | enable | disable}

Syntax Definitions

ort-number ecifies the TCP port number to be used for SSH.

p p
The TCP port numbers that can be configured for SSH port are either
default port 22 or port numbers in the range 2048 - 65535.

host_name Specifies the host name for Secure Shell.

ip_address Specifies the | P address for Secure Shell.

enable Administratively enables Secure Shell on the switch.
disable Administratively disables Secure Shell on the switch.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e You must have avalid username and password for the specified host.
® You can establish one SSH session from an Omni Switch when it acts as Client.

e You can establish eight SSH sessions towards an Omni Switch when it acts as Server. A maximum of
three SSH sessions are allowed in a minute (utilities such as keyscan is also considered as avalid
session). More than three sessions in a minute result in an SSH attack. A minute after an attack, only
one SSH session per minute is allowed. If there isno SSH session created for the next three minutes
after an attack, a maximum of three SSH sessions are allowed for a minute again.

¢ The configured TCP port number will be saved in the switch file /flash/networ k/sshConfig.cfg. The
switch must be rebooted after configuring the TCP port number.

e Waell-known reserved TCP port numbers (1-1024) and the IP ports which are internally used cannot be
configured for the SSH TCP port.

Examples

-> ssh enable

-> ssh tcp-port 2048
-> gsh 172.155.11.211
login as:
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Release History

Release 6.6.1; command introduced.
Release 6.7.1 R02; tcp-port parameter introduced.

Related Commands

telnet
sftp
ssh6

show ssh config

MIB Obijects

aaaAcctSATable
aaacsInterface

alaSshConfigGroup
alaSshAdminStatus

Invokes a Telnet session. A telnet session is used to connect to aremote
system or device.

Starts an SFTP session. An SFTP session provides a secure file transfer
method.

Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a
secured connection to an SSHv6 server.

Displays the status of Secure Shell, SCP/SFTP on the switch.
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sshé6

Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a secured connection to an SSHv6
server.

ssh6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address for Secure Shell.
hostname Specifies the host name for Secure Shell.
if_name The name of the interface used to reach the sshv6 server, if thetarget has

been specified using the link-local address.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Y ou must have avalid username and password for the specified host.

If the session isinvoked using the server link-local address, the source interface name must be
provided.

Y ou can establish one SSH6 session from an Omni Switch (when it acts as Client) and up to eight
SSH6 sessions towards an Omni Switch (when it acts as Server).

A console or atelnet session can handle only one SSHv6 client session

At anytime, there can be only one SSH client session (either SSHv4 or SSHv6) to any SSH server.

Examples

-> sshé fe80::a00:20ff:fea8:8961 intl
-> gshé ::1
-> gsshé Sun.com

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet6
sftp6
ssh

show ssh config

MIB Obijects

aaaAcctSATable
aaacsInterface

alaSshConfigGroup
alaSshAdminStatus

Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a
remote system or device over an |Pv6 network

Starts an SFTPv6 session. An SFTPv6 session provides a securefile
transfer method.

Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.

Displays the status of Secure Shell, SCP/SFTP on the switch.

page 6-52

OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



Session Management Commands ssh enforce pubkey-auth

ssh enforce pubkey-auth

Enables or disables Secure Shell public key and password authentication. When enabled, password
authentication is not allowed.

ssh enfor ce pubkey-auth {enable | disable}

Syntax Definitions

enable Enforces only SSH public key authentication.

disable Enforces both SSH public key and password authentication.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

If apublic key file (thomas_dsa.pub) exists in the flash/networ k/pub directory on the switch, public key
authentication is used even if this method of authentication is disabled using this command. Rename,
move, or delete the public key file to ensure that public key authentication is disabled.

Examples

-> ssh enforce pubkey-auth enable

Release History

Release 6.6.1; command introduced.

Related Commands

telnet InvokesaTelnet session. A Telnet session isused to connect to aremote
system or device.

sftp Starts an SFTP session. An SFTP session provides a secure file transfer
method.

MIB Objects

alaSshConfigGroup
alaSshPubKeyEnforceAdminStatus
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show ssh config

Displays the status of Secure Shell, SCP/SFTP on the switch.
show ssh config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show ssh config

SSH = Enabled

SCP/SFTP = Enabled

Public Key Authentication Enforced = False

output definitions

SSH Displays the SSH status (enabled or disabled).

SCP/SFTP Displays the SCP/SFTP status (enabled or disabled).

Public Key Authentication Displays whether the Public Key Authentication is enforced. Options
Enforced includetrue or false.

Release History

Release 6.6.1; command introduced.
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Related Commands

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.
ftp6 Enables or disables secure copy (SCP) and secure FTP (SFTP) at the

same time on the switch.

MIB Objects

alaSshConfigGroup

alaSshAdminStatus
alaScpSftpAdminStatus
alaSshPubKeyEnforceAdminStatus
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g g

show command-log

Displays the contents of the command.log file. Thisfile contains arecord of al CLI commands run on the
switch since the command logging function was enabled. For more information on enabling and disabling
command logging, refer to page 6-31.

show command-log

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The show command-log command lists the CLI commands in the descending order. In other words,
the most recent commands are listed first. In the following example, the command-log enable syntax
isthe least recent command logged; theip interface Marketing address 17.11.5.2 vlan 255 syntax is
the most recent.

By default, command logging is disabled. To enable command logging on the switch, use the
command-log command.

Command history is archived to the command.log file. If thisfile is removed, the command history is
no longer available. In addition, the command.log file has a 66,402 byte capacity. This capacity allows
up to 100 commands; if the maximum capacity is reached, only the 100 most recent commands are

displayed.

Examples

-> show command-log
Command : ip interface Marketing address 17.11.5.2 vlan 255

UserName : admin

Date : FRI JAN 09 00:20:01
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : ip interface "Distribution" 11.255.14.102 vlan 500 local-proxy-arp

UserName : admin

Date : FRI JAN 09 00:19:44
Ip Addr : 128.251.19.240
Result : ERROR: Ip Address must not belong to IP VLAN 44 subnet

Command : command-log enable

UserName : admin

Date : FRI JAN 09 00:18:49
Ip Addr . 128.251.19.240
Result : SUCCESS
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show command-log

output definitions

Command
User Name

Date

IpAddr
Result

The exact syntax of the command, as entered by the user.

The name of the user session that entered the command. For more
information on different user session names, refer to the user command
page, or the “Managing Switch User Accounts’ chapter in the OmniS-
witch AOS Release 6 Switch Management Guide.

The date and time, down to the second, when the command was
entered.

The |P address of the terminal from which the command was entered.

The outcome of the command entry. Options include SUCCESS and
ERROR. For erroneous command entries, the same error details
presented by the switch at the time the command was entered are also
displayed in the log file.

Release History

Release 6.6.1; command introduced.

Related Commands

command-log

show command-log status

MIB Obijects

Enables or disables command logging on the switch.

Shows the status of the command logging function (enabled or
disabled).

sessionCliCommandLogEnable
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show command-log status

Shows the status of the command logging function (enabled or disabled). For more information on
enabling and disabling command logging, refer to the command-log command.

show command-log status

Syntax Definitions
N/A

Defaults
Command logging is disabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show command-log status
CLI command logging : Enable

output definitions

CLI command logging The status of command logging on the switch. Optionsinclude Disable
and Enable. Disable indicates that the command logging
function is currently disabled (default). Enable indicates that the
command logging function has been enabled through the
command-log command. For more information, refer to page 6-31.

Release History

Release 6.6.1; command introduced.

Related Commands

command-log Enables or disables command logging on the switch.
show ssh config Displays the contents of the command.log file.

MIB Obijects

sessionCliCommandLogStatus
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7 File Management
Commands

This chapter includes descriptions for CLI commands used to manage files on the switch. Severa of these
commands are used to create, move, and delete both files and directories in the OmniSwitch flash direc-
tory. Other commands allow you to change command privileges and to monitor the switch’s memory.

MIB information for the system commands is as follows:

Filename: AlcatelIND1System.mib
Module:  ALCATEL-IND1-SYSTEM-MIB

Filename: AlcatelIND1Chassis.mib
Module; ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1Ssh.mib
Module; ALCATEL-IND1-SSH-MIB
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A summary of the available commandsis listed here:

File System cd
pwd
mkdir
rmdir
Is
dir
rename
rm
delete
cp
SCp
mv
move
chmod
attrib
freespace
fsck
newfs
rep
rrm
ris

System Services Vi
view
tty
show tty
more
ftp
ftp6
scp-sftp
show ssh config
sftp
sftp6
tftp
rz
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cd

Changes the switch’s current working directory.

cd [path]

Syntax Definitions

path Specifies a particular working directory. If no path is specified, the
switch's working directory is changed to the top level.

Defaults
The switch’s default working directory is /flash.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Up to 255 characters may be used for afully qualified path.

e A path can contain up to a maximum of seven (7) directories, including /flash.

e Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.

Examples

-> cd
-> cd test path

Release History

Release 6.6.1; command was introduced.
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cd

File Management Commands

Related Commands

pwd
mkdir
rmdir

dir

MIB Obijects

systemServices

Displays the switch’s current working directory.
Creates a new directory.
Deletes an existing directory.

Displays the contents of a specified directory or the current working

directory.

Displays the contents of a specified directory or the current working

directory.

systemServicesWorkingDirectory
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File Management Commands pwd

pwd

Displays the switch’s current working directory.

pwd

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.
Examples

-> pwd

/flash

Release History

Release 6.6.1; command was introduced.

Related Commands

cd Changes the switch’s current working directory.

mkdir Creates a new directory.

rmdir Deletes an existing directory.

Is Displays the contents of a specified directory or the current working
directory.

dir Displays the contents of a specified directory or the current working
directory.

MIB Objects

systemServices

systemServicesWorkingDirectory

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 7-5



mkdir File Management Commands

mkdir

Creates anew directory.

mkdir [path/]dir

Syntax Definitions

path The path in which the new directory is being created. If no path is speci-
fied, the new directory is created in the current path.

dir A user-defined name for the new directory. Up to thirty-two (32) charac-
ters may be used (for example, test_directory).

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Be sureto separate path directories with aslash (/). Refer to the examples below.

Up to 255 characters may be used for afully qualified path.
e A path can contain up to a maximum of seven (7) directories including /flash.
¢ Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.

Examples

-> mkdir test directory
-> mkdir flash/test directory

Release History

Release 6.6.1; command was introduced.

page 7-6 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



File Management Commands

mkdir

Related Commands

cd
pwd
rmdir
Is

dir

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Deletes an existing directory.

Displays the contents of a specified directory or the current working
directory.

Displays the contents of a specified directory or the current working
directory.
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File Management Commands

rmdir

Deletes an existing directory.

rmdir [path/]dir

Syntax Definitions

path

dir
Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The path containing the directory to be removed. If no path is specified,
the command assumes the current path.

The name of the existing directory being removed. Up to thirty-two (32)
characters may be used (for example, test_directory).

e Be sureto separate path directories with aslash (/). Refer to the examples below.

e Up to 255 characters may be used for the specified path.

e Thiscommand can also be used on the secondary CMM.

Examples

-> rmdir ../working
-> rmdir flash/working

Release History

Release 6.6.1; command was introduced.
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rmdir

Related Commands

cd
pwd
mkdir
Is

dir

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Creates a new directory.

Displays the contents of a specified directory or the current working
directory.

Displays the contents of a specified directory or the current working
directory.
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Is

Displays the contents of a specified directory or the current working directory.

Is[-r] [[path/]dir]

Syntax Definitions

-r

Optional syntax that displays the contents of the current directory in
addition to recursively displaying all subdirectories. Be suretoinclude a
space between the syntax Isand -r (that is, Is-r).

path/ Specifies the path (that is, location) of a particular directory to be dis-
played. If no path is specified, the command assumes the current loca-
tion.

dir Specifies a particular directory to be displayed. If no directory nameis
specified, the contents of the current working directory are displayed.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Be sure to separate multiple path directories with a slash (/).

Up to 255 characters may be used for afully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

File and directory names can include only the following character types. a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

This command can also be used on the secondary CMM.
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Examples

-> 1s

Listing Directory

-TwW
drw
drw
drw
-rw
-rw
-TwW
-rw
-rw

268
2048
2048
2048

115837
185
706

127640
354

Oct
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep

/flash:

2
29

2
27
27
29
29
29
29

09:
15:
05:
12:
15:
14:
14:
14:

15

54
36
32
26
30
19
52
52

:48

3143680 bytes free

Release History

boot .params
certified/
working/
switch/
debug. lnk
phwi
incrsrc2
pktgen.o
incrsrc

Release 6.6.1; command was introduced.

Related Commands

cd
pwd
mkdir
rmdir
dir

MIB Objects

systemServices

systemServicesArgl

systemServicesAction

Changes the switch’s current working directory.
Displays the switch's current working directory.
Creates anew directory.

Deletes an existing directory.

Displays the contents of a specified directory or the current working

directory.
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dir
Displays the contents of a specified directory or the current working directory.

dir [[path/]dir]

Syntax Definitions

path/ Specifies the path (that is, location) of a particular directory to be dis-
played. If no path is specified, the command assumes the current loca-
tion.

dir Specifies a particular directory to be displayed. If no directory nameis

specified, the contents of the current working directory are displayed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Be sureto separate multiple path directories with a slash (/).

e Up to 255 characters may be used for afully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

¢ Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.
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File Management Commands

dir

Examples

-> dir /certified

Listing Directory /certified:

drw
drw
-rw
-rw
-rw
-rw
-TwW
-rw
-rw
-rw
-rw
-rw

2048
2048
3555538
1824898
2929
10526922
9393680
1452
1348241
2478362
349555
256

Jul
Aug
Jul
Jul
Jul
Jul
Jun
Jun
Jul
Jul
Jul
Jul

2

1
2

© U1 U1 U1 OO Ul Ul Ul Ul ©

11:
13:
09:
09:
09:
09:
10:
18:
09:
09:
09:
11:

05
54
37
37
37
37
35
23
36
37
37
05

2390016 bytes free

Release History

-/

-/
Jeni.img
Jos.img

Jrelease.img
Jbase.img
Jeni2.img
boot.cfg
Jadvrout.img
Jdiag.img
Jsecu.img
random-seed

Release 6.6.1; command was introduced.

Related Commands

cd

pwd
mkdir
rmdir

MIB Obijects

systemServices

systemServicesArg22
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Creates a new directory.

Deletes an existing directory.

Displays the contents of a specified directory or the current working

directory.
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rename

Renames an existing file or directory.

rename [path/]old_name [path/]new_name

Syntax Definitions

path/ Specifies the particular path (that is, location) containing the file or
directory to be renamed. If no path is specified, the command assumes
the current directory.

old_name The name of the existing file or directory to be renamed.

new_name The new user-defined file or directory name. Up to thirty-two (32) char-
acters may be used.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Be sureto separate path directories and file names with a slash (/). Refer to the examples below.

Up to 255 characters may be used for afully qualified path.
e A path can contain up to a maximum of seven (7) directories including /flash.
e Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.

Examples

-> rename flash/working/asc.l.snap new file

Release History

Release 6.6.1; command was introduced.
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File Management Commands rename

Related Commands

cp Copies an existing file or directory.
mv Moves an existing file or directory to a new location.
move Moves an existing file or directory to a new location.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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rm

Permanently deletes an existing file. This command can a so delete adirectory if the -r keyword is used.

rm [-r] [path/]filename

Syntax Definitions

-r Syntax that recursively removes directories, as well as any associated
subdirectories and files. Be sure to include a space between the syntax
rmand -r (that is, rm -r).

path The path (that is, location) containing the file being removed. If no path
is specified, the command assumes the current directory.

filename The name of the existing file being deleted. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Be sureto separate path directories and file names with a slash (/). Refer to the examples below.

e Use care when deleting files. Depending on your switch and network configurations, specific configu-
ration and image files has to be present for your system to work properly.

e Thiscommand can also be used on the secondary CMM.

Examples

-> rm test_config file
-> rm flash/test config file

Release History

Release 6.6.1; command was introduced.

Related Commands

delete Deletes an existing file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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File Management Commands

delete

delete

Deletes an existing file.
delete [path/]filename

Syntax Definitions

path/ The path (that is, location) containing the file being removed. If no path
is specified, the command assumes the current directory.

filename The name of the existing file being removed. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Be sureto separate path directories and file names with a slash (/). Refer to the examples below.

e Use care when deleting files. Depending on your switch and network configurations, specific configu-
ration and image files has to be present for your system to work properly.

e Thiscommand can also be used on the secondary CMM.

Examples

-> delete test config file
-> delete flash/test _config file

Release History

Release 6.6.1; command was introduced.

Related Commands

rm Deletes an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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File Management Commands

cp

Copies an existing file. This command can also copy adirectory if the -r keyword is used.

cp [-r] [path/]orig_filename [dest_path/]dupl_filename

Syntax Definitions

-r

Syntax that recursively copies directories, as well as any associated sub-
directories and files. Be sure to include a space between the syntax cp
and -r (that is, cp -r).

path/ Specifies the path containing the origina file to be copied. If no path
name is specified, the command assumes the current path.

orig_filename The name of the existing file to be copied.

dest_path/ Specifies the destination path for the resulting file copy. If no destina-

tion path is specified, the file copy is placed in the current path.

dupl_filename The new user-defined file name for the resulting file copy. If you are

copying afileto the same directory as the original, the file name for the
copy hasto be different from the original. Up to thirty-two (32) charac-
ters may be used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Y ou have to verify that your switch’s /flash directory has enough available memory to hold the new
files and directories that results from using the cp -r command.

A file may be copied to a new location; you are not required to copy afile to the same directory that
containsthe original.

Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
Up to 255 characters may be used for afully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

File and directory names can include only the following character types. a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

This command can also be used on the secondary CMM.
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Examples

-> cp flash/snapshots/asc.1l.snap flash/snapshot/snapshot copy
-> cp flash/snapshots/asc.1l.snap snapshot copy

-> cp asc.l.snap flash/snapshot/snapshot copy

-> cp asc.l.snap snapshot copy

Release History

Release 6.6.1; command was introduced.

Related Commands

mv Moves an existing file or directory to a new location.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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File Management Commands

scp

Copies an existing file in a secure manner.

scp user_name@remote_ip_addr:[path/]source [ path/]tar get

scp [path/]source user_name@remote_ip_addr: [path/[target

Syntax Definitions

user_name@remote ip_addr:  The username along with the IP address of the remote switch.

path/ Specifies the path containing the file to be copied and the path where the
fileiscopied.

source The name of the file(s) to be copied.

target The new user-defined file name for the resulting file copy. Up to thirty-

two (32) characters may be used.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command prompts you to enter the admin password, and the names and the path of the files being
copied is displayed.

A file may be copied to a new location; you are not required to copy afile to the same directory that
contains the original .

Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
Up to 255 characters may be used for afully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

File and directory names can include only the following character types. a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

If SCPisnot enabled, use the scp-sftp command to enableit.
SCP is not supported between OmniSwitch and Windows currently.
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Examples

-> scp admin@l172.17.11.13:/flash/working/Kos.img /flash/working/Kos.img
admin's password for keyboard-interactive method:

Fetching /flash/working/Kos.img to /flash/working/Kos.img
Connection to 172.17.11.13 closed.

-> scp /flash/working/Kos.img admin@l72.17.11.13:/flash/working/Kos.img
admin's password for keyboard-interactive method:

Uploading /flash/working/Kos.img to /flash/working/Kos.img
Connection to 172.17.11.13 closed.

-> scp admin@l72.17.11.13:/flash/working/*.img /flash/working
admin's password for keyboard-interactive method:

Fetching /flash/working/K2os.img to /flash/working/K2os.img
Fetching /flash/working/Kadvrout.img to /flash/working/Kadvrout.img
Fetching /flash/working/Kbase.img to /flash/working/Kbase.img
Fetching /flash/working/Keni.img to /flash/working/Keni.img
Fetching /flash/working/Kos.img to /flash/working/Kos.img

Fetching /flash/working/Krelease.img to /flash/working/Krelease.img
Fetching /flash/working/Ksecu.img to /flash/working/Ksecu.img
Connection to 172.17.11.13 closed.

Release History

Release 6.6.1; command was introduced.

Related Commands

mv Moves an existing file or directory to a new location.

MIB Obijects

systemServices
systemServicesArgl

systemServicesArg2
systemServicesAction
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mv

Moves an existing file or directory to a new location.

mv {[path/]filename dest_path[/new_filename] | [path/]dir dest_path[/new_dir]}

Syntax Definitions

path/
filename
dest_path/
new_filename
dir

new_dir

Defaults
N/A

Platforms Supported

Omni Switch 6450, 6350

Usage Guidelines

Specifiesthe path (that is, location) containing the file or directory being
moved. If no path name is specified, the command assumes the current
path.

Specifies the name of the existing file to be moved.

Specifies the destination path (that is, new location) for the file or direc-
tory that is being moved.

Specifies anew file name for the file being moved. If anew nameis not
specified, the existing name is used.

Specifies the name of the existing directory to be moved.

Specifies anew directory name for the directory being moved. If a new
name is not specified, the existing name is used.

¢ The mv command does not make a copy of thefile or directory being moved. To copy afile or direc-
tory to the current path or to a new location, use the cp command on page 7-18.

¢ Be sureto separate path directories and file names with a slash (/). Refer to the examples below.

e Up to 255 characters may be used for afully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

¢ Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),

dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.

Examples

-> mv flash/asc.l.snap flash/backup files/asc.l.snap
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Release History

Release 6.6.1; command was introduced.

Related Commands

rename Renames an existing file or directory.
cp Copies an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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File Management Commands

move

Moves an existing file or directory to a new location.

move {[path/]filename dest_path[/new_filename] | [path/]dir dest_path[/new_dir]}

Syntax Definitions

path/
filename
dest_path/
new_filename
dir

new_dir

Defaults
N/A

Platforms Supported

Omni Switch 6450, 6350

Usage Guidelines

Specifiesthe path (that is, location) containing the file or directory being
moved. If no path name is specified, the command assumes the current
path.

Specifies the name of the existing file to be moved.

Specifies the destination path (that is, new location) for the file or direc-
tory that is being moved.

Specifies anew file name for the file being moved. If anew nameis not
specified, the existing name is used.

Specifies the name of the existing directory to be moved.

Specifies anew directory name for the directory being moved. If a new
name is not specified, the existing name is used.

¢ The move command does not make a copy of the file or directory being moved. To copy afile or direc-
tory to the current path or to a new location, use the cp command.

¢ Be sureto separate path directories and file names with a slash (/). Refer to the examples below.

e Up to 255 characters may be used for afully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

¢ Aswith files names, up to thirty-two (32) characters may be used for adirectory name.

¢ Fileand directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),

dots (.), and underscores ().

e Thiscommand can also be used on the secondary CMM.

Examples

-> move flash/asc.l.snap flash/backup files/asc.l.snap
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Release History

Release 6.6.1; command was introduced.

Related Commands

rename Renames an existing file or directory.
cp Copies an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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chmod

Changes the write privileges for a specified file.
chmod {+w | -w} [path/]file

Syntax Definitions

+w Enables read-write privileges for the file.

-w Disables write privileges for the file—that is, the file becomes read-
only.

path/ The path containing the file for which privileges are being changed. Be

sure to separate path directories and file names with aslash (/). Up to
255 characters may be used for the specified path. Also, a path may con-
tain a maximum of thirty-two (32) directories.

file The name of the file for which read-write privileges are being changed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples

-> chmod +w vlan.config
-> chmod -w flash/backup configs/vlan.config

Release History

Release 6.6.1; command was introduced.

Related Commands

attrib Changes the write privileges for a specified file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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attrib

Changes the write privileges for a specified file.
attrib {+w | -w} [path/]file

Syntax Definitions

+w Enables read-write privileges for the file.

-w Disables write privileges for the file—that is, the file becomes read-
only.

path/ The path containing the file for which write privileges are being

changed. Be sure to separate path directories and file names with aslash
(/). Up to 255 characters may be used for the specified path. Also, a path
may contain a maximum of thirty-two (32) directories.

file The name of the file for which write privileges are being changed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples

-> attrib +w vlan.config
-> attrib -w flash/backup configs/vlan.config

Release History

Release 6.6.1; command was introduced.

Related Commands

chmaod Changes the write privileges for a specified file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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freespace

Displays the amount of free space available in the /flash directory.
freespace [/flash]

Syntax Definitions

/flash Optional syntax. The amount of free space is shown for the /flash direc-
tory.

Defaults

N/A

Usage Guidelines
N/A

Platforms Supported
Omni Switch 6450, 6350

Examples

-> freespace /flash
/flash 3143680 bytes free

-> freespace
/flash 3143680 bytes free

Release History

Release 6.6.1; command was introduced.

Related Commands

fsck Performs afile system check, including diagnostic information in the
event of file corruption. If the fsck command detects a problem with the
/flash file system, amessage is displayed indicating the problem, along
with any steps needed to resolve it.

MIB Obijects

SystemFileSystemTable

systemFileSystemFreespace
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fsck

Performs afile system check, including diagnostic information in the event of file corruption.

fsck /flash [no-repair | repair]

Syntax Definitions

/flash Indicates that the file system check is performed on the /flash directory.
no-repair Performs only the file system check on the /flash directory.
repair Performs file system check on the /flash directory and also repairs any

errors found on the file system.

Defaults
parameter default
no-repair | repair no-repair

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e Thefile system check is performed on the /flash directory by default.

e Specifying the parameter repair along with the command performs the file system check and also
repairs any errors found. The switch displays the errors found and specify those errors that have been
repaired. If there are no errors found, then just the file system information is displayed.

e Thiscommand only appliesto the primary and secondary CMM in an Omni Switch chassis-based
switch or the primary and secondary switch in an OmniSwitch stack.

Examples

-> fsck /flash no-repair
/flash/ - disk check in progress ...
/flash/ - Volume is OK

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: 0
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: 0
total bytes in lost chains: 0

(Example Continued on Next Page)
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-> fsck /flash repair

/flash/ - disk check in progress
/flash/ - Volume is OK

Change volume Id from 0x0 to Oxef2e3c

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: 0
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: 0
total bytes in lost chains: 0

Release History

Release 6.6.1; command was introduced.

Related Commands

freespace Displays the amount of free space available in the /flash directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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newfs

Deletes a complete /flash file system and all files withiniit, replacing it with anew, empty /flash file
system. Use this command when you want to reload all filesin the file system or in the unlikely event that
the /flash file system becomes corrupt.

newfs /flash

Syntax Definitions

/flash Required syntax. Thisindicates that the complete flash file system is
replaced.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ |tisrecommended that you preserve all required image and configuration files by saving themto a
remote host before executing the newfs command.

¢ Do not power-down the switch after running the newfs command until you reload al required image
and configuration files.

e Thiscommand can also be used on the secondary CMM.

Examples

-> newfs /flash

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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rep

Copies afile from aprimary to anon-primary switch in a stack and vice versa.

rcp [slot:] source filepath [slot:] destination_filepath

Syntax Definitions

dot The slot number of the non-primary switch in a stack.
source_filepath The name and path of the sourcefile.
destination_filepath The name and path of the destination file.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

On switchesin a stack configuration, this command copies afile from any non-primary switch to the
primary switch in a stack. Y ou have to specify the slot number on these switches.

Examples
-> rcp 3:/flash/file.txt file.txt

-> rcp /flash/working/file.txt 3:/flash/working/file.txt

Release History

Release 6.6.1; command was introduced.

Related Commands

rrm Removes afile from asecondary CMM or from anon-primary switchin
astack.
rls Displays the content of anon primary CMM in a switch or a non-pri-

mary switch in a stack.

MIB Objects

chasSupervisionRfsLsTable

alcatelINDlChassisSupervisionRfsCommands
chasSupervisionRfsCommandsSlot
chasSupervisionRfsCommandsCommand
chasSupervisionRfsCommandsSrcFileName
chasSupervisionRfsCommandsDestFileName
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rrm

Removes afile from a non-primary switch in a stack.

rrm slot filepath

Syntax Definitions

dot The slot number of the non-primary switch in a stack.
filepath The name and path of thefile to be deleted.
Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

On switches in a stacked configuration, this command deletes a file from any non-primary switch. You
have to specify the slot number on these switches.

Examples

-> rrm 5 /flash/boot.params

Release History

Release 6.6.1; command was introduced.

Related Commands

rcp Copies afile from anon-primary switch to a primary switch in a stack.

rls Displays the content of anon primary CMM in a switch or anon-pri-
mary switch in a stack.

MIB Obijects

chasSupervisionRfsLsTable

alcatelINDlChassisSupervisionRfsCommands
chasSupervisionRfsCommandsSlot
chasSupervisionRfsCommandsCommand
chasSupervisionRf sCommandsSrcFileName
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ris

Displays the content of a non-primary switch in a stack.

rlsdot directory [file_name]

Syntax Definitions

dot The slot number of the non-primary switch in a stack.
directory The name of the directory on the non-primary switch.
file_name Thefile to be displayed on the non-primary switch.
Defaults

By default, al filesin the specified directory are displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command displays directory content on any non-primary switch in a stack. Y ou have to specify the
slot number on these switches.

Examples

-> rls 5 /flash

-rw 324 Mar 3 11:32 boot .params

drw 2048 Mar 3 11:32 certified/

drw 2048 Mar 3 11:32 working/

-rw 64000 Mar 7 09:54 swlogl.log

-rw 29 Feb 5 2023 policy.cfg

-rw 3369019 Mar 3 11:20 cs_system.pmd
-rw 394632 Jan 1 1980 bootrom.bin

-rw 511096 Jan 1 1980 miniboot .backup
-rw 511096 Jan 1 1980 miniboot.default
drw 2048 Feb 25 06:34 network/

drw 2048 Mar 3 11:29 switch/

-rw 256 Mar 3 11:29 random-seed

Release History

Release 6.6.1; command was introduced.
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Related Commands

rcp Copies afile from a secondary CMM to a primary CMM or from a non-
primary switch to a primary switch in a stack.

rem Removes afile from asecondary CMM or from anon-primary switchin
astack.

MIB Objects

chasSupervisionRfsLsTable

chasSupervisionRfsLsFileIndex
chasSupervisionRfsLsSlot
chasSupervisionRfsLsDirName
chasSupervisionRfsLsFileName
chasSupervisionRfsLsFileType
chasSupervisionRfsLsFileSize
chasSupervisionRfsLsFileAttr
chasSupervisionRfsLsFileDateTime
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File Management Commands

Launches the switch’s UNIX-like Vi text editor. The Vi file editor allows you to view or edit the contents
of aspecified text file.

vi [path/]filename

Syntax Definitions

path The path (that is, location) containing the file being viewed or edited. If
no path is specified, the command assumes the current directory.

filename The name of the existing file being viewed or edited. Up to thirty-two
(32) characters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Until you exit the switch’' s file editor, all keystrokesis passed to the text editor rather than the switch's
command line.

e Thiscommand can also be used on the secondary CMM.

Examples

-> vi test_config file

Release History

Release 6.6.1; command was introduced.

Related Commands

view Allows you to view the contents of a specified file by invoking the Vi
text editor in read-only mode.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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view

Allows you to view the contents of a specified file by invoking the Vi text editor in read-only mode.

view [path/]filename

Syntax Definitions

path The path directory leading to the file being viewed. If no path is speci-
fied, the command assumes the current directory.

filename The name of the existing file being viewed. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples

-> view flash/text file.txt

Release History

Release 6.6.1; command was introduced.

Related Commands

Vi Launches the switch’s Vi text editor.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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ty

Specifies the number of lines and columns to be displayed on the terminal screen while the switch isin the
edit file mode.

tty lines columns

Syntax Definitions
lines The number of linesto be displayed on the terminal emulation screen for
the current session. Values may range from 10 to 150.

columns The number of columnsto be displayed for each line. One columnisthe
same width as asingle text character. Values may range from 20 to 150.

Defaults

parameter default
lines 24
columns 80

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ The number of lines and columns set with this command control the screen size when the switch is
editing or viewing atext file with the vi or more commands.

¢ The values set with this command do not control the CLI screen when the switch is operating in normal
mode.

e Thiscommand can also be used on the secondary CMM.

Examples

-> tty 10 60

Release History

Release 6.6.1; command was introduced.
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Related Commands

show tty Displayscurrent TTY settings.
more Displays a switch text file onto the console screen.

MIB Objects

systemServices

systemServicesTtyLines
systemServicesTtyColumns
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show tty

Displayscurrent TTY settings.
show tty

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Shows the settings made with the tty command.

e Thiscommand can aso be used on the secondary CMM.

Examples

-> show tty
lines = 24, columns = 80

Release History

Release 6.6.1; command was introduced.

Related Commands

tty Specifies the number of TTY lines and columns to be displayed.

MIB Obijects

systemServices

systemServicesTtyLines
systemServicesTtyColumns
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more

Displays a switch text file onto the console screen.

mor e [path/]file

Syntax Definitions

path The directory path leading to the file to be displayed. If no path is speci-
fied, the command assumes the current path.

file The name of the text file to be displayed.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thiscommand displays the specified text file within the line and column parameters set with the tty
command.

e |f the specified text file contains more columns than set with the tty command, the text wrapsto the
next line displayed.

e |f thetext file contains more lines than set with the tty command, the switch displays only the number
of lines specified. To display more lines, press the space bar to show another full screen, press Enter to
show the next line, or press g to quit the display and return to the system prompt.

¢ Thiscommand can also be used on the secondary CMM.

Examples

-> more config filel
-> more flash/config filel
-> more flash/working/config filel

Release History

Release 6.6.1; command was introduced.

Related Commands

tty Specifies the number of TTY lines and columns to be displayed.
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MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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fip

Starts an FTP session.

ftp {host_name | ip_address}

Syntax Definitions

host_name
ip_address

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Specifies the host name for the FTP session.
Specifies the IP address for the FTP session.

¢ You haveto have avalid username and password for the specified host.

e You can establish up to 9 FTP sessions from an OmniSwitch (when it acts as FTP Client) and up to 4
FTP sessions towards an OmniSwitch (when it acts as FTP Server).

e After logging in, FTP commands are supported. They are defined in the following table:

ascii
binary
bye

cd
delete
dir

get
hash

put

pwd

quit
remotehelp
user

Ipwd

Set transfer type to ASCII (7-bit).

Set transfer type to binary (8-hit).

Close session gracefully.

Change to anew directory on the remote machine.
Delete afile on the remote machine.

Obtain along listing on the remote machine.
Retrieve afile from the remote machine.

Print the hash symbol (#) for every block of datatransferred. (This com-
mand toggles hash enabling and disabling.)

Display summary listing of the current directory on the remote host.
Send afile to the remote machine.

Display the current working directory on the remote host.

Close session gracefully.

List the commands that the remote FTP server supports.

Send new user information.

Display the current working directory on the local host.

Display list of available FTP commands.
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Examples

-> ftp 172.17.6.228

Connecting to 172.17.6.228 [172.17.6.228]...connected.
220 Annex FTP server (Version RA4000 R14.1.15) ready.
Name

Release History

Release 6.6.1; command was introduced.

Related Commands

sftp Starts an SFTP session.
ftp6 Starts an FTPv6 session.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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fipb

Starts an FTPv6 session.

ftp6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address of the FTPv6 server.
hostname Specifies the hostname of the FTPv6 server.
if_name The name of the interface used to reach the FTPv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
¢ You need to have avalid username and password for the specified host.
e A console, atelnet or an SSH session can handle only one FTPv6 client session.

® You can establish upto 9 FTP or FTPv6 sessions from an OmniSwitch (when it acts as FTP Client) and
upto 4 FTP or FTPv6 sessions towards an OmniSwitch (when it acts as FTP Server).

e |f the session isinvoked using the server’s link-local address, the source interface name has to be
provided.

e After logging in, FTPv6 commands are supported. They are defined in the following table:

ascii Set transfer type to ASCII (7-hit).

binary Set transfer type to binary (8-bit).

bye Close session gracefully.

cd Change to anew directory on the remote machine.

close Terminate the ftp session.

delete Delete afile on the remote machine.

dir Obtain along listing on the remote machine.

get Retrieve afile from the remote machine.

hash Print the hash symbol (#) for every block of data transferred. (This com-
mand toggles hash enabling and disabling.)

help Display list of available FTP commands.

Icd Change to anew directory on the local machine.
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Is Display summary listing of the current directory on the remote host.
? Display list of available FTP commands.
mgets Receive multiplefiles.
mputs Receive multiplefiles.
prompt Enable/disable interactive prompting.
put Send afile to the remote machine.
pwd Print current working directory.
quit Close session gracefully.
remotehelp List the commands that the remote FTP server supports.
user Send new user information.
Is Display list content of local directory.
Examples

-> ftp6 fe80::200:20ff:feaB8:8961 int3
-> ftp6 ::5
-> ftp6 Sun.com

Release History

Release 6.6.1; command was introduced.

Related Commands

sftp6 Starts an SFTPv6 session.
ftp Starts an FTP session.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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scp-sftp

scp-sftp

Enables or disables secure copy (SCP) and Secure FTP (SFTP) at the same time on the switch.

scp-sftp {enable | disable}

Syntax Definitions

enable Administratively enables SCP/SFTP on the switch.
disable Administratively disables SCP/SFTP on the switch.
Defaults

parameter default

enable | disable enable

Platforms Supported

OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> scp-sftp enable

Release History

Release 6.6.1; command was introduced.

Related Commands

ssh

show ssh config

MIB Objects

alaSshConfigGroup

alaScpSftpAdminStatus

Invokes Secure Shell on the switch. Secure Shell is used to make a

secured connection to a remote system or device.
Displays the status of Secure Shell, SCP/SFTP on the switch.
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show ssh config

Displays the status of Secure Shell, SCP/SFTP on the switch.
show ssh config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show ssh config

SSH = Enabled

SCP/SFTP = Enabled

Public Key Authentication Enforced = False

output definitions

SSH Displays the SSH status (enabled or disabled).

SCP/SFTP Displays the SCP/SFTP status (enabled or disabled).

Public Key Authentication Displays whether the Public Key Authentication is enforced. Options
Enforced includetrue or false.

Release History

Release 6.6.1; command was introduced.

Related Commands

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.
ftp6 Enables or disables secure copy (SCP) and secure FTP (SFTP) at the

same time on the switch.
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MIB Obijects

alaSshConfigGroup

alaSshAdminStatus
alaScpSftpAdminStatus
alaSshPubKeyEnforceAdminStatus

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 7-49



sftp File Management Commands

sftp

Starts an SFTP session. An SFTP session provides a secure file transfer method.

sftp {host_name | ip_address}

Syntax Definitions

host_name Specifies the host name for the SFTP session.
ip_address Specifies the IP address for the SFTP session.
Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ You need to have avalid username and a password for the specified host.
e |f SFTPisnot enabled, use the scp-sftp command to enable it.

e You can establish up to 4 SFTP sessions from an OmniSwitch (when it acts as FTP Client) and up to 8
SFTP sessions towards an OmniSwitch (when it acts as FTP Server).

e After logging in, SFTP commands are supported. They are defined in the following table:

cd path Change remote path to ‘path’.

Icd path Changelocal directory to ‘path’.

chmod mode path Change permissions of file ‘path’ to ‘mode’.

help Display command help information.

get remote-path [local path] Download afile from the remote path to the local path.
lIs[path] Display local directory listing.

In oldpath newpath Creates a symbolic link (symlink) to the remote file.
symlink oldpath newpath  Creates a symbolic link (symlink) to the remote file.
Imkdir path Create local directory.

Ipwd Print local working directory.

Is[path] Display remote directory listing.

mkdir path Create remote directory.

put local-path [remote- Upload file.

path]

pwd Display remote working directory.

exit Quit the sftp mode.
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quit Exit the sftp mode.

rename oldpath newpath Rename aremotefile.

rmdir path Remove remote directory.

rm path Delete remotefile.

version Show the current SFTP version.

? Synonym for help. Displays command help information.
Examples

-> sftp 12.251.11.122
login as:
Release History

Release 6.6.1; command was introduced.

Related Commands

ftp Starts an FTP session.

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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sftp6

Starts an SFTPv6 session. An SFTPv6 session provides a secure file transfer method.

sftp6 {host_name | ipv6_address} [if_name]

Syntax Definitions

host_name Specifies the host name for the SFTPv6 session.
ipv6_address Specifies the IPv6 address for the SFTPv6 session.
if_name The name of the interface used to reach the SFTPv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ You need to have avalid username and a password for the specified host.
e A console or atelnet session can handle only one SSHv6 client session.

¢ |f the sessionisinvoked using the server’slink-local address, the source interface name has to be
provided.

e You can establish up to 4 SFTP6 sessions from an Omni Switch (when it acts as FTP Client) and up to
8 SFTP6 sessions towards an OmniSwitch (when it acts as FTP Server).

e At anytime, there can be only 4 SFTP sessions (including SFTPv4 or SFTPv6) to any SSH servers.
e After logging in, SFTPv6 commands are supported. They are defined in the following table:

cd path Change remote path to ‘path’.

Icd path Change local directory to ‘path’.

chmod mode path Change permissions of file ‘path’ to ‘mode’.

help Display command help information.

get remote-path [local path] Download afile from the remote path to the local path.
lIs[path] Display local directory listing.

In oldpath newpath Creates a symbolic link (symlink) to the remotefile.
symlink oldpath newpath Creates asymbolic link (symlink) to the remote file.
Imkdir path Create local directory.

Ipwd Print local working directory.

Is[path] Display remote directory listing.

mkdir path Create remote directory.
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put local-path [remote-path]  Upload file.

pwd Display remote working directory.

exit Quit the sftp mode.

quit Exit the sftp mode.

rename oldpath newpath Rename aremotefile.

rmdir path Remove remote directory.

rm path Delete remotefile.

version Show the current SFTP version.

? Synonym for help. Displays command help information.
Examples

-> sftp6 feB80::a00:20ff:fea8:8961 intl
-> sftp6 ::1
-> sftp6 Sun.com

Release History

Release 6.6.1; command was introduced.

Related Commands

ftp6 Starts an FTP6 session.

ssh6 Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a
secured connection to an SSHv6 server.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 7-53



tftp File Management Commands

titp

Startsa TFTP client session that enables afile transfer to an TFTP server.

tftp {host_name | ip_address} {get | put} source-file[src_path/]src_file[destination-file [dest_path/]
dest_file] [ascii]

Syntax Definitions

host_name Specifies the hostname of the TFTP server.

ip_address Specifies the IP address of the TFTP server.

get Specifies to download the file from the TFTP server.

put Specifies to upload the file to the TFTP server.

src_path Specifies the path containing the source file to be transferred.
src_file Specifies the file name of the source file to be transferred.
dest_path Specifies the destination path of the file to be transferred.

dest file Specifies the destination file name of the file to be transferred.
ascii Sets the transfer type to ASCII (7-bit).

Defaults

e |f apath isnot specified with the filename, the current path is used by default (for example, /flash).
e |f adestination filenameis not specified, the source filename is used by default.

e The default file transfer mode for a TFTP client session is Binary mode.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The OmniSwitch supports TFTP client functionality only.

A TFTP server has no provisions for user authentication.

Only one active TFTP client session is alowed at atime.

When downloading afile to the switch, the file size must not exceed the available flash space.
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Examples

-> tftp tftp.server.com get source-file abc.img destination-file xyz.img

-> tftp tftp.server.com put source-file abc.txt destination-file xyz.txt ascii
-> tftp 10.211.17.1 get source-file boot.cfg destination-file /flash/working/
boot.cfg ascii

-> tftp 10.211.17.1 get source-file boot.cfg ascii

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesArg3
systemServicesArg4
systemServicesArg5
systemServicesAction
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rz

Starts a Zmodem session.

rz

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
® To use Zmodem, you need to have aterminal emulator that supports the Zmodem protocol.

e Activate the Zmodem transfer according to the instructions that came with your terminal emulation
software.

¢ When the transfer is complete, use the Is command to verify that the files were loaded successfully.

e To abort aZmodem session, enter CTRL + X fivetimesin succession. Refer to your switch’s User
Manual for more information on uploading files viaZmodem.

e Thiscommand can also be used on the secondary CMM.

Examples

-> rz
Upload directory: /flash
rz ready to receive file, please start upload (or send 5 CTRL-X's to abort).

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects

systemServices

systemServicesAction
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Commands

The switch can be configured and monitored using WebView, which is a web-based device management
tool. Web Management CLI commands allow you to enabl e/disable web-based management and config-
ure certain WebView parameters, such as Secure Socket Layer (SSL).

MIB information for the Web Management commands is as follows:

Filename:  AlcatelInd1WebMgt.mib
Module: alcatelINDIWebMgtMIB

A summary of the available commandsis listed here:

http server

http sdl

http port

https port

debug http sessiondb

show http

webview wlan cluster-virtual-ip

webview wlan cluster-virtual-ip precedence
show webview wlan config
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http server

Enables/disables web management on the switch. When enabled, a user is able to configure the switch
using the WebView application.

{[ip] http | https} server
no {[ip] http | https} server

Syntax Definitions

ip Optional syntax. Using this optional syntax isthe same as using the http
server command.

Defaults
Web management is enabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to disable web management. If web management is disabled, you may
be unable to access the switch using WebView.

Examples

-> http server
-> no http server
-> https server
-> no https server

Release History

Release 6.6.1; command was introduced.

Related Commands

http sdl Enables/disables SSL on the switch.

debug http sessiondb Displays web management session information.

show http Displays web management configuration information.
MIB Obijects

alaIND1WebMgtConfigMIBGroup
alaIndlWebMgtAdminStatus
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http ssl

Enables/disables Force SSL on the switch. SSL is a protocol that establishes and maintains secure commu-
nication between SSL-enabled servers and clients across the Internet.

{[ip] http | https} sd
no {[ip] http | https} sdl

Syntax Definitions

ip Optional syntax. Using this optional syntax isthe same as using the http
ssl command.

Defaults
SSL isenabled by default.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to disable SSL.

Examples

-> http ssl
-> no http ssl
-> https ssl
-> no https ssl

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enabl es/disables web management on the switch.
show http Displays web management configuration information.

MIB Obijects

alaIND1WebMgtConfigMIBGroup
alaIndlWebMgtSsl
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http port

Changes the port number for the embedded Web server in the switch.
[ip] http port {default | port}

Syntax Definitions

ip Optional syntax.

default Restores the port to its default (80) value.

port The desired port number for the embedded Web server. The number has
to be in the range 0 to 65535; well-known port numbers cannot be con-
figured.

Defaults

parameter default

port 80

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

All WebView sessions has to be terminated before entering this command.

Examples

-> http port 1025
-> http port default

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enabl es/disables web management on the switch.
show http Displays web management configuration information.

MIB Objects

alaIND1WebMgtConfigMIBGroup
alaIND1WebMgtHttpPort
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https port

Changes the default secure HTTP (HTTPS) port for the embedded Web server.
https port {default | port}

Syntax Definitions

default Restores the port to its default (443) value.

port The desired HTTPS port number. The number hasto beintherange 0 to
65535; well-known port numbers cannot be configured.

Defaults
parameter default
port 443

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

All WebView sessions has to be terminated before entering this command.

Examples

-> https port 1026
-> https port default

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enabl es/disables web management on the switch.
show http Displays web management configuration information.

MIB Objects

alaIND1WebMgtConfigMIBGroup
alaIND1WebMgtHttpsPort
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debug http sessiondb

Displays web management session information.

debug http sessiondb

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> debug http sessiondb

Sess SessName Name TimeOut Status URL Name--&--StatMsg

————— B i e R i e il e e
0 6 sess 21606 admin 5848035 AUTHENTICATED /web/content/index.html

1 -2 sess_ 28257 5999940 IN_PROGRESS /ip/content/index.html

Current Active WebView Session: 1

output definitions

Sess The first number is the session number.

SessName Unique ID assigned by the browser.

Name User name.

TimeOut User-configured inactivity timer, in minutes.

Satus Session status. If the user has successfully logged in, the statusis
“ Authenticated.”

URL Name& SatMsg Current page being viewed by the user.

Release History

Release 6.6.1; command was introduced.
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Related Commands

http server Enabl es/disables web management on the switch.
http sl Enables/disables SSL on the switch.
show http Displays web management configuration information.

MIB Obijects

N/A
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show http

Displays web management configuration information.

show [ip] http

Syntax Definitions

ip Optional syntax. Using this optional syntax isthe same as using the
show http command.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show http

Web Management = on

Force SSL = on

Web Management Http Port = 80
Web Management Https Port = 443

output definitions

Web Management Indicates whether web management is enabled (on) or disabled (off) on
the switch.
Force SSL Indicates whether Force SSL is enabled (on) or disabled (off) on the

switch. If thisis set to on this means that SSL isforced on an HTTP
session and hence HTTPS protocol is negotiated between the client and
server. For example, an “http://switchname.com” URL is redirected to
an “https://switchname.com” URL.

Web Management Http Port  The port configured for the HTTP connection.
Web Management Https Port  The port configured for a secure HTTP connection (SSL enabled).

Release History

Release 6.6.1; command was introduced.
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Related Commands

http server Enabl es/disables web management on the switch.

http sl Enables/disables SSL on the switch.

http port Changes the port number for the embedded Web server in the
switch.

https port Changes the default secure HTTP (HTTPS) port for the embedded
Web server.

MIB Obijects

alaIND1WebMgtConfigMIBGroup

alaIndlWebMgtAdminStatus
alaIndlWebMgtSsl
alaIndlWebMgtHttpPort
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webview wlan cluster-virtual-ip

Configures the cluster virtual 1P address of the Access Point (AP) in the switch. The WebView server on
the switch redirects the URL to the AP (Virtual 1P Address) URL when the WLAN Management is
accessed from WebView.

webview wlan cluster-virtual-ip virtual-ip-address-of-wlan-cluster

Syntax Definitions

virtual-ip-address-of-wlan- Virtua |P address (IPV4) of the AP cluster.
cluster

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use this command to configure the AP cluster virtual 1P address to access the OAW-AP web interface
from the webview.

Examples

-> webview wlan cluster-virtual-ip 10.25.6.8

Release History

Release 6.7.1 R0O4; command was introduced.

Related Commands

show webview wlan config Displaysthe AP cluster virtual 1P configured on the switch.

MIB Objects

alaIND1WebMgtWlanConfiguredIpAddress
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webview wlan cluster-virtual-ip precedence

Allows to set the preference for configuring the cluster virtual 1P address for webview re-direct. Based on
the set preference, the WLAN cluster virtual 1P address can be obtained either through configuration or
from LLDP packets.

webview wlan cluster-virtual-ip precedence {lldp | configured}

Syntax Definitions

lldp The preference to obtain the WLAN cluster virtual IP addressis set to
LLDP packets.
configured The preference to obtain the WLAN cluster virtual IP addressis set to

the manually configured WLAN cluster virtual |P address.

Defaults
parameter default
Ildp | configured Ildp

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
» Usethis command to set the preference for the cluster virtual 1P address for webview re-direct.

 |f morethan one cluster virtual 1P addressis obtained through LLDP on the same port, the recently
obtained IP is taken into consideration.

« |f morethan one cluster virtual IP is obtained through LLDP on different ports, the recently obtained
IP istaken into consideration.

» |f the precedenceis set for LLDP obtained I P address, but thereis no LLDP obtained cluster virtual IP
address, then the configured cluster virtual |P address will be considered if present.

» |f the precedenceis set for CLI configured cluster virtual |P address, but thereis no configured IP
address present, then the LLDP obtained cluster virtual 1P address will be considered if present.

Examples

-> webview wlan cluster-virtual-ip precedence 1lldp
-> webview wlan cluster-virtual-ip precedence configured

Release History

Release 6.7.2.R02; command was introduced.

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 8-11



webview wlan cluster-virtual-ip precedence Web Management Commands

Related Commands

show webview wlan config Displaysthe AP cluster virtual 1P configured on the switch.

MIB Obijects

alaIND1WebMgtWlanIpPrecedence
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show webview wlan config

Displaysthe cluster virtual | P precedence configuration, WLAN AP cluster virtua |P configured on the
switch, and WLAN AP cluster virtual 1P obtained through LLDP.

show webview wlan config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show webview wlan config

WebView WLAN Cluster-Virtual-IP Precedence = LLDP
WebView WLAN Cluster-Virtual-IP configured address = O.
WebView WLAN Cluster-Virtual-IP LLDP address = 1.1.1.1

0.0.0
output definitions

WebView WLAN Cluster-Vir- The precedence set for obtaining the cluster virtual |P address of the
tual-1P Precedence AP,

WebView WLAN Cluster-Vir- The manually configured cluster virtual 1P address.
tual-1P configured address

WebView WLAN Cluster-Vir- The cluster virtual 1P address obtained from the LLDP packets.
tual-1P LLDP address

Release History

Release 6.7.1.R04; command was introduced.

Release 6.7.2.R02; WebView WLAN Cluster-Virtual-1 P Precedence, WebView WLAN Cluster-
Virtual-I P configured address, and WebView WLAN Cluster-Virtual-1P LL DP address output field
included.
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Related Commands

webview wlan cluster-virtual- Configuresthe virtual |P address of the Access Point (AP) clusters

ip in the switch.
webview wlan cluster-virtual-  Allows to set the preference for the choice of cluster virtual 1P
ip precedence address for webview re-direct.

MIB Obijects

alaIND1WebMgtWlanIpPrecedence

alaIND1WebMgtWlanConfiguredIpAddressType
alaIND1WebMgtWlanConfiguredIpAddress
alaIND1WebMgtWlanLldpIpAddressType
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9 Configuration File
Manager Commands

The Configuration Manager feature allows you to configure your switch using an ASCl1-based text file.
CLI commands may be typed into atext document—referred to as a configuration file—and then uploaded
and applied to the switch.

MIB information for the Configuration Manager commands s as follows:

Filename: AlcatelIND1System.mib
Module: Alcatel-IND1ConfigMgr.mib

A summary of the available commandsis listed here:

configuration apply
configuration error-file limit
show configuration status
configuration cancel
configuration syntax check
configuration snapshot
show configuration snapshot
writeterminal

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 9-1



configuration apply Configuration File Manager Commands

configuration apply

Applies aconfiguration file to the switch. Files may be applied immediately or after a designated timer
session. With the timer session option, files are applied either at a scheduled date and time or after a
specified period of time (that is, a countdown) has passed.

configuration apply filename [at hh:mm month dd [year]] | [in hh[:mm]] [ver bose]

Syntax Definitions

filename The name of the configuration text file to be applied to the switch (for

example., newfilel) .

at hh:mm{dd month | month dd} Designates atimer session in which a configuration fileis applied at a
[year] specified date and time in the future. Values for hh range from 00

through 23. Values for mm range from 00 through 59. Values for dd
range from 01 through 31. Values for month range from January through
December. The switch assumes either the current year or the next calen-
dar year for month and day pairs that precede the current date.

in hh[:mm] Designates atimer session in which the configuration file is applied

after a specific amount of time (that is, a countdown) has passed. Values
for hh range from 00 through 23. Values for mm range from 00 through
59.

verbose When verbose is entered, information is displayed on your workstation's

console as each command in the configuration fileis applied.

Defaults

By default, verbose error checking is not performed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The configuration apply command only applies settings to the running configuration. The boot.cfg
file does not get overwritten.

It is recommended that you check all configuration files for syntax errors before applying them to your
switch.

To schedule atimer session in which afileis applied at a specific date and time, enter at followed by
the hour, minute, month, day, and year. The switch assumes either the current calendar year or the next
calendar year for dates beginning January 1.

To schedule atimer session in which afileis applied after a specific amount of time, that is, a
countdown, has passed, enter in followed by the number of hours and minutes.

Verbose mode is not supported for timer sessions.

The keyword, authkey, along with arelated alpha-numeric text string, are automatically included in
many snapshot files (for example, configuration snapshot all). The text string following the authkey
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keyword represents alogin password that has been encrypted twice. (The first encryption occurs when
apassword isfirst created by a user; the second encryption occurs when a configuration snapshot is
taken.) This dual encryption further enhances switch security. However, it isimportant to note that any
configuration file (including a generated snapshot) that includes this dual-encrypted password informa-
tion resultsin an error whenever it is applied to the switch through the configuration apply command.
Thisisavalid switch function and does not represent a significant problem. If an authkey-related error
isthe only error detected, simply remove all authkey-related syntax using atext editor. If a new pass-
word is required for the switch, include valid password syntax in the configuration file or immediately
issue a new password by using the password command at the command prompt. For more informa-
tion on passwords, see page 49-47.

Examples

-> configuration apply new configuration at 12:00 15 november
-> configuration apply new configuration at 12:00 november 15
-> configuration apply newfilel in 01:30

-> configuration apply my switch config in 00:05

-> configuration apply asc.l.snap in 23:00

-> configuration apply aaa config in 12

-> configuration apply vlan config verbose

-> configuration apply vlan config

Note. When the configuration apply command is entered without at or in syntax information, one or
more dots“.” is displayed in the next line, immediately following the command line. Thisindicates
command progress; each dot represents 256 text lines in the configuration file processed by the
configuration apply mechanism.

Release History

Release 6.6.1; command was introduced.

Related Commands

configuration syntax check  Performsasyntax and authorization check of all CLI commands contained
in aconfiguration file,

MIB Obijects

alcatelIND1ConfigMgrMIBObjects
configFileName
configFileMode
configFileAction
configTimerFileName
configTimerFileTime
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configuration error-file limit

Specifies the maximum number of configuration error files allowed in the switch’s /flash directory. Error
files are normally generated when a configuration file is applied to the switch. Error files are identified by
their .err extension.When the maximum number of .err filesis exceeded, any new error file overwrites the
.err file with the oldest timestamp.

configuration error-file limit number

Syntax Definitions

number Indicate the number of error files allowed in the /flash directory. The
valid rangeisfrom 1 to 25 files.

Defaults
parameter default
number 1

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Whenthe error filelimit is set to 1 (the default value), the next error file generated by the switch
replaces the existing one.

e When the error file limit is set to a value greater than 1, when a new error file that exceeds the
maximum limit is created, the switch automatically removes the error file with the smallest timestamp.

e Theerror files generated by the switch have the .err extension.
e |f you want to save an error file, you may change the file name so that it does not have the .err
extension, or you can move it from the /flash directory.

Examples

-> configuration error-file limit 2
-> configuration error-file limit 1

Release History

Release 6.6.1; command was introduced.
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Related Commands

configuration apply Appliesaconfiguration fileto the switch. Also used for scheduling atimer
session for a configuration file.
configuration cancel Cancels a pending timer session for a configuration file.

MIB Objects

alcatelIND1ConfigMgrMIBObjects
configErrorFileMaximum
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show configuration status

Displays whether there is a pending timer session scheduled for a configuration file and indicates whether
the running configuration and the saved configuration files are identical or different. This command also
displays the number of error files that is held in the flash directory.

show configuration status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e A timer session can be scheduled using the configuration apply command. For more information, see
page 9-2.

e The screen output File configuration </path/filename>: scheduled at dd/mm hh:mm indicates that a
timer session has been scheduled for alater time.

e Theoutput No file configuration has been scheduled indicates an idle timer session (that is, no timer
session has been scheduled for a configuration file).

e Theoutput File configuration isin progressindicates that afileis currently being applied to the
switch.

¢ The output File configuration </path/filename>: completed with 2 errorsindicates that the named
file was applied to the switch with two recorded errors.

¢ When the running and saved configurations are the same, the output Running configuration and
saved configuration areidentical are displayed.

¢ When the running and saved configurations are the different, the output Running configuration and
saved configuration are different are displayed.

¢ To synchronize the running and saved configuration, use the write memory command.

Examples

-> show configuration status

Release History

Release 6.6.1; command was introduced.
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Related Commands

configuration apply Appliesaconfiguration fileto the switch. Also used for scheduling atimer
session for a configuration file.

configuration cancel Cancels a pending timer session for a configuration file.

configuration error-filelimit Specifies the maximum number of configuration error files allowed in the
switch’'s /flash directory.

write memory Copies the running configuration (RAM) to the working directory.

MIB Obijects

configTimerFileGroup
configTimerFileStatus
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configuration cancel

Cancels a pending timer session for a configuration file.

configuration cancel

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> configuration cancel

Release History

Release 6.6.1; command was introduced.

Related Commands
configuration apply Appliesaconfiguration fileto the switch. Also used for scheduling atimer
session for a configuration file.

show configuration status  Displays whether thereis a pending timer session scheduled for a configu-
ration file.

MIB Objects

configTimerFileGroup
configTimerClear
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configuration syntax check

Performs a syntax and authorization check of all CLI commands contained in a configuration file.

configuration syntax check path/filename [ver bose]

Syntax Definitions

path/filename The configuration file being checked for syntax and authorization
errors. If aconfiguration fileislocated in another directory, be sureto
specify the full path. For example, /flash/working/asc.1.snap.

verbose When verboseis specified in the command line, al syntax contained in
the configuration fileis printed to the console, even if no error is
detected. When verbose is not specified in the command line, cursory
information (number of errors and error log file name) is printed to the
console only if a syntax or configuration error is detected.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e When an error is detected, an error file (.err) is automatically generated by the switch. By default, this
fileis placed in theroot /flash directory. To view the contents of a generated error file, use the view
command. For example, view asc.1l.snap.l.err.

¢ The syntax, mac alloc, is automatically included in many snapshot files (for example, configuration
snapshot all). All mac alloc-related syntax is valid during switch boot up only (that is, it cannot be
applied while the switch isin run-time operation). Because snapshot files are commonly used as
configuration files, syntax checks may detect mac alloc syntax and issue an error (along with a gener-
ated .err file). Thisisavalid switch function and does not represent a significant problem. If amac
alloc-related error is the only error detected, simply remove the syntax using atext editor, then re-
check the file using the configuration syntax check command.

¢ |tisrecommended that you check all configuration files for syntax errors before applying them to your
switch.

Examples

-> configuration syntax check vlan filel

Note. When the configuration syntax check command is entered, one or more dots“.” is displayed in the
command output. Thisindicates command progress; each dot represents 256 text lines in the configura-
tion file processed by the syntax check mechanism.
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Release History

Release 6.6.1; command was introduced.

Related Commands

configuration apply Applies aconfiguration file to the switch. Also used for scheduling a
timer session for a configuration file.

show configuration status ~ Displays whether there is a pending timer session scheduled for a
configuration file.

MIB Obijects

configFileGroup
configErrorFileName
configErrorFileMaximum
configFileMode
configFileStatus
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configuration snapshot

configuration snapshot

Generates a snapshot file of the switch’s non-default current running configuration. A snapshot can be
generated for al current network features or for one or more specific network features. A snapshot isa
single text file that can be viewed, edited, and reused as a configuration file.

configuration snapshot feature list [path/filename]

Syntax Definitions

feature list

The description for the network feature(s) to be included in the
snapshot. You may enter more than one network feature in the command
line. Current snapshot-supported network features are listed below.

snapshot-supported features

802.1q ip pmm

aaa ip-helper policy

aip ip-routing gos

all ipmr rdp

bridge ipms rip

chassis ipv6 ripng

efm-oam linkagg session

erp loopback-detection snmp

ethernet-oam module stack-manager

health ntp stp

interface port-mapping vlan

path/filename A user-defined name for the resulting snapshot file. For example,
test_snmp_snap. You may also enter a specific path for the resulting
file. For example, the syntax /flash/working/test_snmp_snap places
the test_snmp_snap file in the switch’s /flash/working directory.

Defaults

If afile nameis not specified, the default file name asc.#.snap is used. Here, # indicates the order in
which the default file is generated. For example, the first default file name to be generated is asc.1.snap,
the second default file name to be generated is named asc.2.snap, and so on. By default, all snapshot files
are placed in the root /flash directory.

Platforms Supported
Omni Switch 6450, 6350
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Usage Guidelines

Only current, non-default configuration settings are written to the snapshot file.

Y ou may enter more than one network feature in the command line. Separate each network feature with
a space and no comma. Network features may be entered in any order.

The snapshot file is automatically placed in the root /flash directory unless otherwise specified.

Examples

->

->

->

->

configuration snapshot all

configuration snapshot new filel gos health aggregation

configuration snapshot snmp snapshot snmp

configuration snapshot 802.1q

Release History

Release 6.6.1; command was introduced.
Release 6.6.2; er p parameter added.

Related Commands
N/A

MIB Objects

configManager

configSnapshotFileName
configSnapshotAction
configSnapshotAllSelect
configSnapshotVlanSelect
configSnapshotSpanningTreeSelect
configSnapshotQOSSelect
configSnapshotIPSelect
configSnapshotIPMSSelect
configSnapshotAAASelect
configSnapshotSNMPSelect
configSnapshot802.1QSelect
configSnapshotLinkAggregateSelect
configSnapshotPortMirrorSelect
configSnapshotXIPSelect
configSnapshotHealthMonitorSelect
configSnapshotBootPSelect
configSnapshotBridgeSelect
configSnapshotChassisSelect
configSnapshotInterfaceSelect
configSnapshotPolicySelect
configSnapshotSessionSelect
configSnapshotSystemServiceSelect
configSnapshotWebSelect
configSnapshotRIPSelect
configSnapshotIPRMSelect
configSnapshotIPMRSelect
configSnapshotModuleSelect
configSnapshotRDPSelect
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configSnapshotIPvé6Select
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Configuration File Manager Commands

show configuration snapshot

Displays the switch’s current running configuration for all features or for the specified feature(s).

show configuration snapshot [feature list]

Syntax Definitions

feature_list

Specify the feature(s) for which you want to display the running config-
uration. List the features separated by a space with no comma.

snapshot-supported features

802.1q ip pmm
aaa ip-helper policy
aip ip-routing gos
all ipmr rdp
bridge ipms rip
chassis ipv6 ripng
efm-oam linkagg session
erp loopback-detection snmp
ether net-oam module stack-manager
health ntp stp
interface port-mapping vlan
Defaults

By default, this command shows configuration information for all features.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethis command to view the current configuration for any feature shown in the table.

e Toshow alist of features on the switch, use the show configuration snapshot ? syntax.

e Configurations are listed below the name of each feature.

e [Features with no current configuration show only the name of the feature.
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Examples

-> show configuration snapshot

AAA output for Case Sensitive MAC address Authentication

-> show configuration snapshot aaa

aaa authentication console "local"

user "public" read All write All no auth authkey 391b0e74dbd13973d703cceaa4a8e30
retransmit 3 timeout 2 auth-port 1812 mac-address-format-status enable
mac-address-format 1 lowercase

-> show configuration snapshot aaa bridge
! Bridging

! AAA

aaa authentication default "local"

aaa authentication console "local"

user "public" read All write All no auth authkey 391b0e74dbd13973d703cceaa4a8e30

Bridging snapshot with finite learning window:

-> show configuration snapshot bridge

! Bridging

port-security SHUTDOWN 1 boot-up disable no-aging disable convert-to-static enable
learn-as-static enable mac-move enable

Bridging snapshot with infinite learning window:

-> show configuration snapshot bridge

! Bridging

port-security SHUTDOWN O boot-up disable no-aging enable convert-to-static disable
learn-as-static enable mac-move enable

Release History

Release 6.6.1; command was introduced.
Release 6.6.2; er p parameter added.

Related Commands

writeterminal Displays the switch’s current running configuration for al features.
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MIB Obijects

configManager
configSnapshotFileName
configSnapshotAction
configSnapshotAllSelect
configSnapshotVlanSelect
configSnapshotSpanningTreeSelect
configSnapshotQOSSelect
configSnapshotIPSelect
configSnapshotIPMSSelect
configSnapshotAAASelect
configSnapshotSNMPSelect
configSnapshot802.1QSelect
configSnapshotLinkAggregateSelect
configSnapshotPortMirrorSelect
configSnapshotXIPSelect
configSnapshotHealthMonitorSelect
configSnapshotBootPSelect
configSnapshotBridgeSelect
configSnapshotChassisSelect
configSnapshotInterfaceSelect
configSnapshotPolicySelect
configSnapshotSessionSelect
configSnapshotSystemServiceSelect
configSnapshotWebSelect
configSnapshotRIPSelect
configSnapshotIPRMSelect
configSnapshotIPMRSelect
configSnapshotModuleSelect
configSnapshotRDPSelect
configSnapshotIPvé6Select
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write terminal

Displays the switch’s current running configuration for al features.

writeterminal

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Configurations are listed below the name of each feature.

e [Features with no current configuration show only the name of the feature.

Examples

-> write terminal

Release History

Release 6.6.1; command was introduced.

Related Commands
show configuration snapshot Displays the switch’s current running configuration for all features or for
the specified feature(s).

MIB Objects

configManager

mib configSnapshotAllSelect
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10 SNMP and OpenFlow
Commands

This chapter includes descriptions for Trap Manager and SNMP Agent commands. The commands are
used for configuring SNM P settings on the switch.

e SNMP station commands can create, modify, or delete an SNMP station. Also included is a show
command for monitoring current SNMP station status.

¢ SNMP trap commands configure SNMP trap settings. Traps can be replayed and filtered. Also, test
traps can be generated to verify that individual traps are being correctly handled by the Network
Management Station (NMS). The SNMP trap commands set includes show commands for monitoring
SNMP trap information.

e SNMP agent commands configure SNM P security levels on the switch. Also includes show commands
for monitoring the current SNM P security status.

MIB information for SNMP Community commands s as follows:

Filename: |ETFsnmpCommunity.MIB
Module: IETF SNMP-COMMUNITY .MIB

MIB information for Trap Manager commandsis afollows:

Filename AlcatelIND1TrapMgr.MIB
Module:  ALCATEL-IND1-TRAP-MGR.MIB

MIB information for SNMP Agent commandsis afollows:

Filename:  AlcateIND1SNMPAgent.MIB
Module:  ALCATEL-IND1-SNMP-AGENT.MIB

OpenFlow is a communications interface defined between the control and forwarding layers that isused in
a Software Defined Network (SDN). OpenFlow separates the control plane and the data plane in the
switch. Traditionally, switches and routers have made decisions on where packets should travel based on
ruleslocal to the device. With OpenFlow, only the data plane exists on the switch itself, and al control
decisions are communicated to the switch from a central Controller. The OmniSwitch can operate in AOS
or OpenFlow made, including a modified OpenFlow mode known as Hybrid mode.

MIB information for the OpenFlow commandsis as follows:

Filename: ALCATEL-IND1-OPENFLOW-MIB.mib
Module: alcatelIND1OpenflowMIB
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A summary of the available commandsis listed here:

SNM P station commands

snmp station
show snmp station

SNM P community map
commands

snmp community map
snmp community map mode
show snmp community map

SNM P security commands

snmp security

show snmp security
show snmp statistics
show snmp mib family

SNMP trap commands

snmp trap absorption
snmp trap to webview
snmp trap replay

snmp trap filter

snmp authentication trap
show snmp trap replay
show snmp trap filter
snmp authentication trap
show snmp trap config

SNMP View Commands

snmp view oid-tree
show snmp views
show snmp view viewname

OpenFlow Commands

openflow back-off-max

openflow idle-probe-timeout
openflow logical-switch

openflow logical-switch controller
openflow logical-switch interfaces
show openflow

show openflow logical-switch
show openflow logical-switch stats
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snmp station

Adds anew SNMP station; modifies or deletes an existing SNMP station.
snmp station {ip_address | ipv6_address} {[udp_port] [username] [v1 | v2 | v3] [enable | disable]}

no snmp station {ip_address | ipv6_address}

Syntax Definitions

ip_address The IP address to which SNMP unicast trapsis sent.

ipv6_address The IPv6 address to which SNMP unicast trapsis sent.

udp_port A UDP destination port.

username The user name on the switch or external server used to send trapsto the

SNMP station(s). The username specified here must match an
existing user account name.

vl Specifies that traps are sent using SNMP version 1.
v2 Specifies that traps are sent using SNMP version 2.
v3 Specifies that traps are sent using SNMP version 3.
enable Enables the specified SNMP station.

disable Disables the specified SNMP station.

Defaults

parameter default

udp_port 162

vl|v2]|v3 v3

enable | disable enable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethe no form of the command to remove an existing SNMP station.

¢ When adding an SNMP station, you have to specify an | P address plus username parameters. For
example, the syntax snmp station 1.2.3.4 is not avalid command entry; however, snmp station
1.2.3.4 usernamel is avalid command entry.

e You can establish up to 50 SNM P sessions towards an Omni Switch.

e When modifying an SNMP station, you have to specify an |P address plus at least one additional
parameter. For example, the syntax snmp station 1.2.3.4 is not avalid command entry; however,
snmp station 1.2.3.4 v2 isavalid command entry.
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SNMP and OpenFlow Commands

e Thedefault UDP port 162 is commonly used for traps; however, the destination port can be redefined
to accommodate an SNMP station using a nonstandard port. The destination port specified in the
command line has to correspond with the UDP destination port configured at the receiving SNMP

station(s).

¢ When the SNMP station is enabled, the switch transmits traps to the specified |P or 1Pv6 address.

Examples

->

->

->

->

->

->

->

snmp station 168.22.2.2 111 username2 vl disable

snmp station 168.151.2.101

"test lab"

snmp station 170.1.2.3 usernamel enable

snmp station 1.1.2.2 v2
no snmp station 2.2.2.2
snmp station 300::1 enable
no snmp station 300::1

Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp station

MIB Obijects

trapStationTable

trapStationIP
trapStationPort
trapStationUser
trapStationProtocol
trapStationRowStatus

alaTrapInetStationTable

alaTrapInetStationIPType
alaTrapInetStationIP
alaTrapInetStationPort
alaTrapInetStationRowStatus
alaTrapInetStationProtocol
alaTrapInetStationUser

Displays the current SNMP station information.
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snmp source ip preferred

Configures the source IP address field of the SNMP client packets.
snmp soureip preferred {default | no-loopback | ip_address}

no snmp sourceip preferred

Syntax Definitions

default The LoopbackO address, if configured, will be used for the source IP
address field. If no LoopbackO is configured, the first | P address on the
switch will be used.

no-loopback The Loopback0 address should not be used for the source I P address
field and thefirst available I P address on the switch should be used for
thisfield.

ip_address The IP address to be used in the source IP field.

Defaults

By default, the setting is set to the default parameter.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ When configuring a specific | P address, that address must already exist on the switch.
e Usetheno form of this command to clear a specific I P address and change the behavior back to
default.

Examples

-> snmp source ip preferred 192.168.10.1
-> snmp source 1ip preferred no-loopback
-> snmp source ip preferred default

Release History

Release 6.6.4; command was introduced

Related Commands
snmp station Adds anew SNMP station; modifies or deletes an existing SNMP
station.

MIB Objects

N/A

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 10-5



show snmp station SNMP and OpenFlow Commands

show snmp station

Displays the current SNM P station status.

show snmp station

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A

Examples

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————————————————————————————— e
172.21.160.32/4000 enable v3 abc
172.21.160.12/5000 enable v3 userl
0300:0000:0000:0000:0211:d8ff:fe47:470b/4001 enable v3 user2
0300:0000:0000:0000:0211:d8ff:fe47:470c/5001 enable v2 abc

output definitions

|PAddress IP Address of the SNMP management station that replayed the trap.
UDP Port UDP port number.

Status The Enabled/Disabled status of the SNMP management station.
Protocol The version of SNMP set for this management station.

User The user account name.

Release History

Release 6.6.1; command was introduced.
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Related Commands

snmp station Adds anew SNMP station; modifies or deletes an existing SNMP
station.

MIB Obijects

trapStationTable

trapStationIP
trapStationPort
trapStationUser
trapStationProtocol
trapStationRowStatus

alaTrapInetStationTable

alaTrapInetStationIPType
alaTrapInetStationIP
alaTrapInetStationPort
alaTrapInetStationRowStatus
alaTrapInetStationProtocol
alaTrapInetStationUser
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snmp community map

Configures and enables a community string on the switch and mapsit to an existing user account name.

snmp community map {hash-key string | community_string} {[user useraccount_name] | {enable |
disable}}

Nno snmp community map community_string

Syntax Definitions

hash-key Allows to encrypt the community string.

string The encrypted key for the community string text.

community_string A community string in the form of atext string. This string has to be
between 1 and 32 characters.

useraccount_name A user name in the form of atext string. This name must match a user

login account name already configured on the switch or configured
remotely on an external AAA server. This user name must be between 1
and 32 characters.

enable Enables SNM P community string mapping.
disable Disables SNMP community string mapping.
Defaults

By default, SNMP community map authentication is enabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Community strings configured on the switch are used for v1 and v2c SNMP managers only.

¢ The user account name must be a current user account recognized by the switch. For alist of current
user names use the show user command. To create a new user account, use the user command.

e Thereisone to one mapping between each community string and a user account name.

¢ Privileges attached to the community string are the ones inherited from the user account name that
created it.

e The community string can be encrypted using the hash-key option. Thiswill encrypt the community
string in the configuration file.

Examples

-> snmp community map communityl user testnamel
-> snmp community map communityl enable
-> snmp community-map hash-key c47fdcl198d69417e user public enable

page 10-8 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



SNMP and OpenFlow Commands snmp community map

Release History

Release 6.6.1; command was introduced.
Release 6.7.2 R8; hash-key parameter introduced.

Related Commands

snmp community map mode  Enablesthelocal community strings database.
show snmp community map  Showsthe local community strings database.

MIB Obijects

SNMPCommunityTable

snmpCommunityIndex
snmpCommunitySecurityName
snmpCommunityStatus
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snmp community map mode

Enables the local community strings database.

snmp community map mode {enable | disable}

Syntax Definitions

enable Enables SNM P community map database.
disable Disables SNMP community map database.
Defaults

By default, SNMP community strings database is enabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ When enabled, the community string carried over each incoming v1 or v2c SNMP request must be
mapped to a user account name in order to be processed by the SNMP agent.

¢ When enabled, mapping is contained in the local community strings database populated by using the
snmp community map command.

¢ When disabled, the community strings carried over each incoming v1 or v2c request must be equal to a
user account name in order to be processed by the SNMP agent.

Examples

-> snmp community map mode enable
-> snmp community map mode disable

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp community map Configures and enables acommunity string on the switch and mapsit to
an existing user account name.

MIB Obijects

SNMPCommunityTable

snmpCommunityIndex
snmpCommunitySecurityName
snmpCommunityStatus
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show snmp community map

Shows the local community strings database.

show snmp community map

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guideline
N/A

Examples

-> show snmp community map
Community mode : enabled

status community string user name
________ m o o oo o
enabled test stringl bb_usename
enabled test_string2 rr_usename
disabled test_ string3 cc_usename
disabled test string4 jj_usename

output definitions

Status The Enabled/Disabled status of the community string.
Community String The text that defines the community string.
User Name The user account name.

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp community map Configures and enables acommunity string on the switch and mapsit to
an existing user account name.

MIB Objects

NA
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snmp security

Configures SNMP security settings.

snmp security {no security | authentication set | authentication all | privacy set | privacy all | trap
only}

Syntax Definitions

no security The switch accepts all SNMP v1, v2, and v3 requests.

authentication set The switch accepts all requests except v1, v2, and non-authenticated v3
set requests. SNMP v, v2, and non-authenticated v3 set requestsis
rejected.

authentication all The switch accepts all requests except v1, v2, and non-authenticated v3

get, get-next, and set requests. SNMP v1, v2, and non-authenticated v3
get, get-next, and set requests is rejected.

privacy set The switch accepts only authenticated SNMP v3 get, get-next and
encrypted v3 set requests. All other requestsis rejected.

privacy all The switch accepts only encrypted v3 get, get-next, and set requests. All
other requestsis rejected.

trap only All SNMP get, get-next, and set requests s rejected.

Defaults

By default, the SNMP security default is set to privacy all, which is the highest level of security.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Refer to the table below for a quick-reference list of security parameter and the SNMP request allowances
for each parameter.

vl set vl get v3auth set | v3auth get/ v3encryp set| v3encryp get/

V2 set V2 get get-next get-next

v3 non-auth| v3non-auth get/

set get-next
no security accepted accepted accepted accepted accepted accepted
authentication set | rejected accepted accepted accepted accepted accepted
authentication all | rejected rejected accepted accepted accepted accepted
privacy set rejected rejected rejected accepted accepted accepted
privacy all rejected rejected rejected rejected accepted accepted
trap only rejected rejected rejected rejected rejected rejected

Examples

-> snmp security no security
-> snmp security authentication set
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-> snmp security authentication all
-> snmp security privacy set
-> snmp security trap only

Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp security Displays the current SNMP security status.

MIB Obijects

SNMPAgtConfig
SnmpAgtSecurityLevel
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show snmp security

Displays the current SNMP security status.

show snmp security

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
Refer to the command on page 10-12 for descriptions of the five SNMP security states: no security,
authentication set, authentication all, privacy set, privacy all, and trap only.

Examples

-> show snmp security
snmp security = no security

-> show snmp security
snmp security = authentication set

-> show snmp security
snmp security = authentication all

-> show snmp security
snmp security = privacy set

-> show snmp security
snmp security = privacy all

-> show snmp security
snmp security = trap only

Release History

Release 6.6.1; command was introduced.

page 10-14 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



SNMP and OpenFlow Commands show snmp security

Related Commands

snmp security Configures the SNMP security settings.

MIB Obijects

N/A
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show snmp statistics

Displays the current SNMP statistics.

show snmp statistics

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show snmp statistics

From RFC1907
snmpInPkts = 801
snmpOutPkts = 800
snmpInBadVersions =0
snmpInBadCommunityNames =0
snmpInBadCommunityUses =0
snmpInASNParseErrs =0
snmpEnableAuthenTraps = disabled(2)
snmpSilentDrops =
snmpProxyDrops =
snmpInTooBigs =
snmpOutTooBigs =
snmpInNoSuchNames =
snmpOutNoSuchNames =
snmpInBadValues =
snmpOutBadValues =
snmpInReadOnlys =
snmpOutReadOnlys =
snmpInGenErrs =
snmpOutGenErrs =
snmpInTotalRegVars =
snmpInTotalSetVars =
snmpInGetRequests =
snmpOutGetRequests =
snmpInGetNexts =
snmpOutGetNexts =
snmpInSetRequests =
snmpOutSetRequests =
snmpInGetResponses =
snmpOutGetResponses =

N O O J O JO WJomoO oo o oo oo o o o o
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snmpInTraps =0
snmpOutTraps =0
From RFC2572
snmpUnknownSecurityModels =0
snmpInvalidMsgs =0
snmpUnknownPDUHandlers =0
From RFC2573
snmpUnavailableContexts =0
snmpUnknownContexts =1
From RFC2574
usmStatsUnsupportedSecLevels = 0
usmStatsNot InTimeWindows =1
usmStatsUnknownUserNames =1
usmStatsUnknownEngineIDs =0
usmStatsWrongDigests =0
usmStatsDecryptionErrors =0
output definitions
From RFCxxxx Displays the RFC number that defines the SNMP MIB abjects listed.
MIB Objects Name of the MIB object listed as an SNMP statistic.
= (integer) The number of times the MIB object has been reported to the SNMP

management station since the last reset.

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects

N/A
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show snmp mib family

Displays SNMP MIB information. Information includes MIP ID number, MIB table name, and command
family.

show snmp mib family [table_name]

Syntax Definitions

table_name The name of the MIB table to be displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e |f atable nameis not specified in the command syntax, all MIB table namesis displayed.

e |f the command family is not valid for the entire MIB table, the command family is displayed on a per-
object basis.

e Table names are case-sensitive. Therefore, use the exact table names from the MIB database.

Examples

-> show snmp mib family

MIP ID MIB TABLE NAME TABLE OID FAMILY

_______ o o e e
6145 alalbdTrapsObj 1.3.6.1.4.1.6486.800.1.3.2.22.2 NO SNMP ACCESS
6146 esmConfTrap 1.3.6.1.4.1.6486.800.1.2.1.5.1.1.1 NO SNMP ACCESS

6147 alaLFPConfigTable 1.3.6.1.4.1.6486.800.1.2.1.5.1.1.2.11 interface
6148 alalLFPGroupTable 1.3.6.1.4.1.6486.800.1.2.1.5.1.1.2.10 interface

6149 alaLbdPortConfigTable 1.3.6.1.4.1.6486.800.1.2.1.56.1.1.5.1 1lbd

6150 alalbdPortStatsTable 1.3.6.1.4.1.6486.800.1.2.1.56.1.1.6.1 1lbd

6152 alaUdldPortConfigTable 1.3.6.1.4.1.6486.800.1.2.1.44.1.1.6.1 interface

173059 alaRadAuthorTable 1.3.6.1.4.1.6486.800.1.2.1.73.1.1.1.1 radius
173060 alaRadByodTable 1.3.6.1.4.1.6486.800.1.2.1.73.1.1.1.4 radius
173061 alaRadGlobalTable 1.3.6.1.4.1.6486.800.1.2.1.73.1.1.1.5 radius

page 10-18 OmniSwitch AOS Release 6 CLI Reference Guide  September 2020



SNMP and OpenFlow Commands show snmp mib family

-> show snmp mib family trapStationTable

MIP ID MIB TABLE NAME TABLE OID FAMILY
——————— B e i s S
73735 trapStationTable 1.3.6.1.4.1.6486.800.1.2.1.2.1.1.1.2 snmp

output definitions

MIPID I dentification number for the MIP associated with this MIB Table.
MIB Table Name Name of the MIB table.
Family Command family to which this MIB table belongs.

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R04; extended to display the oid of the Table/objects.

Related Commands

show snmp trap filter Displays the SNMP trap filter information.

MIB Obijects

N/A
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snmp trap absorption

Enables or disables the trap absorption function.
snmp trap absor ption {enable | disable}

Syntax Definitions

enable Enables SNMP trap absorption. When trap absorption is enabled,
identical, repetitive traps sent by applications during a pre-configured
time period is absorbed, and therefore not sent to SNMP Manager sta-
tions configured on the switch.

disable Disables SNMP trap absorption.

Defaults

By defaullt, trap absorption is enabled. Trap absorption drops additional traps within the absorption period
(default 15 seconds).

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

To view the current trap absorption status, use the show snmp trap config command.

Examples

-> snmp trap absorption enable
-> snmp trap absorption disable

Release History

Release 6.6.1; command was introduced.

Related Commands
show snmp trap config Displays the SNMP trap information. Information includes trap ID hum-
bers and corresponding trap names and families.

MIB Objects

trapFilterTable
trapAbsorption
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snmp trap to webview

Enables the forwarding of traps to WebView.
snmp trap to webview {enable | disable}

Syntax Definitions

enable Enables WebView forwarding. When WebView forwarding is enabled,
all traps sent by switch applications are also forwarded to WebView.
This allows aWebView session to retrieve the trap history log.

disable Disables WebView forwarding.

Defaults
By default, WebView forwarding is enabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

To view the current WebView forwarding status, use the show snmp trap config command.

Examples

-> snmp trap to webview enable
-> snmp trap to webview disable

Release History

Release 6.6.1; command was introduced.

Related Commands
show snmp trap config Displays the SNMP trap information, including the current status for
trap absorption and WebView forwarding.

MIB Objects

trapFilterTable
trapToWebView
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snmp trap replay

Replays stored traps from the switch to a specified SNMP station. This command is used to replay (to
resend) traps on demand. Thisis useful in the event when traps are lost in the network.

snmp trap replay {ip_address | ipv6_address} [seq_id]

Syntax Definitions

ip_address The IP address for the SNMP station to which traps are replayed from
the switch.

ipv6_address The IPv6 address for the SNM P station to which traps are replayed from
the switch.

seq id The sequence number from which trap replay begins. Each trap sent by

the switch to an SNMP station has a sequence number. The sequence
number reflects the order in which the trap was sent to the SNMP sta-
tion. For example, the first trap sent to an SNMP station has a sequence
number of 1; the second trap has a sequence number of 2, and so on. If
no sequence number is entered, all stored traps are replayed.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethe show snmp station command on page page 10-6 to display the latest stored sequence number
for each SNMP station.

¢ The switch replays traps in the same order that they were previously sent, beginning from the specified
sequence number.

e When traps are replayed, the original dates on which the trap was issued, rather than the current dates
are used.

e |f the specified sequence number is lower than the oldest trap sequence number stored in the switch,
the switch replays all stored traps.

e |f the specified sequence number is equal to or greater than the oldest trap sequence number stored, the
switch replays all stored traps from the specified sequence number up to the latest sequence number.

¢ |f the specified sequence number is greater than the latest sequence number, no traps are replayed.

Examples

-> snmp trap replay 172.12.2.100
-> snmp trap replay 300::1
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Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp station Displays the current SNM P station status.
show snmp trap replay Displays the SNMP trap replay information.

MIB Obijects

trapStationTable
trapStation Replay
AlaTrapInetStationEntry

alaTrapInetStationReplay
alaTrapInetStationNextSeq
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snmp trap filter

Enables or disables SNMP trap filtering. Trap filtering is used to determine whether a trap or group of
trapsis sent from the switch to a specified SNMP station.

snmp trap filter {ip_address| ipv6_address} trap_id_list
no snmp trap filter {ip_address | ipv6_address} trap_id_list

Syntax Definitions

ip_address The IP address for the SNM P station for which trap filtering is being
enabled or disabled.

ipv6_address The IPv6 address for the SNMP station for which trap filtering is being
enabled or disabled.

trap_id_list Specifies the trap(s) for which filtering is being enabled or disabled.

Traps must be specified using the numeric trap ID. You can specify
more than one trap in the command line; separate each trap 1D with a
space and no comma.

Defaults
By default, SNMP trap filtering is disabled.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

To enable trap filtering, use the syntax snmp trap filter ip_addresstrap_id list.

To disable trap filtering, use the syntax no snmp trap filter ip_addresstrap_id_list.

When filtering is enabled, the specified trap(s) is not sent to the SNMP station. When filtering is
disabled, the specified trapsis sent to the SNMP station.

To display alist of traps and their ID numbers, use the show snmp trap config command.

Examples

-> snmp trap filter 172.1.2.3 1
-> snmp trap filter 172.1.2.3 0 1 3 5
-> snmp trap filter 300::1 1 3 4

-> no snmp trap filter 172.1.2.3 1
-> no snmp trap filter 172.1.2.3 0 1 3 5
-> no snmp trap filter 300::1 1 3

Release History

Release 6.6.1; command was introduced.
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Related Commands

show snmp trap filter Displays the current SNMP trap filter status.

show snmp trap config Displays the SNMP trap information, including trap 1D numbers, trap
names, command families, and absorption rate.

MIB Objects

trapFilterTable
trapFilterStatus

alaTrapInetFilterTable
alaTrapInetFilterStatus
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snmp authentication trap

Enables or disables SNMP authentication failure trap forwarding.
snmp authentication trap {enable | disable}

Syntax Definitions

enable Enables authentication failure trap forwarding. When enabled, the
standard authentication failure trap is sent each time an SNMP
authentication failure is detected.

disable Disables authentication failure trap forwarding.

Defaults
By default, authentication failure trap forwarding is disabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> snmp authentication trap enable
-> snmp authentication trap disable

Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp authentication trap Displays the current authentication failure trap forwarding status.

MIB Objects

snmpGroup

snmpEnableAuthenTraps
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show snmp trap replay

Displays SNMP trap replay information.
show snmp trap replay

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

A maximum of 60 trapsis replayed.

Examples

-> show snmp trap replay

ipAddress oldest replay number
_________________________________________ o m o el
172.21.160.32 12
172.21.160.12 57
0300:0000:0000:0000:0211:d8ff:fe47:470b 12
0300:0000:0000:0000:0211:d8ff:fe47:470c 42

output definitions
|PAddress | P address of the SNMP station manager that replayed the trap.
Oldest Replay Number Number of the oldest replayed trap.

Release History

Release 6.6.1; command was introduced.
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Related Commands

snmp trap replay Replays stored traps from the switch to a specified SNMP station.

MIB Obijects

trapStationTable
snmpStation Replay
AlaTrapInetStationEntry

alaTrapInetStationReplay
alaTrapInetStationNextSeq
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show snmp trap filter

Displays the current SNMP trap filter status.

show snmp trap filter

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

To display alist of traps and their ID numbers, use the show snmp trap config command.

Examples

-> show snmp trap filter

ipAddress trapId list
_________________________________________ o o .
172.21.160.32 1 3 4

172.21.160.12 no filter
0300:0000:0000:0000:0211:d8ff:fe47:470b 4 5 6

0300:0000:0000:0000:0211:d8ff:fe47:470c no filter

output definitions
|PAddress I P address of the SNMP management station that recorded the traps.
Trapld List | dentification number for the traps being filtered.

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp trap filter Enables or disables SNMP trap filtering.

show snmp trap config Displays the SNMP trap information, including trap ID numbers, trap
names, command families, and absorption rate.

MIB Obijects

trapFilterTable
trapFilterEntry
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alaTrapInetFilterTable
alaTrapInetFilterStatus
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show snmp authentication trap

Displays the current authentication failure trap forwarding status (that is, enable or disable).

show snmp authentication trap

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show snmp authentication trap
snmp authentication trap = disable

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp authentication trap Enables or disables SNMP authentication failure trap forwarding.

MIB Objects

sessionAuthenticationTrap
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show snmp trap config

Displays SNMP trap information. Information includes trap ID numbers, trap names, command families,
and absorption rate. This command also displays the Enabled/Disabled status of SNMP absorption and the
Trapsto WebView service.

show snmp trap config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show snmp trap config
Absorption service : enabled
Traps to WebView : enabled

Id trapName family absorption
R e e e T Fommmmmm -
0 coldStart chassis 15 seconds
1 warmStart chassis 15 seconds
2 linkDown interface 15 seconds
3 1linkUp interface 15 seconds
4 authenticationFailure snmp 15 seconds
5 entConfigChange module 15 seconds
30 slPesudoCAMStatusTrap bridge 15 seconds
34 ifMaudabberTrap interface 15 seconds
35 sessionAuthenticationTrap session 15 seconds

output definitions

Id | dentification number for the trap.
Trap Name Name of the trap.

Family Family to which the trap belongs.
Absor ption Time needed for the trap to process.

Release History

Release 6.6.1; command was introduced.
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Related Commands

show snmp mib family Displays SNMP MIB information.
snmp trap absorption Enables or disables the trap absorption function.
snmp trap to webview Enables or disables the forwarding of SNMP traps to WebView.

MIB Obijects

trapConfigTable
trapConfigEntry
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snmp view oid-tree

Use this command to create or remove an SNMP view with include or exclude option. Use No form of this
command to remove the entire SNMP view or specific OID (tree) from the view.

snmp view viewname oid-tree {include | exclude}

no snmp view viewname oid-tree

Syntax Definitions

viewname Specifies name of the view to be created or modified. Maximum length
of view nameis 32 character.

oid-tree Specifies OID information to be added or removed in the view. Maxi-
mum OID length is 64 character.

include Creates an SNMP view with include option.

exclude Creates an SNMP view with exclude option.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Thisview list can be modified or deleted only by the admin user. Thisview isintegrated with the user
as read-only/ read-write by using the user command.

e An SNMP View hasto be created with specific OID for the view.

e When an OID treeis created with include option, only the OID and OID tree (if any) below this OID
has privilege to access the switch. OIDs other than these are excluded by defauilt.

e When an OID treeis created with exclude option, OID and OID tree (if any) below this OID have
no privilege to access the switch. OlIDs other than these are included by default.

¢ A maximum 10 views can be created on the switch.

Examples

-> snmp view test 1.3.6.1.4.1.6486.800.1.2.1.5.1.1.2.10 exclude

-> snmp view ip test 1.3.6.1.4.1.6486.800.1.2.1.23.1.1.14.1 include
-> no snmp view management

-> no snmp view remote client 1.3.6.1.2.1.2.2.1

Release History

Release 6.7.2.R04; command was introduced.
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snmp view oid-ree

Related Commands
user

show snmp views
show snmp view viewname

MIB Obijects

snmpAgtViewMIB
snmpAgtViewTable

Configures or modifies user entriesin the local user database. Use the
no form of the command to remove the user from the local database.

Displaysthe list of SNMP views created with the type.
Displaysthelist of OID for a particular view.
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show snmp views

Displaysthelist of SNMP views created with the type.

show snmp views

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use this command to display the list of SNMP views created with the view type.

Examples

-> show snmp views

VIEW NAME VIEW TYPE
___________________________________ fommmmm e
remote read EXCLUDE
remote write EXCLUDE

output definitions

VIEW NAME Displays the name of the view name.
VIEW TYPE Displays the name of view type.

Release History

Release 6.7.2.R04; command was introduced.
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Related Commands

snmp view oid-tree Use this command to create or remove an SNMP view with include or
exclude option. Use No form of this command to remove the entire
SNMP view or specific OID (tree) from the view.

show snmp view viewname Displaysthelist of OID for a particular view.

user Configures or modifies user entriesin the local user database. Use the
no form of the command to remove the user from the local database.

MIB Obijects

snmpAgtViewMIB
snmpAgtViewEntry
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show snmp view viewname

Displaysthelist of OID for a particular view.

show snmp view viewname

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A

Examples

-> show snmp view lfp read

View Name : 1lfp read View Type : EXCLUDE
OID LIST TABLE/OBJECT NAME

______________________________________________________ e e e e =
1.3.6.1.4.1.6486.800.1.2.1.5.1.1.2.11.1.3 alaLFPConfigRowStatus
1.3.6.1.4.1.6486.800.1.2.1.3.1.1.1.1 vlanTable

output definitions

OID LIST Displaysthe OID list.
TABLE/OBJECT NAME Displays the name of Table or Object.

Release History

Release 6.7.2.R04; command was introduced.
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Related Commands

snmp view oid-tree Use this command too create or remove an SNMP view with include or
exclude option. Use No form of this command to remove the entire
SNMP view or specific OID (tree) from the view.

show snmp views Displaysthe list of SNMP views created with the type.

user Configures or modifies user entriesin the local user database. Use the
no form of the command to remove the user from the local database.

MIB Obijects

snmpAgtViewMIB
snmpAgtViewName
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openflow back-off-max

Configures the maximum amount of time to wait between Controller connection attempts.

openflow back-off-max seconds

Syntax Definitions

seconds The back-off-max value, in seconds. The valid rangeisfrom 1 - 60.
Defaults

parameter default

seconds 60

Platforms Supported
Omni Switch 6450

Usage Guidelines
N/A

Examples

-> openflow back-off-max 32
-> openflow back-off-max 60

Release History

Release 6.6.5; command introduced

Related Commands

show openflow Displays global OpenFlow configuration parameters.

MIB Obijects

alaOpenflowGlobalBackoffMax
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openflow idle-probe-timeout

Configures the idle probe timeout value.

openflow idle-probe-timeout seconds

Syntax Definitions

seconds Theidle probe timeout value, in seconds. The valid rangeis 0 - 60.
Defaults

parameter default

seconds 15

Platforms Supported
Omni Switch 6450

Usage Guidelines
If setto O, idle probing is disabled.

Examples

-> openflow idle-probe-timeout 0
-> openflow idle-probe-timeout 15
-> openflow idle-probe-timeout 60

Release History

Release 6.6.5; command introduced

Related Commands

show openflow Displays global OpenFlow configuration parameters.

MIB Objects

alaOpenflowGlobalIdleProbeTimeout
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openflow logical-switch

Configures an OpenFlow Logical Switch. An OpenFlow Logical Switch consists of aportion of the
switch's resources that are managed by an OpenFlow Controller (or set of Controllers) viathe OpenFlow
Agent.

openflow logical-switch name [admin-state {enable | disable}] [mode {normal | api}] [version {1.0 |
1.3.1}4] [vlan vian_id]

no openflow logical-switch <name>

Syntax Definitions

name The Logical Switch name (up to 32 characters).

admin-state enable Enables the Logical Switch.

admin-state disable Disables the Logical Switch.

normal Configuresthe Logical Switch to runin Norma Mode.

api Configures the Logical Switch to run in Hybrid (APl) Mode. Only one
(1) Logical Switch can be configured in Hybrid Mode.

1.0 Configures the Logical Switch to run OpenFlow Version 1.0.

131 Configures the Logical Switch to run OpenFlow Version 1.3.1.

vlan_id The Default VLAN for all ports assigned to the Logical Switch. Traffic

on this VLAN on these ports will not carry an 802.1q tag. Traffic on all
other VLANSs on these ports will carry an 802.1q tag. The valid rangeis

2-4093.
Defaults
parameter default
enable | disable enable
normal | api normal
10]131 10131

Platforms Supported
Omni Switch 6450

Usage Guidelines
e Up to three (3) OpenFlow Logical Switches can be configured on an OmniSwitch.

e Usethe no form of the command to delete an OpenFlow Logical Switch and al Controller/port
configurations for that Logical Switch.

e When alogical Switchisdisabled, al Controllersfor that Logical Switch are operationally disabled,
and flows added by those Controllers are removed.
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¢ |n Normal Mode, the switch operates as per the OpenFlow standards. In Hybrid mode, OpenFlow
operates as an interface through which the Controller may add over-ride policies to the switch much
like QoS. In Hybrid mode, no traffic is forwarded to the Controller(s) and AOS operates normally.

e OpenFlow versions 1.0 and 1.3.1 are both enabled by default. At least one version must be enabled.

e “vlan” isnot valid if the configured mode for the Logical Switchis API. An API Logical Switch
implicitly operates on all ports, link aggregates, and VLANSs not assigned to other OpenFlow Logical
Switches.

Examples

-> openflow logical-switch vswitchl

-> openflow logical-switch vswitchl admin-state enable

-> openflow logical-switch vswitchl mode normal version 1.0 vlan 5
-> no openflow logical-switch vswitchl

Release History

Release 6.6.5; command introduced

Related Commands

show openflow logical-switch  Displaysinformation about all of the configured OpenFlow Logical
Switches.

MIB Obijects

alaOpenflowLogicalSwitchTable

alaOpenflowLogicalSwitch
alaOpenflowLogicalSwitchAdminState
alaOpenflowLogicalSwitchMode
alaOpenflowLogicalSwitchVersions
alaOpenflowLogicalSwitchVlan
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openflow logical-switch controller

Configures a Controller for an OpenFlow Logical Switch. Y ou can configure up to three (3) Controllers
per Logical Switch.

openflow logical-switch name controller ip_address[:port] admin-state {enable | disable}

no openflow logical-switch name controller ip_address|[:port]

Syntax Definitions

name The Logical Switch name (up to 32 characters).
ip_address The IP address of Controller.

port The Controller IP Port (1 - 65535).

enable Enables the connection to the Controller.
disable Disables the connection to the Controller.
Defaults

parameter default

port 6633

enable | disable enable

Platforms Supported
Omni Switch 6450

Usage Guidelines

e Currently, only IPv4 addresses are supported.

e |f aLogica Switch cannot connect to any of its Controllers, it runsin “Fail Secure Mode”. All flow
aging, etc. continues unaffected while the Controllers are disconnected.

Examples

-> openflow logical-switch vswitchl controller 1.2.3.4
-> openflow logical-switch vswitchl controller 1.2.3.4:6634 admin-state enable
-> no openflow logical-switch vswitchl controller 1.2.3.4

Release History

Release 6.6.5; command introduced.
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Related Commands

show openflow logical-switch  Displaysinformation about all of the configured OpenFlow Logical
Switches.

MIB Obijects

alaOpenflowControllerTable

alaOpenflowControllerLogicalSwitch
alaOpenflowControllerIpType
alaOpenflowControllerIp
alaOpenflowControllerPort
alaOpenflowControllerAdminState
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openflow logical-switch interfaces

Configures arange of interfaces to/from a Logical Switch.
openflow logical-switch name interfaces {port slot/port1[-port2] | linkagg agg_id[-agg_id2]}
no openflow logical-switch name interfaces {port slot/portl[-port2] | linkagg agg_id[-agg_id2]}

Syntax Definitions

name The Logical Switch name (up to 32 characters).

dlot/port[-port2] The dot and port number. Use a hyphen to specify arange of ports (1/1-
8).

agg_id[-agg_id2] The link aggregate |D number. Use a hyphen to specify arange of link

aggregate IDs (10-15).

Defaults
N/A

Platforms Supported
Omni Switch 6450

Usage Guidelines
N/A

Examples

-> openflow logical-switch vswitchl interfaces port 1/1

-> no openflow logical-switch vswitchl interfaces port 1/1
-> openflow logical-switch vswitch2 interfaces linkagg 5

-> no openflow logical-switch vswitch2 interfaces linkagg 5
-> openflow logical-switch vswitchl interfaces port 1/1-8

-> no openflow logical-switch vswitchl interfaces port 1/1-8

Release History

Release 6.6.5; command introduced

Related Commands

show openflow logical-switch  Displays information about all of the configured Logical Switches.

MIB Objects

alaOpenflowInterfaceTable

alaOpenflowInterfaceLogicalSwitch
alaOpenflowInterface

page 10-46 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



SNMP and OpenFlow Commands show openflow

show openflow

Displays global OpenFlow configuration parameters.

show openflow

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450

Usage Guidelines
N/A

Examples

-> show openflow
Back-off Max : 60,
Idle Probe Timeout : 15

output definitions

Back-off Max The configured maximum back off time, in seconds, for Controller
connection attempts (Range = 1 - 60, Default = 60).

Idle Probe Timeout The configured idle probe timeout value, in seconds (Range = 1- 60,
Default = 15).

Release History

Release 6.6.5; command introduced

Related Commands

openflow back-off-max Configures the maximum amount of time allowed for Controller
connection attempts.

openflow idle-probe-timeout  Configures the idle probe timeout value.

MIB Obijects

alaOpenflowGlobalBackoffMax
alaOpenflowGlobalIdleProbeTimeout
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show openflow logical-switch

Displays information about configured OpenFlow Logical Switches.

show openflow logical-switch [name | controllers| interfaces]

Syntax Definitions

name The Logical Switch name (up to 32 characters).
controllers The controllers assigned to thislogical switch.
interfaces The interfaces assigned to thislogical switch.
Defaults

N/A

Platforms Supported
Omni Switch 6450

Usage Guidelines

Enter aLogical Switch name to display only information about a specific Logical Switch.

Examples

-> show openflow logical-switch

Admin
Logical Switch State Mode Versions VLAN Ctrlrs Intf Flows
————————————————————————— R e e i T e
vswitchl Ena Norm 1.0 1 1 4 0
vswitch2 Dis Norm 1.0, 1.3.1 5 3 4 2
vswitch3 Ena API 1.0, 1.3.1 N/A 1 0 0
output definitions
Logical Switch The Logical Switch name
Admin Sate The Logical Switch administrative state (Enabled/Disabled).
Mode The Logical Switch operational Mode (Normal/API).
Versions The OpenFlow versions enabled on the Logical Switch (1.0/1.3.1).
VLAN Thedefault VLAN for all portsassigned to the Logical Switch. Zero (0)
indicates no VLAN configured.
Ctrirs The number of Controllers configured for the Logical Switch (up to
three (3) Controllers can be configured per Logical Switch.
I ntf The number of interfaces (ports and link aggregations) configured for
the Logical Switch.
Flows The number of flows pushed to the Logical Switch by its Controllers.
Controller The controller P address and port.
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SNMP and OpenFlow Commands show openflow logical-switch

output definitions

Role Current role of the controller. Equal, Master, or Slave.

Oper Sate Current connection state of the controller (invalid, operDisabled,
sendError, init, connecting, backoff, exchangingHello, active, idle,
disconnected).

Release History

Release 6.6.5; command introduced

Related Commands

openflow logical-switch Configures an OpenFlow Logical Switch.

openflow logical-switch Configures a Controller for an OpenFlow Logical Switch. You can
controller configure up to three (3) Controllers per Logical Switch.

openflow logical-switch Configures arange of interfaces to/from a Logical Switch.
interfaces

MIB Obijects

alaOpenflowLogicalSwitchTable

alaOpenflowLogicalSwitch
alaOpenflowLogicalSwitchAdminState
alaOpenflowLogicalSwitchMode
alaOpenflowLogicalSwitchVersions
alaOpenflowLogicalSwitchVlan
alaOpenflowLogicalSwitchControllerCount
alaOpenflowLogicalSwitchInterfaceCount
alaOpenflowLogicalSwitchFlowCount
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show openflow logical-switch stats

SNMP and OpenFlow Commands

show openflow logical-switch stats

Displays information about statistics for OpenFlow Logical Switches.

show openflow logical-switch name {flowtable | flowentry | openflowport | group} stats

Syntax Definitions

name
flowtable
flowentry
openflowport

group

Defaults
N/A

Platforms Supported

OmniSwitch 6450

Usage Guidelines
N/A

Examples

The Logical Switch name.

Display statistics on the flow tables.
Display statistics for individual flows.
Display statistics for an individual port.
Display statistics for groups.

-> show openflow logical-switch LS1 flowtable stats

Table

Exact Match Table
Wild card Match Table

Flow Count

_________ e

-> show openflow logical-switch LS1 flowentry stats

Flow-1id

1

Received Packets Received bytes Duration in sec
————— e it
45 1200 50
32 5000 120

-> show openflow logical-switch LS1 openflow-port stats

OpenFlow Port

1/1
1/2

Transmitted Packets Received Packets Duration in sec

-> show openflow logical-switch LS1 group stats

Group-id Duration in sec
________________________________ e
1 45
2 32
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SNMP and OpenFlow Commands

show openflow logical-switch stats

output definitions

Table

Flow Count

Flow-id

Received packets/bytes
Duration in sec
OpenFlow Port

Transmitted /received packets

Group-id

Table type match.

The number of flows matched for the table.

The flow identifier.

The number of packets/bytes received from the flow.
The number of seconds the flow has been active.
The port on which the flow was received.

The number of packets transmitted by the flow.

The group identifier.

Release History

Release 6.6.5; command introduced

Related Commands

openflow logical-switch

openflow logical-switch
controller

openflow logical-switch
interfaces

MIB Obijects

N/A

Configures an OpenFlow Logical Switch.

Configures a Controller for an OpenFlow Logical Switch. You can
configure up to three (3) Controllers per Logica Switch.

Configures arange of interfaces to/from a Logica Switch.
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11 DNS Commands

A Domain Name System resolver is an internet service that translates host names into | P addresses. Every
time you use a host name, a DN'S service must resolve the name to an IP address. Y ou can configure up to
three domain name servers. If the primary DNS server does not know how to translate a particular host
name, it asks the secondary DNS server (if specified). If thisfails, it asks the third DNS server (if speci-
fied), until the correct |P addressis returned (resolved). If all DNS servers have been queried and the name
isstill not resolved to an | P address, the DNS resolver fails and issue an error message.

MIB information for the DNS commands is as follows;

Filename: AlcatelIND1System.mib
Module:  ALCATEL-IND1-SYSTEM.MIB

A summary of the available commandsis listed here.

ip domain-lookup
ip name-ser ver
ipv6 name-server
ip domain-name
show dns

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 11-1



ip domain-lookup DNS Commands

ip domain-lookup

Enables or disables the DNS resolver.
ip domain-lookup

no ip domain-lookup

Syntax Definitions
N/A

Defaults
By default, the DNS resolver is disabled.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Usethe no form of this command to disable the DNS resolver.

¢ You must use theip domain-name command to set a default domain name for your DNS resolver(s)
and the ip name-server command to specify up to three DNS servers to query on host lookups.

¢ Theip domain-lookup command enables the DNS resolver.

Examples

-> ip domain-lookup

-> no ip domain-lookup

Release History

Release 6.6.1; command was introduced.

Related Commands

ip name-ser ver Specifies the P addresses of up to three serversto query on a host
lookup.

ipv6 name-server Specifies the IPv6 addresses of up to three IPv6 DNS servers to query
on a host lookup.

ip domain-name Sets or deletes the default domain name for DNS lookups.

show dns Displaysthe current DNS resolver configuration and status.

MIB Objects

systemDNS

systemDNSEnableDnsResolver
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DNS Commands ip name-server

ip name-server

Specify the | P addresses of up to three serversto query on a host lookup.

ip name-server server-addressl [server-address? [server-address3]]

Syntax Definitions

server-addressl The | P address of the primary DNS server to query for host lookup. This
isthe only address that is required.

server-address2 The IP address of the secondary DNS server to query for host lookup.
This server is queried only if the desired host name or host IP addressis
not located by the primary DNS server. A second |P addressis optional.

server-address3 The |P address of the DNS server with the lower priority. This server is
gueried only if the desired host name or |P address is not located by the
primary and secondary DNS servers. A third IP addressis optional.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Configuration of the DNS resolver to resolve any host query requires that you first set the default
domain name with the ip domain-name command and enable the DNS resolver function with theip
domain-lookup command before you specify the | P addresses of the DNS servers by using the ip
name-server command.

e You can configure up to three |Pv4 DNS servers and three |Pv6 DNS serversin a switch.

Examples

-> ip name-server 189.202.191.14 189.202.191.15 188.255.19.1
-> ip name-server 10.255.11.66

Release History

Release 6.6.1; command was introduced.
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ip name-server DNS Commands

Related Commands

ip domain-lookup Enables or disables the DNS resolver.
ip domain-name Sets or deletes the default domain name for DNS [ookups.
show dns Displays the current DNS resolver configuration and status.

MIB Obijects

systemDNS
systemDNSNsAddrl

systemDNSNsAddr2
systemDNSNsAddr3
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DNS Commands ipvé name-server

ipvé name-server

Specifies the IPv6 addresses of up to three IPv6 DNS servers to query on a host lookup.

ipv6 name-server server-ipv6_addressl [server-ipv6_address2 [server-ipv6_address3]]

Syntax Definitions

server-ipv6_addressl The IPv6 address of the primary |Pv6 DNS server to query for host
lookup. Specifying the primary |Pv6 DNS address is mandatory.
server-ipv6_address? The IPv6 address of the secondary 1Pv6 DNS server to query for host

lookup. Thisserver isqueried only if the desired host nameis not ableto
be resolved by the primary I1Pv6 DNS server. A second IPv6 addressis
optional.

server-ipv6_address3 The |Pv6 address of the IPv6 DNS server with the lower priority. This
server isqueried only if the desired host name is not able to be resolved
by both the primary and secondary |Pv6 DNS servers. A third IPv6
addressis optional.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Configuration of the DNS resolver to resolve any host query requires that you first set the default
domain name with the ip domain-name command and enable the DNS resolver function with theip
domain-lookup command before you specify the |Pv6 addresses of the IPv6 DNS servers by using the
ipv6 name-server command.

e You cannot use multicast, loopback, link-local and unspecified |Pv6 addresses for specifying |Pv6
DNS servers.

e You can configure up to three IPv6 DNS servers and three IPv4 DNS serversin a switch.

Examples

-> 1pv6é name-server fec0::2d0:d3:£f3fc
-> 1pv6é name-server fe2d::2c £302::3del:1 flbc::202:£d40:£3

Release History

Release 6.6.1; command was introduced.
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ipv6 name-server DNS Commands

Related Commands

ip domain-lookup Enables or disables the DNS resolver.
ip domain-name Sets or deletes the default domain name for DNS [ookups.
show dns Displays the current DNS resolver configuration and status.

MIB Obijects

systemDNS
systemDNSNsIPv6Addrl
systemDNSNsIPv6Addr2
systemDNSNsIPv6Addr3
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DNS Commands ip domain-name

ip domain-name

Sets or deletes the default domain name for DNS lookups.
ip domain-name name

no ip domain-name

Syntax Definitions

name The default domain name for host |ookups.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to delete the default domain name.
e Usethis command to set the default domain name for DNS lookups.
Examples

-> ip domain-name company.com

-> no ip domain-name

Release History

Release 6.6.1; command was introduced.

Related Commands

ip domain-lookup Enables or disables the DNS resolver.

ip name-ser ver Specifies the IP addresses of up to three serversto query on a host
lookup.

ipv6 name-server Specifies the IPv6 addresses of up to three IPv6 DNS servers to query

on a host lookup.
show dns Displaysthe current DNS resolver configuration and status.

MIB Objects

systemDNS

systemDNSDomainName
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show dns

DNS Commands

show dns

Displays the current DNS resolver configuration and status.

show dns

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A

Examples

-> show dns

Resolver is : enabled

domainName : company.

IPv4 nameServer(s): 189.202.
: 189.202.
: 188.255.

com
191.14
191.15
19.1

IPv6 nameServer (s): fe2d::2c
: £302::3del:1
: flbc::202:£d40:£3

output definitions

Resolver is
domainName

| Pv4 nameSer ver (s)

| Pv6 nameSer ver (s)

Indicates whether the DNS resolver is enabled or disabled.

Indicates the default domain name assigned to the DNS lookups. This
valueis set using the ip domain-name command.

Indicatesthe | P address(es) of the IPv4 DNS server(s). These addresses
are set using the ip name-server command.

Indicates the |Pv6 address(es) of the IPv6 DNS server(s). These
addresses are set using the ipv6 name-ser ver command.

Release History

Release 6.6.1; command was introduced.
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DNS Commands show dns

Related Commands

ip domain-lookup Enables or disables the DNS resolver.

ip name-ser ver Specifies the 1P addresses of up to three serversto query on a host
lookup.

ipv6 name-ser ver Specify the |Pv6 addresses of up to three |Pv6 DNS serversto query on
a host lookup.

ip domain-name Sets or deletes the default domain name for DNS lookups.

MIB Obijects

systemDNS

systemDNSEnableDnsResolver
systemDNSDomainName
systemDNSNsAddrl
systemDNSNsAddr2
systemDNSNsAddr3
systemDNSNsIPv6Addrl
systemDNSNsIPv6Addr2
systemDNSNsIPv6Addr3
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show dns DNS Commands

page 11-10 OmniSwitch AOS Release 6 CLI Reference Guide  September 2020



12 Link Aggregation
Commands

Link aggregation isaway of combining multiple physical links between two switches into one logical
link. The aggregate group operates within Spanning Tree as one virtual port and can provide more
bandwidth than a single link. It also provides redundancy. If one physical link in the aggregate group goes
down, link integrity is maintained.

There are two types of aggregate groups. static and dynamic. Static aggregate groups are manually
configured on the switch with static links. Dynamic groups are set up on the switch but they aggregate
links as necessary according to the Link Aggregation Control Protocol (LACP).

The dynamic aggregation software is compatible only with the following | EEE standard:
802.3ad — Aggregation of Multiple Link Segments
MIB information for the link aggregation commandsis as follows:

Filename: AlcateINDILAG.MIB
Module; ALCATEL-IND1-LAG-MIB
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Link Aggregation Commands

A summary of available commandsislisted here:

Satic link aggregates static linkagg size
static linkagg name
static linkagg admin state
static agg agg num

Dynamic link aggregates lacp linkagg size
lacp linkagg name
lacp linkagg admin state
lacp linkagg actor admin key
lacp linkagg actor system priority
lacp linkagg actor system id
lacp linkagg partner system id
lacp linkagg partner system priority
lacp linkagg partner admin key
lacp agg actor admin key
lacp agg actor admin state
lacp agg actor system id
lacp agg actor system priority
lacp agg partner admin state
lacp agg partner admin system id
lacp agg partner admin key
lacp agg partner admin system priority
lacp agg actor port priority
lacp agg partner admin port
lacp agg partner admin port priority

Dual HomeLink (DHL) dhl num

Active-Active dhl num linka linkb
dhl num admin-state
dhl num vlan-map linkb
dhl num pre-emption-time
dhl num mac-flushing
show dhl
show dhl num
show dhl num link

Satic and dynamic show linkagg
show linkagg port
show linkagg accounting
show linkagg counters
show linkagg traffic
linkagg no I12-statistics
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Link Aggregation Commands static linkagg size

static linkagg size

Creates a static aggregate group between two switches. A static aggregate group contains static links.
static linkagg agg_num size size [name name] [admin state {enable | disable}]

no static linkagg agg_num

Syntax Definitions

agg_num The number corresponding to the static aggregate group. Can be an
unique integer in the range 0-31.

size The maximum number of links allowed in the aggregate group. Values
canbe2, 4, or 8.

name The name of the static aggregate group. Can be any a phanumeric string
up to 255 characters long. Spaces can be given within quotes (for exam-
ple, “Static Group 1”).

enable Specifies that the static aggregate group is active and is able to aggre-
gate links.

disable Specifies that the static aggregate group is inactive and not able to
aggregate links.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a static aggregate group from the configuration.

¢ The maximum number of link aggregate groups allowed on the switch (static and dynamic combined)
is32.

e A maximum of 256 link aggregation ports are supported. The number of link aggregation ports per
group determines the maximum number of groups that can be configured. The following table provides
some example configurations:

Number of Portsin Group  Maximum Number of Groups

2 128
4 64
8 32

e |f the static aggregate has any attached ports, delete them with the static agg agg num command
before you can deleteit.
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static linkagg size Link Aggregation Commands

e Usethelacp linkagg size command to create a dynamic aggregation (LACP) group. See page 12-9 for
more information about this command.

Examples

-> static linkagg 3 size 8
-> static linkagg 4 size 2 admin state disable
-> no static linkagg 3

Release History

Release 6.6.1; command introduced.

Related Commands

show linkagg Displays information about static and dynamic (LACP) link aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggSize
alclnkaggAggLacpType
alclnkaggAggName
alclnkaggAggAdminState
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Link Aggregation Commands static linkagg name

static linkagg name

Configures a name for an existing static aggregate group.
static linkagg agg_num name name

static linkagg agg_num no name

Syntax Definitions

agg_num The number corresponding to the static aggregate group.

name The name of the static aggregation group, an a phanumeric string up to
255 characters. Spaces can be given within quotes (for example, “ Static
Group 17).

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove a name from a static aggregate.
Examples

-> static linkagg 2 name accounting

-> static linkagg 2 no name

Release History

Release 6.6.1; command introduced.

Related Commands

static linkagg size Creates a static aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggName
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static linkagg admin state Link Aggregation Commands

static linkagg admin state

Configures the administrative state (whether the static aggregate group is active or inactive) of astatic
aggregate group.

static linkagg agg_num admin state {enable | disable}

Syntax Definitions

agg_num The number corresponding to the static aggregate group.

enable Specifies that the static aggregate group is active and is able to aggre-
gate links.

disable Specifies that the static aggregate group is inactive and not able to
aggregate links.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
When the administrative state is set to disable, the static aggregate group is disabled.

Examples

-> static linkagg 2 admin state disable

Release History

Release 6.6.1; command introduced.

Related Commands

static linkagg size Creates a static aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggAdminState
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Link Aggregation Commands static agg agg num

static agg agg num

Configures aslot and port for a static aggregate group.
static agg [ether net | fastethernet | gigaether net] dlot/port agg num agg_num
static agg no [ethernet | fastethernet | gigaether net] slot/port

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

agg_num The number corresponding to the static aggregate group.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove one or more ports from a static aggregate group.

Mobile ports cannot be aggregated.
e A port can belong to only one aggregate group.

e Portsin astatic aggregate must al be the same speed (for example, al 10 Mbps, all 100 Mbps, all 1
Gigabit, or al 10 Gigabit).

e Portsthat belong to the same static aggregate group need not be configured sequentially and can be on
any Network Interface (NI) or unit within a stack.

¢ Theethernet, fastether net, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> static agg 2/1 agg num 4
-> static agg no 2/1

Release History

Release 6.6.1; command introduced.
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static agg agg num Link Aggregation Commands

Related Commands

static linkagg size Creates a static aggregate group.
show linkagg port Displays information about link aggregation ports.

MIB Obijects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortLacpType

alclnkaggAggPortSelectedAggNumber
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Link Aggregation Commands

lacp linkagg size

lacp linkagg size

Creates a dynamic aggregate group that uses the Link Aggregation Control Protocol (LACP) to establish
and maintain link aggregation. The size parameter is required to create the link aggregate group.

lacp linkagg agg_num size size

[name name]

[admin state{enable | disable}]

[actor admin key actor_admin_key]

[actor system priority actor_system priority]
[actor system id actor_system id]

[partner system id partner_system id]

[partner system priority partner_system priority]
[partner admin key partner_admin_key]

no lacp linkagg agg_num

Syntax Definitions

agg_num
size

name

enable

disable
actor_admin_key
actor_system priority

actor_system id
partner_system id

partner_system priority

partner_admin_key

The number corresponding to the dynamic aggregate group. Can be a
unique integer in the range 0-31.

The maximum number of links that can belong to the aggregate. Values
canbe2, 4, or 8.

The name of the dynamic aggregate group. Can be any alphanumeric
string up to 255 characterslong. Spaces must be contained within quotes
(for example, “Dynamic Group 1").

Specifies that the dynamic aggregate group is active and is able to
aggregate links.

Specifies that the dynamic aggregate group is inactive and not able to
aggregate links.

The administrative key value associated with the dynamic aggregate
group. Possible values are 0—65535.

The priority of the dynamic aggregate group. Possible values are 0—
65535.

The MAC address of the dynamic aggregate group on the switch.

The MAC address of the remote system to which the aggregate group of
the switch is attached.

The priority of the remote system to which the aggregate group is
attached. Possible values are 0-65535.

The administrative key for the remote partner of the aggregate group.
Possible values are 0—65535.
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lacp linkagg size Link Aggregation Commands

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a dynamic aggregate group from the configuration.

¢  The maximum number of link aggregate groups allowed on the switch (static and dynamic combined)
is32.

e A maximum of 256 link aggregation ports are supported. The number of link aggregation ports per
group determines the maximum number of groups that can be configured. The following table provides
some example configurations:

Number of Portsin Group  Maximum Number of Groups

2 128
4 64
8 32

¢ |f the dynamic group has any attached ports, disable the group with the lacp linkagg admin state
command before you can deleteit.

e Optional parameters for the dynamic aggregate group can be configured when the aggregate is created
or the dynamic aggregate group can be modified later.

e Usethe static linkagg size command to create static aggregate groups. See page 12-3 for more infor-
mation about this command.

Examples

-> lacp linkagg 2 size 4
-> lacp linkagg 3 size 2 admin state disable actor system priority 65535

Release History

Release 6.6.1; command introduced.

Related Commands

show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable
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Link Aggregation Commands lacp linkagg size

alclnkaggAggNumber
alclnkaggAggSize
alclnkaggAggLacpType
alclnkaggAggName
alclnkaggAggAdminState
alclnkaggAggActorAdminKey
alclnkaggAggActorSystemPriority
alclnkaggAggActorSystemID
alclnkaggAggPartnerSystemID
alclnkaggAggPartnerSystemPriority
alclnkaggAggPartnerAdminKey
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lacp linkagg name Link Aggregation Commands

lacp linkagg name

Configures a name for a dynamic aggregate group.
lacp linkagg agg_num name name

lacp linkagg agg_num no name

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

name The name of the dynamic aggregate group. Can be any alphanumeric
string up to 255 characterslong. Spaces must be contained within quotes
(for example, “Dynamic Group 1").

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove a name from a dynamic aggregate group.
Examples

-> lacp linkagg 2 name finance

-> lacp linkagg 2 no name

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggName
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Link Aggregation Commands lacp linkagg admin state

lacp linkagg admin state

Configures the administrative state of the dynamic aggregate (whether it is up and active, or down and
inactive) group.

lacp linkagg agg_num admin state {enable | disable}

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

enable Specifies that the dynamic aggregate group is active and is able to
aggregate links.

disable Specifies that the operation of a dynamic aggregate group cannot be per-
formed.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

When the administrative state is set to disable, the operation of a dynamic aggregation (LACP) group
cannot be performed.

Examples

-> lacp linkagg 2 admin state disable

Release History

Release 6.6.1; command introduced.
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lacp linkagg admin state Link Aggregation Commands

Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

show linkagg port Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggAdminState
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Link Aggregation Commands lacp linkagg actor admin key

lacp linkagg actor admin key

Configures the administrative key associated with a dynamic aggregate group.
lacp linkagg agg_num actor admin key actor_admin_key

lacp linkagg agg_num no actor admin key

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

actor_admin_key The administrative key value associated with the dynamic aggregate
group. The valid range is 1-65535.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove an actor admin key from a dynamic aggregate group.
Examples

-> lacp linkagg 3 actor admin key 2

-> lacp linkagg 3 no actor admin key

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorAdminKey
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lacp linkagg actor system priority Link Aggregation Commands

lacp linkagg actor system priority

Configures the priority of the dynamic aggregate group.
lacp linkagg agg_num actor system priority actor_system priority

lacp linkagg agg_num no actor system priority

Syntax Definitions

agg_num The number corresponding to the link aggregate group.

actor_system priority The priority of the dynamic aggregate group of the switch in relation to
other aggregate groups. Possible values are 0—65535.

Defaults
parameter default
actor_system_priority 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethe no form of this command to return the value to its default.

¢ Ports with the same system priority value can join the same dynamic aggregate group.
Examples
-> lacp linkagg 3 actor system priority 100

-> lacp linkagg 3 no actor system priority

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorSystemPriority
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lacp linkagg actor system id

Configures the MAC address of a dynamic aggregate group on the switch.
lacp linkagg agg_num actor system id actor_system id

lacp linkagg agg_num no actor system id

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

actor_system id The MAC address of the dynamic aggregate group on the switch in the
hexadecimal format Xx: Xx: XX: XX XX XX.

Defaults
parameter default
actor_system _id 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove an actor system ID from a dynamic aggregate group.
Examples

-> lacp linkagg 3 actor system id 00:20:da:81:d5:b0

-> lacp linkagg 3 no actor system id

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggActorSystemID
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lacp linkagg partner system id

Configures the MAC address of the remote system’ s dynamic aggregate group to which the dynamic
aggregate group of the local switch is attached.

lacp linkagg agg_num partner system id partner_system_id

lacp linkagg agg_num no partner system id

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group on the
switch.
partner_system id The MAC address of the remote switch’s dynamic aggregate group in

the hexadecimal format Xx: Xx: Xx: XX: XX: XX.

Defaults
parameter default
partner_system id 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a partner system ID from a dynamic aggregate group.

e Thepartner_system id and the partner_system priority specifies the priority of remote system.

Examples

-> lacp linkagg 2 partner system id 00:20:da4:32:81
-> lacp linkagg 2 no partner system id

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Objects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerSystemID
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lacp linkagg partner system priority

Configures the priority of the remote switch’s dynamic aggregate group to which the local switch’'s
aggregate group is attached.

lacp linkagg agg_num partner system priority partner_system priority

lacp linkagg agg_num no partner system priority

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.
partner_system priority The priority of the remote switch’s dynamic aggregate group to which
the local switch's aggregate group is attached. Possible values are 0—
65535.
Defaults
parameter default
partner_system priority 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to return to the priority value to its default.
Examples

-> lacp linkagg 3 partner system priority 65535

-> lacp linkagg 3 no partner system priority

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerSystemPriority
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lacp linkagg partner admin key

Configures the administrative key for the dynamic aggregation group’ s remote partner.
lacp linkagg agg_num partner admin key partner_admin_key

lacp linkagg agg_num no partner admin key

Syntax Definitions

agg_num The number corresponding to the dynamic aggregate group.

partner_admin_key The administrative key for the dynamic aggregation group’s remote
partner. Possible values are 0—65535.

Defaults
parameter default
partner_admin_key 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the no form of this command to remove a partner admin key from a dynamic aggregate group.
Examples

-> lacp linkagg 3 partner admin key 1

-> lacp linkagg 3 no partner admin key

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.
show linkagg Displays information about static and dynamic (LACP) aggregate
groups.

MIB Obijects

alclnkaggAggTable

alclnkaggAggNumber
alclnkaggAggPartnerAdminKey
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lacp agg actor admin key

Configures an actor administrative key for a port, which allows the port to join a dynamic aggregate group.

lacp agg [ethernet | fastethernet | gigaethernet] slot/port actor admin key actor_admin_key

[actor admin state {[[no] active] [[no] timeout] [[no] aggregate] [[no] synchronize] [[no] collect]
[[no] distribute] [[no] default] [[no] expire€] | none}]

[actor system id actor_system id]

[actor system priority actor_system priority]

[partner admin system id partner_admin_system id]

[partner admin key partner_admin_key]

[partner admin system priority partner_admin_system priority]

[partner admin state {[[no] active] [[no] timeout] [[no] aggregate] [[no] synchronize] [[no] collect]
[[no] distribute] [[no] default] [[no] expire€] | none}]

[actor port priority actor_port_priority]

[partner admin port partner_admin_port]

[partner admin port priority partner_admin_port_priority]

lacp agg no [ethernet | fastether net | gigaether net] slot/port

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

dot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

actor_admin_key The administrative key associated with this dynamic aggregate group.
Possible values are 0-65535.

actor admin state See the lacp agg actor admin state command on page 12-25.

actor_system id The MAC address of this dynamic aggregate group on the switch.

actor_system priority The priority of the dynamic aggregate group. Possible values are 0—255.

partner_admin_system id The MAC address of the remote switch’s dynamic aggregate group.

partner_admin_key The administrative key for the dynamic aggregation group’s remote

partner. Possible values are 0-65535.

partner_admin_system priority The priority of the remote system to which the dynamic aggregation
group is attached. Possible values are 0—255.

partner admin state See the lacp agg partner admin state command on page 12-31.

actor_port_priority The priority of the actor port. Possible values are 0-255.

partner_admin_port The administrative state of the partner port. Possible values are 0—
65535.

partner_admin_port_priority The priority of the partner port. Possible values are 0—255.
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Defaults
parameter default
[active] [timeout].... active, timeout, aggregate

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a slot and port from a dynamic aggregate group.
e Mabile ports cannot be aggregated.
e A port can belong to only one aggregate group.

¢ Portsin adynamic aggregate must all be in the same speed (for example, all 100 Mbps. 1 Gigabit. or
all 10 Gigabhit).

¢ Portsthat belong to the same dynamic aggregate group need not be configured sequentially and can be
on any Network Interface (NI).

¢ Theethernet, fastether net, and gigaether net keywords do not modify port configuration. See “ Ether-
net Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 3/1 actor admin key 0
-> lacp agg no 3/1

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregates.

MIB Obijects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggActorAdminKey
alclnkaggAggPortLacpType
alclnkaggAggPortActorAdminState
alclnkaggAggPortActorSystemID
alclnkaggAggPortActorSystemPriority
alclnkaggAggPortPartnerAdminSystemID
alclnkaggAggPortPartnerAdminKey
alclnkaggAggPortPartnerAdminSystemPriority
alclnkaggAggPortPartnerAdminState
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alclnkaggAggPortActorPortPriority
alclnkaggAggPortPartnerAdminPort
alclnkaggAggPortPartnerAdminPortPriority
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lacp agg actor admin state

Configures the system administrative state of the slot and port for the dynamic aggregate group on the
local switch. The state values correspond to bits in the actor state octet in the LACPDU frame.

lacp agg [ethernet | fastethernet | gigaethernet] slot/port actor admin state {[active] [timeout]
[aggregate] [synchronize] [collect] [distribute] [default] [expire] | none}

lacp agg [ethernet | fastether net | gigaether net] slot/port
actor admin state{[[no] active] [[no] timeout] [[nO] aggregate] [[no] synchronize]
[[no] collect] [[no] distribute] [[no] default] [[no] expire€] | none}

Syntax Definitions

ethernet
fastethernet
gigaethernet
slot

port

active

timeout

aggregate

synchronize

collect

distribute

default

Documents that the port is 10 Mbps Ethernet.
Documents that the port is 100 Mbps Fast Ethernet.
Documents that the port is Gigabit Ethernet.

The slot number for this aggregate.

The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

Specifiesthat bit 0 in the actor state octet is enabled. When thisbit is set,
the dynamic aggregate group is able to exchange LACPDU frames. By
default, thisvalueis set.

Specifiesthat bit 1 in the actor state octet is enabled. When thisbit is set,
ashort timeout is used for LACPDU frames. When thisbit isdisabled, a
long timeout is used for LACPDU frames. By default, thisvalueis set.

Specifiesthat bit 2 in the actor state octet is enabled. When thisbit is set,
the system considers this port to be a potential candidate for aggrega-
tion. If thisbit is not enabled, the system considers the port to be indi-
vidual (it can only operate as asingle link). By default, thisvalueis set.

Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 3) is set by the system, the port is
allocated to the correct dynamic aggregation group. If this bit is not set
by the system, the port is not allocated to the correct dynamic aggrega-
tion group.

Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 4) is set by the system, incoming
LACPDU frames are collected from the individual ports that make up
the dynamic aggregate group.

Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 5) is set by the system, distribut-
ing outgoing frames on the port is disabled.

Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 6) is set by the system, it indi-
catesthat the actor is using the defaulted partner information administra-
tively configured for the partner.
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expire Specifying that this keyword has no effect because the system always
determines its value. When this bit (bit 7) is set by the system, the actor
cannot receive LACPDU frames.

none Resets all administrative states to their default configurations.
Defaults

parameter default

[active] [timeout] .... active, timeout, aggregate

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e Usethe no form of this command to restore the LACPDU bit settings to their default configuration.
¢ When the actor admin state is set to none, all bit values are restored to their default configurations.

¢ Theethernet, fastether net, and gigaether net keywords do not modify port configuration. See “ Ether-
net Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 4/2 actor admin state synchronize no collect distribute
-> lacp agg 4/2 actor admin state no synchronize collect
-> lacp agg 4/2 actor admin state none

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Obijects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorAdminState
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lacp agg actor system id

Configures the system ID (MAC address) for the local port associated with a dynamic aggregate group.
lacp agg [ethernet | fastethernet | gigaether net] slot/port actor system id actor_system id
lacp agg [ethernet | fastether net | gigaether net] slot/port no actor system id

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

actor_system id The MAC address of the dynamic aggregate group on the switch in the

hexadecimal format xx: xx: XX: XX: XX: XX.

Defaults
parameter default
actor_system _id 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove an actor system ID from a slot and port associated with a
dynamic aggregate group.

¢ Theethernet, fastether net, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp 3/1 actor system id 00:20:da:06:ba:d3
-> lacp 3/1 no actor system id

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorSystemID
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lacp agg actor system priority

Configures the system priority of the port on the switch that belongs to the dynamic aggregate group.
lacp agg [ethernet | fastethernet | gigaether net] slot/port actor system priority actor_system priority
lacp agg [ethernet | fastether net | gigaether net] slot/port no actor system priority

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.
fastethernet Documents that the port is 100 Mbps Fast Ethernet.
gigaethernet Documents that the port is Gigabit Ethernet.
slot The slot number for this aggregate.
port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.
actor_system priority The priority of the dynamic aggregate group. Possible values are 0-255.
Defaults
parameter default
actor_system priority 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove an actor system priority value from a slot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastethernet, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg ethernet 3/2 actor system priority 65
-> lacp agg ethernet 3/2 no actor system priority

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregates.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorSystemPriority
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lacp agg partner admin state

Configures the system administrative state of the slot and port for the dynamic aggregate group on the
remote switch. The state values correspond to bits in the actor state octet in the LACPDU frame.

lacp agg [ethernet | fastethernet | gigaethernet] slot/port partner admin state
{[active] [timeout] [aggr egate] [synchronize] [collect] [distribute] [default] [expire] | none}

lacp agg [ethernet | fastether net | gigaether net] slot/port partner admin state
{[[no] active] [[no] timeout] [[no] aggregate] [[no] synchronize] [[no] collect] [[no] distribute]
[[no] default] [[no] expire] | none}

Syntax Definitions

ethernet
fastethernet
gigaethernet
slot

port

active

timeout

aggregate

synchronize

collect

distribute

default

Documents that the port is 10 Mbps Ethernet.
Documents that the port is 100 Mbps Fast Ethernet.
Documents that the port is Gigabit Ethernet.

The slot number for this aggregate.

The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

Specifies that bit 0 in the partner state octet is enabled. When thisbit is
set, the dynamic aggregate group is able to exchange LACPDU frames.
By default, thisvalueis set.

Specifies that bit 1 in the partner state octet is enabled. When thishit is
set, ashort timeout is used for LACPDU frames. When thisbit isdis-
abled, along timeout isused for LACPDU frames. By default, thisvalue
isset.

Specifies that bit 2 in the partner state octet is enabled. When thisbit is
set, the system considers this port to be a potential candidate for aggre-
gation. If thishit is not enabled, the system considers the port to be indi-
vidual (it can only operate as asingle link). By default, thisvalueis set.

Specifies that bit 3 in the partner state octet is enabled. When thishit is
set, the port is allocated to the correct dynamic aggregation group. If this
bit is not enabled, the port is not alocated to the correct aggregation
group. By default, this value is disabled.

Specifying this keyword has no effect because the system always deter-
minesits value. When this bit (bit 4) is set by the system, incoming
LACPDU frames are collected from the individual ports that make up
the dynamic aggregate group.

Specifying that this keyword has no effect because the system always

determinesits value. When this bit (bit 5) is set by the system, distribut-
ing outgoing frames on the port is disabled.

Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 6) is set by the system, it indi-
catesthat the partner is using the defaulted actor information administra-
tively configured for the actor.
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expire Specifying that this keyword has no effect because the system always
determinesits value. When this bit (bit 7) is set by the system, the part-
ner cannot receive LACPDU frames.

none Resets all administrative states to their default configurations.
Defaults

parameter default

[active] [timeout] .... active, timeout, aggregate

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e Usethe no form of this command to restore the LACPDU bit settings to their default configuration.
¢ When the partner admin state is set to none, all bit values are restored to their default configurations.

¢ Theethernet, fastethernet, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 4/2 partner admin state synchronize collect distribute
-> lacp agg 4/2 partner admin state no synchronize no collect

Release History

Release 6.6.1; command introduced.

Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Obijects

alclnkaggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminState
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lacp agg partner admin system id

Configures the partner administrative system ID for a dynamic aggregate group port.

lacp agg [ethernet | fastethernet | gigaether net] slot/port partner admin system id partner_admin_sys-
tem id

lacp agg [ethernet | fastether net | gigaether net] slot/port no partner admin system id

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

partner_admin_system id The MAC address of the remote dynamic aggregate group in the hexa-

decimal format xx: Xx: XX: XX: XX: XX.

Defaults
parameter default
partner_admin_system id 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a partner administrative system ID from aslot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastethernet, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 3/1 partner admin system id 00:20:da:05:£6:23

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminSystemID
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lacp agg partner admin key

Configures the partner administrative key for a dynamic aggregate group port.
lacp agg [ethernet | fastethernet | gigaether net] slot/port partner admin key partner_admin_key
lacp agg [ethernet | fastether net | gigaether net] slot/port no partner admin key

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

parnter_admin_key The administrative key for the dynamic aggregation group’s remote

partner. Possible values are 0—65535.

Defaults
parameter default
partner_admin_key 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove a partner admin key value from a slot and port associated
with a dynamic aggregate group.

¢ Theethernet, fastether net, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 2/1 partner admin key 0
-> lacp agg 2/1 no partner admin key

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays detailed information about ports associated with a particular
aggregate group or al aggregate groups.

show linkagg port Displaysinformation about slots and ports associated with all aggregate
groups.

MIB Obijects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminKey
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lacp agg partner admin system priority

Configures the partner system priority for a dynamic aggregate group port.

lacp agg [ethernet | fastethernet | gigaethernet] slot/port partner admin system priority partner_ad-
min_system _priority

lacp agg [ethernet | fastether net | gigaether net] slot/port no partner admin system priority

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

partner_admin_system priority The priority of the remote switch’s dynamic aggregate group to which
the aggregation group is attached. Possible values are 0-255.

Defaults

parameter default

partner_admin_system priority O

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove apartner_system priority value from a dot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastethernet, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 2/1 partner admin system priority 65
-> lacp agg 2/1 no partner admin system priority

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortAdminSystemPriority
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lacp agg actor port priority

Configures the priority for an actor port.
lacp agg [ethernet | fastethernet | gigaether net] slot/port actor port priority actor_port_priority
lacp agg [ethernet | fastether net | gigaethernet] slot/port no actor port priority

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.
fastethernet Documents that the port is 100 Mbps Fast Ethernet.
gigaethernet Documents that the port is Gigabit Ethernet.
slot The slot number for this aggregate.
port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.
actor_port_priority The priority of the actor port. Possible values are 0—255.
Defaults
parameter default
actor_port_priority 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove an actor_port_priority value from a slot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastethernet, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 2/1 actor port priority 100
-> lacp agg 2/1 no actor port priority

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortActorPortPriority
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lacp agg partner admin port

Configures the administrative status of a partner port.
lacp agg [ethernet | fastethernet | gigaether net] slot/port partner admin port partner_admin_port
lacp agg [ethernet | fastether net | gigaether net] slot/port no partner admin port

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.
fastethernet Documents that the port is 100 Mbps Fast Ethernet.
gigaethernet Documents that the port is Gigabit Ethernet.
slot The slot number for this aggregate.
port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.
partner_admin_port The administrative state of the partner port. Possible values are 0—
65535.
Defaults
parameter default
partner_admin_port 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove apartner_admin_port value from a slot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastether net, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 2/1 partner admin port 255
-> lacp agg 2/1 no partner admin port

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminPort
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lacp agg partner admin port priority

Configures the priority for a partner port.

lacp agg [ethernet | fastethernet | gigaether net] slot/port partner admin port priority partner_admin-
_port_priority

lacp agg [ethernet | fastether net | gigaethernet] slot/port no partner admin port priority

Syntax Definitions

ethernet Documents that the port is 10 Mbps Ethernet.

fastethernet Documents that the port is 100 Mbps Fast Ethernet.

gigaethernet Documents that the port is Gigabit Ethernet.

slot The slot number for this aggregate.

port The port that the switch initially uses as the Spanning Tree virtua port
for this aggregate.

partner_admin_port_priority The priority of the partner port. Possible values are 0-255.

Defaults

parameter default

partner_admin_port_priority 0

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove apartner_admin_port_priority value from a slot and port
associated with a dynamic aggregate group.

¢ Theethernet, fastether net, and gigaether net keywords do not modify a port configuration. See
“Ethernet Port Commands,” for information on CLI commands to configure Ethernet ports.

Examples

-> lacp agg 2/1 partner admin port priority 100
-> lacp agg 2/1 no partner admin port priority

Release History

Release 6.6.1; command introduced.
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Related Commands

lacp linkagg size Creates a dynamic aggregate group.

show linkagg port Displays information about ports associated with a particular aggregate
group or al aggregate groups.

MIB Objects

AlcLnkAggAggPortTable

alclnkaggAggPortGlobalPortNumber
alclnkaggAggPortPartnerAdminPortPriority
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show linkagg

Displays information about static and dynamic (L ACP) aggregate groups.

show linkagg [agg_num]|

Syntax Definitions

agg_num

Defaults
N/A

Specifies the aggregate group. Configured through the static linkagg

size or lacp linkagg size command.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ |f no aggregation number is specified, information for all aggregate groups is displayed. If an
aggregate number is specified, information about that aggregate group is displayed only. The fields

included in the display depend on whether the aggregate group is a static or dynamic.
¢ Usethe show linkagg port command to display information about aggregate group ports.

Examples

No aggregate group is specified:

-> show linkagg

Number Aggregate SNMP Id Size Admin State Oper State Att/Sel Ports
——————— R i T e i il
1 Static 40000001 8 ENABLED UpP 2 2
2 Dynamic 40000002 4 ENABLED DOWN 0 0
3 Dynamic 40000003 8 ENABLED DOWN 0o 2
4 Dynamic 40000004 8 ENABLED up 303
5 Static 40000005 2 DISABLED DOWN 0 o
Output fields are defined here:
output definitions
Number The aggregate group number.
Aggregate The type of aggregate group, which can be Static or Dynamic.
SNMP Id The SNMP ID associated with the aggregate group.
Size The number of linksin this aggregate group.
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output definitions (continued)

Admin State

Oper State

Att Ports
Sel Ports

The current administrative state of the aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
static linkagg admin state command (see page 12-6) for static
aggregate groups and with the lacp linkagg admin state command (see
page 12-13) for dynamic aggregate groups.

The current operational state of the aggregate group, which can be UP
or DOWN.

The number of ports attached to this aggregate group.
The number of ports that could possibly attach to the aggregate group.

A static aggregate is specified:
-> show linkagg 5
Static Aggregate
SNMP Id
Aggregate Number
SNMP Descriptor
Name
Admin State
Operational State
Aggregate Size

Number of Selected Ports :
Number of Reserved Ports :
Number of Attached Ports :

Primary Port

output definitions

: 40000005,

: 5,

: Omnichannel Aggregate Number 5 ref 40000005 size 2,
: AGG5,

: ENABLED,

: DOWN,

SNMP Id
Aggregate Number
SNM P Descriptor
Name

Admin State

Operational State

Aggregate Size
Number of Selected Ports

Number of Reserved Ports

Number of Attached Ports
Primary Port

The SNMP ID associated with this static aggregate group.
The group number.
The standard MIB name for this static aggregate group.

The name of this static aggregate group. You can modify this parameter
with the static linkagg name command (see page 12-5).

The administrative state of this static aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
static linkagg admin state command (see page 12-6).

The operational state of this static aggregate group, which can be UP or
DOWN.

The number of links configured for this static aggregate group.

The number of ports that could possibly attach to this static aggregate
group.

The total number of ports reserved for usein link aggregation by this
static aggregate group. (Note: Thisfield is not relevant for static
aggregate groups.)

The number of ports attached to this static aggregate group.

The port number of the first port to join this static aggregate group. If
thefirst port to join the aggregate is no longer part of the aggregate

group, the switch automatically assigns another port in the aggregate
group to be the primary port.
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A dynamic aggregate group is specified:

-> show linkagg 2
Dynamic Aggregate

SNMP Id
Aggregate Number
SNMP Descriptor
Name

Admin State
Operational State
Aggregate Size

Number of Selected Ports :
Number of Reserved Ports :
Number of Attached Ports :
: NONE,

Primary Port

LACP

MACAddress

Actor System Id

Actor System Priority
Actor Admin Key

Actor Oper Key
Partner System Id
Partner System Priority
Partner Admin Key
Partner Oper Key
Pre-emption

Pre-empt Value

output definitions

: 50,
: 120,
: 0,

. 70,
: 220,

: 0

: ENABLED
: 250

: 40000002,

2,

: Dynamic Aggregate
. AGG 2,

: ENABLED,

: DOWN,

: 4,

Number 2 ref 40000002 size 4,

O/
O/
O/

[00:1f:cc:00:00:00],
[00:20:da:81:d5:b0],

[00:20:da:81:d5:b1],

SNMP Id
Aggregate Number
SNM P Descriptor
Name

Admin State

Operational State

Aggregate Size
Number of Selected Ports
Number of Reserved Ports

Number of Attached Ports
Primary Port

MACAddress
Actor System Id

The SNMP ID associated with this dynamic aggregate group.
The group number of this dynamic aggregate group.
The standard M 1B name for this dynamic aggregate group.

The name of this dynamic aggregate group. You can modify this param-
eter with the lacp linkagg name command (see page 12-12).

The administrative state of this dynamic aggregate group, which can be
ENABLED or DISABLED. You can modify this parameter with the
lacp linkagg admin state command (see page 12-13).

The operational state of this dynamic aggregate group, which can be
UP or DOWN.

The number of links configured for this dynamic aggregate group.
The number of ports available to this dynamic aggregate group.

The total number of ports reserved for usein link aggregation by this
dynamic aggregate group.

The number of ports attached to this dynamic aggregate group.

The port number of the first port to join this dynamic aggregate group.
If the first port to join the aggregate group is no longer part of the

aggregate group, the switch automatically assigns another port in the
aggregate group to be the primary port.

The MAC address associated with the primary port.

The MAC address of this dynamic aggregate group. You can modify
this parameter with the lacp linkagg actor system id command (see
page 12-17).
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output definitions (continued)

Actor System Priority

Actor Admin Key

Actor Oper Key
Partner System Id

Partner System Priority

Partner Admin Key

Partner Oper Key

Pre-emption
Pre-empt Value

The priority of this dynamic aggregate group. You can modify this
parameter with the lacp linkagg actor system priority command (see
page 12-16).

The administrative key associated with this dynamic aggregate group.
You can modify this parameter with the lacp linkagg actor admin key
command (see page 12-15).

The operational key associated with this dynamic aggregate group.

The MAC address of the remote dynamic aggregate group. You can
modify this parameter with the lacp linkagg partner system id
command (see page 12-18).

The priority of the remote system to which this dynamic aggregation
group is attached. You can modify this parameter with the lacp linkagg
partner system priority command (see page 12-20).

The administrative key for this dynamic aggregation group’s remote
partner. You can modify this parameter with the lacp linkagg partner
admin key command (see page 12-21).

The operational key of the remote system to which the dynamic
aggregation group is attached.

The pre-emption status of the link agg ID.
The value of the pre-emption timer.

Release History

Release 6.6.3; command introduced.

Related Commands

static linkagg size
lacp linkagg size

Creates a static aggregate group.
Creates a dynamic aggregate group.
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MIB Obijects

alclnkaggAggTable

alclnkAggSize
alclnkaggAggNumber
alclnkaggAggDescr
alclnkaggAggName
alclnkaggAggLacpType
alclnkaggAggAdminState
alclnkaggAggOperState
alclnkaggAggNbrSelectedPorts
alclnkaggAggNbrAttachedPorts
alclnkaggPrimaryPortIndex
alclnkaggAggMACAddress
alclnkaggAggActorSystemPriority
alclnkaggAggActorSystemID
alclnkaggAggPartnerAdminKey
alclnkaggAggActorAdminKey
alclnkaggAggActorOperKey
alclnkaggAggPartnerSystemID
alclnkaggAggPartnerSystemPriority
alclnkaggAggPartnerOperKey
alclnkaggAggPreemptState
alclnkaggAggPreemptValue
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show linkagg port

Displays the aggregate group information about a particular slot and port.
show linkagg [agg_num] port [slot/port]

Syntax Definitions

agg_num Specifies the aggregate group. Configured through the static linkagg
size or lacp linkagg size command

slot The slot number for this aggregate.

port The port number for this aggregate.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e |f nodlot/port is specified, the information for al portsis displayed. If aparticular slot or port is
specified, the fields displayed depend upon whether the port belongs to a static aggregate group or
dynamic (LACP) aggregate group.

¢ |f noagg_numis specified, the information for al aggregates is displayed.

Examples

-> show linkagg port
Slot/Port Aggregate SNMP Id Status Agg Oper Link Prim Standby

————————— B e e e e e A
1/9 Static 1009 ATTACHED 1 TUP UP YES NO
1/10 Static 1010 ATTACHED 1 TUP UP NO YES
1/11 Static 1011 ATTACHED 2 UP UP YES NO

-> show linkagg 1 port
Slot/Port Aggregate SNMP Id Status Agg Oper Link Prim Standby
————————— e e e e e it i T R
1/9 Static 1009 ATTACHED 1 UP Up YES NO
1/10 Static 1010 ATTACHED 1 UP UpP NO YES

output definitions

Slot/Port The dot/port associated with the aggregate group.
Aggregate The type of aggregate group associated with the port, either Static or
Dynamic.
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show linkagg port

output definitions

SNMP Id
Status

Agg
Oper
Link

Prim
Standby

The SNMP ID associated with the aggregate group.

The current status of the port (ATTACHED, CONFIGURED,
PENDING, SELECTED, or RESERVED).

The number of the aggregate groups associated with this port.
The current operationa state of the port (UP or DOWN).

The current operational state of the link from this port to its remote
partner (UP or DOWN).

Whether the port is the primary port in the link agg.

Whether the port is a standby port. A standby port is one of two ports
that participate in a dynamic dual-home link aggregate.
Configured through the show linkagg command.

A port that belongs to a static aggregate is specified:

-> show linkagg port 4/1
Static Aggregable Port
SNMP Id
Slot/Port
Administrative State
Operational State
Port State
Link State
Selected Agg Number

: 4001,

: 4/1,

: ENABLED,

: DOWN,

: CONFIGURED,
: DOWN,

: 2,

Port position in the aggregate: 0,

Primary port

output definitions

: NONE

SNMP Id
Slot/Port
Administrative State

Operational State
Port State

Link State
Selected Agg Number

Port position in the aggr egate
Primary Port

The SNMP ID associated with this port.
The dot and port number.

The current administrative state of this port (ENABLED or DI S
ABLED).

The current operational state of the port (UP or DOWN).

The current operational state of the port (CONFIGURED, PENDING,
SELECTED, or RESERVED).

The current operational state of the link from this port to its remote
partner (UP or DOWN).

The number associated with the static aggregate group to which the
port is attached.

The rank of this port within the static aggregate group (0-15).

The port number of the first port to join this static aggregate group. If
thefirst port to join the aggregate is no longer part of the aggregate
group, the switch automatically assigns another port in the aggregate
group to be the primary port.
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A port that belongs to a dynamic aggregate is specified:

-> show linkagg port 2/1
Dynamic Aggregable Port
SNMP Id
Slot/Port
Administrative State
Operational State
Port State
Link State
Selected Agg Number
Primary port
LACP
Actor System Priority
Actor System Id
Actor Admin Key
Actor Oper Key

Partner Oper System Priority
Partner Admin System Id
Partner Oper System Id
Partner Admin Key

Partner Oper Key

Attached Agg Id

Actor Port

Actor Port Priority

Partner Admin Port

Partner Oper Port

Partner Admin Port Priority
Partner Oper Port Priority
Actor Admin State

Actor Oper State

Partner Admin State

Partner Oper State

Standby State

output definitions

: 8,
: 8,
Partner Admin System Priority :
. 20,

O OO O HFH JO0O 0o
U~~~

: 2001,

: 2/1,

: ENABLED,

: DOWN,

: CONFIGURED,
: DOWN,

: NONE,

: UNKNOWN,

: 10,

[00:d0:95:6a:78:3a],

20,

[00:00:00:00:00:0017,
[00:00:00:00:00:00],

: actl.timl.aggl.syn0.col0.dis0.defl.exp0
: actl.timl.aggl.syn0.col0.dis0.defl.exp0,
: act0.tim0.aggl.synl.coll.disl.defl.exp0,
: act0.tim0.aggl.syn0.coll.disl.defl.exp0
: ENABLED

SNMP Id
Slot/Port
Administrative State

The SNMP ID associated with this port.
The dot and port number.
The current administrative state of this port (ENABLED or DI S

ABLED).

Operational State
Port State

The current operational state of the port (UP or DOWN).
The current operational state of the port (CONFIGURED, PENDING,

SELECTED, or AGGREGATED).

Link State

The current operational state of the link from this port to its remote

partner (UP or DOWN).

Selected Agg Number

The number associated with the dynamic aggregate group to which the

port is attached.

Primary Port

The port number of the first port to join this dynamic aggregate group.

If the first port to join the aggregate is no longer part of the aggregate
group, the switch automatically assigns another port in the aggregate
group to be the primary port.

Actor System Priority

The actor system priority of this port. Configured through the lacp agg

actor system priority command.
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show linkagg port

output definitions (continued)

Actor System Id
Actor Admin Key

Actor Oper Key

Partner Admin System
Priority

Partner Oper System Priority

Partner Admin System Id

Partner Oper System id
Partner Admin Key

Partner Oper Key
Attached Agg ID

Actor Port
Actor Port Priority

Partner Admin Port

Partner Oper Port

Partner Admin Port Priority

Partner Oper Port Priority
Actor Admin State

Actor Oper State

The actor system ID (MAC address) of this port. Configured through
the lacp agg actor system id command.

The actor administrative key value for this port. Configured through the
lacp agg actor admin key command.

The actor operational key associated with this port.

The administrative priority of the remote system to which this port is
attached. Configured through the lacp agg partner admin system pri-
ority command.

The operational priority of the remote system to which this port is
attached.

The administrative MAC address associated with the remote partner’s
system ID. Thisvalueis used along with Partner Admin System
Priority, Partner Admin Key, and Partner Admin Port Priority to
configure aggregation. Configured through the lacp agg partner
admin system id command.

The MAC address that corresponds to the remote partner’s system ID.

The administrative value of the key for the remote partner. Thisvalueis
used along with Partner Admin System Priority, Partner Admin
System, Partner Admin Port, and Partner Admin Port Priority to
configure aggregation. Configured through the lacp agg partner
admin key command.

The current operational value of the key for the protocol partner.

The ID of the aggregate group that the port has attached itself to. A
value of zero indicates that the port is not attached to an aggregate
group.

The port number locally assigned to this port.

The actor priority value assigned to the port. Configured through the
lacp agg actor port priority command.

The administrative value of the port number for the protocol partner.
Thisvalueis used along with Partner Admin System Priority, Partner
Admin System ID, Partner Admin Key, and Partner Admin Port
Priority to configure aggregation. Configured through the lacp agg
partner admin port command.

The operational port number assigned to the port by the protocol
partner of the port.

The administrative port priority of the protocol partner. Thisvalueis
used along with Partner Admin System Priority, Partner Admin System
ID, and Partner Admin Key to configure aggregation.

Configured through the lacp agg partner admin port priority
command.

The priority value assigned to the port by the partner.

The administrative state of the port. Configured through the lacp agg
actor admin state command.

The current operationa state of the port.
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output definitions (continued)

Partner Admin State

Partner Oper State
Standby State

The administrative state of the partner’s port. Configured through the
lacp agg partner admin state command.

The current operational state of the partner’s port.

The standby state of the port. Thisvalue indicates if the port will
participate as a standby port in adynamic dual-home link aggregate.
Configured through the show linkagg command.

Release History

Release 6.6.3; command introduced.

Related Commands

static agg agg num
lacp agg actor admin key
show linkagg

MIB Obijects

alclnkaggAggPortTable

Configures aslot and port for a static aggregate group.
Configures aslot and port for a dynamic aggregate group.

Displays information about static and dynamic (LACP) aggregate
groups.

alclnkaggAggPortActorSystem
alclnkaggAggPortActorSystemPriority
alclnkaggAggPortActorSystemID
alclnkaggAggPortActorAdminKey
alclnkaggAggPortActorOperKey
alclnkaggAggPortPartnerAdminSystemPriority
alclnkaggAggPortPartnerOperSystemPriority
alclnkaggAggPortPartnerAdminSystemID
alclnkaggAggPortPartnerOperSystemID
alclnkaggAggPortPartnerAdminKey
alclnkaggAggPortPartnerOperKey
alclnkaggAggPortSelectedAggID
alclnkaggAggPortAttachedAggID
alclnkaggAggPortActorPort
alclnkaggAggPortActorPortPriority
alclnkaggAggPortPartnerAdminPort
alclnkaggAggPortPartnerOperPort
alclnkaggAggPortPartnerAdminPortPriority
alclnkaggAggPortPartnerOperPortPriority
alclnkaggAggPortActorAdminState
alclnkaggAggPortActorOperState
alclnkaggAggPortPartnerAdminState
alclnkaggAggPortPartnerOperState
alclnkaggAggPortStandbyState

page 12-54

OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



Link Aggregation Commands show linkagg accounting

show linkagg accounting

Displays statistics collected for packets transmitted and received on link aggregate ports.

show linkagg agg_num [-agg_num?2] accounting

Syntax Definitions

agg_num Specifies the aggregate group. Configured through the static linkagg
size or lacp linkagg size command.

agg_num2 Last aggregate group in the range of linkagg.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Accounting information such as undersized and oversized packets received or transmitted, packets of a
certain size, and Jabber frames is displayed.

e Accounting information shall be displayed for asingle linkagg or range of linkagg.
e |f nolinkagg ID is specified, then the accounting information is displayed for all link aggregate IDs
configured on the switch.

Examples

-> show linkagg 20 accounting
Linkagg = 20

64 Octets = 5509191,
65 ~ 127 Octets = 44,
128 ~ 255 Octets = 67,
256 ~ 511 Octets = 174,
512 ~ 1023 Octets = 1964,
1024 ~ MAX Octets = 2715,
RX:
Undersize = 19986,
Oversize = 1771,
Jabber = 368,
TX:
Undersize = 0,
Oversize = 0,
output definitions
64 Octects Number of transmitted and received frames that are 64 bytesin size.
65 ~ 127 Octets Number of transmitted and received framesthat are 65 to 127 bytesin

size.
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output definitions

128 ~ 255 Octets

256 ~ 511 Octets

512 ~ 1023 Octets

1024 ~ M AX Octets

RX
Undersize
Oversize
Jabber
TX
Undersize
Oversize

Number of transmitted and received frames that are 128 to 255 bytes
insize.

Number of transmitted and received frames that are 256 to 511 bytes
insize.

Number of transmitted and received framesthat are 512 to 1023 bytes
insize.

Number of transmitted and received frames that are more than 1023
bytes in size and less than the size of MRU.

Number of under size frame received.
Number of over size frame received.
Number of jabber frames received.

Number of under size frame transmitted.
Number of over size frame transmitted.

Release History

Release 6.7.2.R06; command introduced.

Related Commands

show linkagg counters

show linkagg traffic

linkagg no |2-statistics

MIB Obijects

alclnkaggAggIdAccountTable

alcRxUndersize
alcTxUndersize
alcRxOversize
alcTxOversize
alcRxPackets64
alcRxPacketsl27
alcRxPackets255
alcRxPackets511

alcRxPacketsl1023

alcRxPacketsMax

alcRxJabberFrames

Displays the counter statistics such as such as unicast, multicast,
broadcast frames transmitted and received by the portsin the linkagg.

Displays the total number of packets and bytes that are received and
transmitted on link aggregate ports.

Clears statistics for all link aggregates or for specific aggregate IDs.
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show linkagg counters

Displays the counter statistics such as such as unicast, multicast, broadcast frames transmitted and
received by the portsin the linkagg.

show linkagg agg_num [-agg_num?2] counters[errorsg

Syntax Definitions

agg_num Specifies the aggregate group. Configured through the static linkagg
size or lacp linkagg size command.

agg_num2 Last aggregate group in the range of linkagg.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Statistics are displayed (in bytes or frame count) for al link aggregate 1Ds configured on the switch.

e This command will display the error packets statistics transmitted and received in the linkagg. Error
statistics include the number of alignment, frame check (FCS), received, and transmitted errors.

e Countersinformation is be displayed for asingle linkagg or for arange of linkagg.
¢ |f nolinkagg ID is specified, then counters value of all linkagg configured will be displayed.

Examples

-> show linkagg counters

Linkagg 1:

InOctets = 54853143493, OutOctets = 627004300233,

InUcastPkts = 106999474, OutUcastPkts = 1224280526,

InMcastPkts = 302983, OutMcastPkts = 368866,

InBcastPkts = 131517, OutBcastPkts = 430469,

InPauseFrames = 0, OutPauseFrames = 0

Linkagg 2:

InOctets = 41130472, OutOctets = 54807378,

InUcastPkts = 857, OutUcastPkts = 857,

InMcastPkts = 299227, OutMcastPkts = 368862,

InBcastPkts = 0, OutBcastPkts = 0,

InPauseFrames = 0, OutPauseFrames = 0

-> show linkagg 1 counters

Linkagg 1:

InOctets = 54860911724, OutOctets = 627095472636,

InUcastPkts = 107014627, OutUcastPkts = 1224458552,

InMcastPkts = 303031, OutMcastPkts = 368920,
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InBcastPkts = 131533, OutBcastPkts = 430519,
InPauseFrames = 0, OutPauseFrames = 0
-> show linkagg 1 counters errors
Link Agg 1
Alignments Errors 0
FCS Errors 0
IfInErrors 0
IfOutErrors 0
output definitions
InOctets Number of octects received.
OutOctets Number of octects transmitted.
InUcastPkts Number of unicast frame received.
OutUcastPkts Number of unicast frame transmitted.
InM castPkts Number of multicast frame received.
OutMcastPkts Number of multicast frame transmitted.
InBcastPkts Number of broadcast frame received.
OutBcastPkts Number of broadcast frame transmitted.
I nPauseFrames Number of pause frame received.
OutPauseFrames Number of pause frame transmitted.
AlignmentsErrors Alignment error count.
FCSErrors Frame check error count.
IflnErrors Rx error count.
IfOutErrors Tx error count.
Release History
Release 6.7.2.R06; command introduced.
Related Commands
show linkagg accounting Displays statistics collected for packets transmitted and received on link
aggregate ports.
show linkagg traffic Displays the total number of packets and bytes that are received and
transmitted on link aggregate ports.
linkagg no |2-statistics Clears statistics for all link aggregates or for specific aggregate IDs.

MIB Obijects

alclnkaggAggIdCounterTable
alcInOctets
alcOutOctets
alcInUcastPkts
alcOutUcastPkts
alcInMcastPkts
alcOutMcastPkts
alcInBcastPkts
alcOutBcastPkts
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alcInPauseFrames
alcOutPauseFrames

alclnkaggAggIdCounterErrTable
alcAlignmentsErrors
alcFCSErrors
alcIfInErrors
alcIfOutErrors
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show linkagg traffic

Displays the total number of packets and bytes that are received and transmitted on link aggregate ports.
show linkagg agg_num [-agg_num?2] traffic

Syntax Definitions

agg_num Specifies the aggregate group. Configured through the static linkagg
size or lacp linkagg size command.

agg_num2 Last aggregate group in the range of linkagg.

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e Trafficinformation is displayed for asingle linkagg as well as for range of linkagg.

e |f nolinkagg ID is specified, then the traffic information is displayed for all link aggregate 1Ds config-
ured on the switch.

Examples
-> show linkagg traffic
Input Input Output Output

Agg Packets Bytes Packets Bytes
———————— e e et e it
1 107269377 54769099234 1223196904 626040576392
2 299624 41067322 369162 54725004
10 298373 38429849 587271 164105065
11 155992557 79653465622 86078418 43752546145
12 156611855 80126057543 9471314 4652930410
-> show linkagg 1 traffic

Input Input Output Output
Agg Packets Bytes Packets Bytes
———————— R e i
1 107396329 54833918534 1224653076 626785870115
output definitions

Agg The link aggregate group.

Input Packets Total packets received.
Input Bytes
Output Packets

Output Bytes

Total bytes received.
Total packets transmitted.
Total bytes transmitted.
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Release History
Release 6.7.2.R06; command introduced.

Related Commands

show linkagg accounting Displays statistics collected for packets transmitted and received on link
aggregate ports.

show linkagg counters Displays the counter statistics such as such as unicast, multicast,
broadcast frames transmitted and received by the portsin the linkagg.

linkagg no |2-statistics Clears statistics for all link aggregates or for specific aggregate IDs.

MIB Objects

alclnkaggAggIdTrafficTable

alcInputPackets
alcInputBytes
alcOutputPackets
alcOutputBytes
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linkagg no I12-statistics

Clears statistics for all link aggregates or for a specific aggregate ID or range of IDs.
linkagg {all | agg_num [-agg_num?2]} no |2-statistics

Syntax Definitions

agg_id[-agg_id2] The link aggregate |D number corresponding to the static aggregate
group. Use a hyphen to specify arange of IDs (10-20).

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Thiscommand will reset accounting, counters, counters errors, traffic statistics to zero of all portsin
the linkagg.

¢ [f nolinkagg ID is specified, then statistics are cleared for all link aggregates.
¢ Clearing interface statistics will not impact on link aggregation statistics, similarly clearing of link
aggregation statistics will not impact interface statistics.

Examples

-> linkagg all no l2-statistics
-> linkagg 31 no 1l2-statistics

Release History
Release 6.7.2.R06; command introduced.

Related Commands

show linkagg accounting Displays statistics collected for packets transmitted and received on link
aggregate ports.
show linkagg counters Displays statistics collected for the type and number of packets

transmitted and received on link aggregate ports.

show linkagg traffic Displays the total number of packets and bytes that are received and
transmitted on link aggregate ports.

MIB Objects

alcLagClearStats

page 12-62 OmniSwitch AOS Release 6 CLI Reference Guide ~ September 2020



Link Aggregation Commands dhl num

dhl num

Configures a Dual-homed Link (DHL) session associated with the specified session ID number.
dhl num dhl_num[name name]

no dhl num dhl_num

Syntax Definitions

dhl_num The DHL session ID number. Valid range is 1-1000.
name The name of the DHL session.
Defaults

By default, if anameis not assigned to a DHL session, the session is configured as DHL-1.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usethe no form of this command to remove a DHL session ID from the switch configuration.

e Usethe optional name parameter to specify a name for the DHL session.

e Only one DHL session can be configured per switch.

e Oncethe DHL session ID iscreated, assign link A port and link B port to the session before
administratively enabling the DHL session is allowed.

Examples

-> dhl num 1 name dhl sessionl
-> no dhl num 1

Release History

Release 6.6.3; command introduced.
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Related Commands

dhl num linka linkb Associates a pair of links (port or linkagg) with the DHL session.
dhl num admin-state Configures the administrative status of the DHL session.
show dhl num Displays information about a specific DHL session.

MIB Obijects

alaDHLSessionTable

alaDHLSessionIndex
alaDHLSessionDescr
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dhl num linka linkb

Configures two ports or two link aggregates or a combination of both aslinkA and linkB for the specified
DHL session. Only two links are alowed per DHL session. Only one DHL session per switch is allowed.

dhl num dhl_num linka {port slot/port | linkagg agg_id} linkb {port slot/port | linkagg agg_id}

no dhl num dhl_numlinka {port sot/port | linkagg agg_id} linkb {port slot/port | linkagg agg_id}

Syntax Definitions

dhl_num An existing DHL session |ID number.

dot/port The slot number and the physical port number to designate as alink for
the DHL session. (for example, 3/1 specifies port 1 on dlot 3).

agg_id The link aggregate ID number to designate as alink for the DHL ses-
sion.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the no form of this command to remove the linkA and linkB ports from the specified session ID.
Before attempting to remove the links, administratively disable the DHL session.

Ensure that the DHL linkA and linkB are associated with each VLAN that the DHL session will
protect. Any VLAN not associated with either link or only associated with one of the linksis
unprotected.

DHL linkA and linkB must belong to the same default VLAN. In addition, select adefault VLAN that
isone of the VLANSs that the DHL session will protect. For example, if the session is going to protect
VLANSs 10-20, then assign one of those VLANSs as the default VLAN for linkA and linkB.

Only one DHL session per switch is alowed. Each session can have only two links (linkA and linkB).
Specify aphysical switch port or alink aggregate (linkagg) ID asaDHL link. The same port or link
aggregateis not configurable as both linkA or linkB.

DHL is not supported on mobile, 802.1x-enabled, GVRP, or UNI ports. DHL is aso not supported on a
port that is amember of alink aggregate or a port that is enabled for transparent bridging.

The administrative state of a DHL session is not configurable until alinkA port and alinkB port are
associated with the specified DHL session ID number.

Changing the port designations for linkA and linkB is not recommended while the DHL sessionis
enabled.

If the aggregate is configured as alink for a DHL session, you cannot remove alink aggregate from the
switch configuration.
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Examples

-> dhl num 1 linka port 1/1 linkb port 1/2
-> dhl num 1 linka 1linkagg 1 1linkb port 1/2
-> dhl num 1 linka port 1/1 linkb linkagg 1
-> dhl num 1 linka 1linkagg 1 1linkb linkagg 2
-> no dhl num 1 linka port 1/1 linkb port 1/2

Release History

Release 6.6.3; command introduced.

Related Commands

dhl num Configures asession ID for the DHL session.

dhl num admin-state Configures the administrative status for the DHL session.
show dhl Displaysthe global status of the DHL configuration.
show dhl num Displays information about a specific DHL session.
show dhl num link Displays information about a specific link.

MIB Obijects

AlaDHLLinksTable

alaDHLLinksSessionIndex
alaDHLLinkslinkA
alaDHLLinkslinkB
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dhl num admin-state

Enables or disables the administrative state of a DHL session.
dhl num dhl_num admin-state {enable | disable}

Syntax Definitions

dhl_num An existing DHL session ID number.
enable Enables the DHL session.

disable Disables the DHL session.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The DHL session ID specified with this command must exist in the switch configuration.
¢ The administrative state is not configurable until alinkA port and alinkB port are associated with the
specified DHL session ID number.

Examples

-> dhl num 1 admin-state enable
-> dhl num 1 admin-state disable

Release History

Release 6.6.3; command introduced.

Related Commands

dhl num Configures asession ID for the DHL session.

dhl num linka linkb Configures the two links required for aDHL session.
show dhl Displaysthe global status of the DHL configuration.
show dhl num Displays information about a specific DHL session.

MIB Objects

alaDHLSessionTable
alaDHLSessionAdminStatus
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dhl num vian-map linkb

ConfiguresaVLAN-MAP (asingle VLAN or arange of VLANS) from a common pool of VLANsto
operate on DHL link B.

dhl num dhl_num vlan-map linkb {vlan_id [-vlan_id]}

no dhl num dhl_numvlan-map linkb {van_id [-vian_id]}

Syntax Definitions

dhl_num Specifies the DHL session ID number.

vian_id[-vian_id] A VLAN ID number or arange of VLAN IDstomapto linkB. Thevalid
rangeis 1- 4094.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Create aDHL session prior to VLAN-MAP configuration.

¢ When the DHL session is active, the common VLAN that both the dual homed links belong tois
treated as a protected VLAN. The VLAN having only one dual homed link is treated as an
unprotected VLAN. Traffic is forwarded only on the dual homed links belonging to the protected
VLAN.

e |f aVLAN isremoved globaly and if the VLAN belongs to a particular dual homed link, then the
VLAN isautomatically removed from the dual homed link.

¢ |f one dual homed link, for examplelinkA, is moved out of a protected VLAN, then the VLAN
becomes unprotected and the VPA is removed from the second dual homed link, for example linkB.

e |f theadmin state of a VLAN is changed to disabled, and if the VLAN is part of a protected VLAN,
then the disabled VLAN is removed from the operational DHL VLAN list but will be present in the
protected VLAN list.

¢ |f the admin state of adua homed link, for example linkA, is changed to disabled, then the protected
VLANSs of the disabled linkA is moved to the other link, for example linkB. When linkA is re-enabled,
then the VLANS are moved back to linkA.

e |f the VLAN-MAP of linkB isremoved, then the VPAsfor the linkB is also removed, and the VLANSs
configured on linkB is moved to linkA.

e |f aVLAN isconfigured as default on one dual homed link, for example linkA, then the same VLAN
cannot be configured as tagged on the other link, for example linkB.
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Examples

-> vlan 10-30

-> vlan 10-20 802.1qg 1/1

-> vlan 4

-> vlan port default 1/1-2

-> dhl num 1 name dhl sessionl

-> dhl num 1 linka port 1/1 linkb port 1/2
-> dhl num 1 vlan-map linkb 18-20

-> no dhl num 1 vlan-map linkb 18-20

Release History

Release 6.6.3; command introduced.

Related Commands

dhl num Configures asession ID for the DHL session.

dhl num linka linkb Configures aport or alink aggregate as dual homed links (linkA, linkB)
of aDHL session.

show dhl Displays the global status of the DHL configuration.

show dhl num Displays information about a specific DHL session.

show dhl num link Displays information about a specific DHL link.

MIB Obijects

alaDHLVlanMapTable

alaDHLVlanMapSessionIndex
alaDHLVlanMapVlanStart
alaDHLVlanMapVlanEnd
alaDHLVlanMapRowStatus
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dhl num pre-emption-time

Configures the pre-emption timer for the DHL session. A pre-emption timer is arecovery-delay timer that
is used to delay the switchover of VLANSsto their primary links. It isthe delay in the resumption of traffic
when alink that is down is brought up.

dhl num dhl_num pre-emption-time num

Syntax Definitions

dhl_num Specifies the number of the DHL session.

num Specifies the number of seconds for the delay in the switchover of
VLANSsto their primary links. The valid rangeis 10 - 600.

Defaults
parameter default
num 30 seconds

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Pre-emption timer is applicable only when afailed port is brought up. If both ports are down, the
pre-emption timer is activated only when the second port is brought up.

e |f alink fails when the pre-emption value is active, that is when the pre-emption value is not equal to 0,
then the time will be halted.

¢ When the pre-emption timer is active for a particular link and port and if the other port goes down, then
the VLANSs of the port that is down is automatically moved to the port for which the pre-emption timer
isactive.

e When DHL ports spanned across the NIs or DHC ports are on the same NI but data port is on different
NI, configure mac-flush mechanism for faster convergence.

Examples

-> dhl num 1 pre-emption-time 40

Release History

Release 6.6.3; command introduced.
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dhl num pre-emption-time

Related Commands

dhl num

show dhl

show dhl num
show dhl num link

MIB Obijects

alaDHLSessionTable

Configures asession ID for the DHL session.
Displaysthe global status of the DHL configuration.
Displays information about a specific DHL session.
Displays information about a specific dual homed link.

alaDHLSessionPreemptionTime

OmniSwitch AOS Release 6 CLI Reference Guide  September 2020 page 12-71



dhl num macflushing Link Aggregation Commands

dhl num mac-flushing

Configures the MAC-flushing technique for the DHL session. The MAC-flushing technique is used to
correct any stale MAC entries that are caused when adua homed link goes down.

dhl num dhl_num mac-flushing {none | raw | mvrp}

Syntax Definitions

dhl_num Specifies the number of the DHL session.
none Flushing of the MAC address tables does not occur.
raw Method of flushing when VPAs of the links moved across them due to

link up/down or configuration change (VLAN-map). The switch deter-
mines the MAC addresses within the affected VLANs

Defaults
parameter default
none|raw | mvrp none

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If VLANSs are moved across the dual homed links as aresult of configuration changes, then
mac-flushing is automatically enabled, if configured, excepting dual homed links that are changed on the

fly.

Examples

-> dhl num 1 mac-flushing none
-> dhl num 1 mac-flushing raw

Release History

Release 6.6.3; command introduced.
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Related Commands

dhl num Configures asession ID for the DHL session.

show dhl Displaysthe global status of the DHL configuration.
show dhl num Displays information about a specific DHL session.
show dhl num link Displays information about a specific dual homed link.

MIB Obijects

alaDHLSessionTable
alaDHLSessionMacFlushingtech
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show dhl

Displaysthe global status of the DHL configuration.
show dhl

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A
Examples
-> show DHL
Number Name Admin Oper Pre-emption Mac-flushing Active Mac-flushing
state state time
——————— et e e et e
1 DHL-1 UP UPp 30sec Raw Raw

output definitions

Number Number of the DHL session.

Name The user-defined text description of the DHL session.

Admin state The administrative status of the DHL session.

Oper state The operational status of the DHL session.

Pre-emption time The pre-emption time in seconds of the DHL session.
Mac-flushing Mac-flushing technique on the DHL session.

Active Mac-flushing Mac-flushing technique that is currently active on the DHL session.

Release History

Release 6.6.3; command introduced.
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Related Commands

dhl num Configures asession ID for the DHL session.
show dhl num Displays information about a specific DHL session.
show dhl num link Displays information about a specific dual homed link.

MIB Obijects

alaDHLSessionTable

alaDHLSessionIndex
alaDHLSessionDesc
alaDHLSessionAdminStatus
alaDHLSessionOperStatus
alaDHLSessionPreemptionTime
alaDHLSessionMacFlushingtech
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show dhl num

Displays information about a specific DHL session.

show dhl num dhl_num

Syntax Definitions

dhl_num

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show dhl num 1
DHL session name
Admin state
Operational state
Pre-emption time
Mac-flushing

Active Mac-flushing

Protected VLANs

linkA:
Port
Operational state

Un protected VLANs
Active VLAN

linkB:
Port
Operational state
Un protected VLANs
Vlan-map
Active Vlans

output definitions

: Up

Specifies the number of the DHL session.

: Arice,
: Up r
: Up,

40 sec,
Raw-Flushing,
Raw-Flushing,

10-20,23,25,30-100,600,700,800,

1/2,

900,1980,1987,234,

10-20,23,25,30-100,600,700,800,

1/1,

: Down,

1730-1800,
30-100,600,
none,

DHL session Name

Admin state
Operational state

The user-defined text description of the DHL session.
The current administrative status of the DHL session.
The operational state of the DHL session.
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show dhl num

output definitions

Pre-emption time

Mac-flushing
Active Mac-flushing

Protected VLANS
LinkA

Port
Operational state

Un protected VLANSs
Active VLANs
LinkB

Port
Operational state

Un protected VLANSs
VLAN-map

Operational VLANSs

The delay-interval in seconds to movethe VLANs back to their original
links.

Mac-flushing technique on the DHL session.

The active Mac-flushing technique that is enabled on the specified
DHL session.

The common VLANSs that contain both the dual homed links, for
example linkA and linkB.

A dua homed link that is part of apair of DHL links that can be
configured per switch.

The port number of linkA.

The operational state of the port. The operational states are UP or
DOWN.

The VLANSs containing only one dual homed link.
The VLANSsthat are in an active state.

A dua homed link that is part of apair of DHL links that can be
configured per switch.

The port number of linkB.

The operational state of the port. The operational states are UP or
DOWN.

The VLANSs containing only one dual homed link.

The DHL VLAN map for linkB. VLAN map specifiesthe VLANSs that
are operationa on DHL linkB from the common pool of VLANSs
between DHL linkA and linkB.

The VLANSsthat are in an operational state.

Release History

Release 6.6.3; command introduced.

Related Commands

dhl num
show dhl num link

MIB Obijects

alaDHLSessionTable

alaDHLSessionIndex
alaDHLSessionDescr
alaDHLSessionAdminStatus
alaDHLSessionOperStatus

Configures asession ID for the DHL session.
Displays information about a specific dual homed link.

alaDHLSessionPreemptionTime
alaDHLSessionMacFlushingtech

alaDHLLinksTable

alaDHLLinksSessionIndex

alaDHLLinkslinkA
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alaDHLLinkslinkAOperStatus
alaDHLLinkslinkB
alaDHLLinkslinkBOperStatus
alaDHLVlanMapTable
alaDHLVlanMapSessionIndex
alaDHLVlanMapVlanStart
alaDHLVlanMapVlanEnd
alaDHLVpaTable
alaDHLVpalink
alaDHLVpaVlan

alaDHLVpaVlanType
alaDHLVpaOperationalLink
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show dhl num link

Displays information about a specific DHL link, for example linkA or linkB and the VLAN details of the
specified link.

show dhl num dhl_num [linkA | linkB]

Syntax Definitions

dhl_num Specifies the number of the DHL session.

linkA The dual homed link that is part of apair of DHL links that can be con-
figured per switch.

linkB The dual homed link that is part of apair of DHL links that can be con-

figured per switch.

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show dhl num 1 linkA

linkA:
Port : 1/2,
Operational state : Up,
Protected VLANSs : 10-20, 23, 25, 30-100,600,700,800,
Un protected VLANs : 900, 1980, 1987,234,
Active VLAN : 10-20, 23, 25, 30-100,600,700,800,

Release History

Release 6.6.3; command introduced.
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Link Aggregation Commands

Related Commands
dhl num
dhl num linka linkb

dhl num vlan-map linkb

show dhl num

MIB Obijects

alaDHLLinksTable

alaDHLLinksSessionIndex
alaDHLLinkslinkA

Configures asession ID for the DHL session.

Configures aport or alink aggregate as dual homed links (linkA, linkB)
of aDHL session.

Configuresa VLAN or arange of VLANsfrom a common pool to
operate on DHL linkB.

Displays information about a specific DHL session.

alaDHLLinkslinkAOperStatus

alaDHLLinkglinkB
alaDHLVpaTable

alaDHLVpalink
alaDHLVpaVlan
alaDHLVpaVlanType

alaDHLVpaOperationalLink

alaDHLVlanMapTable

alaDHLVlanMapSessionIndex

alaDHLVlanMapVlanStart
alaDHLVlanMapVlanEnd
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802.1AB is an |EEE standard for exchanging information with neighboring devices and maintaining a
database of the information. The information is exchanged using the LLDPDU (Link Layer Discovery
Protocol Data Unit) in TLV (Time, Length, Vaue) format. This chapter details configuring and
monitoring 802.1AB on a switch.

Alcatel version of 802.1AB complies with the |EEE 802.1AB-2005 Station and Media Access Control
Discovery and ANSI-TIA 1057-2006 Link Layer Discovery Protocol for Media End Point Devices.

MIB information for the 802.1AB commandsis as follows:

Filename: |EEE LLDP Base.mib
Module: LLDP-MIB

Filename: |EEE_LLDP_Dotl.mib
Module: LLDP-EXT-DOT1-MIB

Filename: |EEE_LLDP_Dot3.mib
Module: LLDP-EXT-DOT3-MIB

Filename: ANS|_TIA_LLDP_MED.mib
Module:  LLDP-EXT-DOT3-MIB

Link Layer Discovery Protocol (LLDP) Security Mechanism in AOS prevents rogue LLDP agent from
being connected to OmniSwitch. This security mechanism ensures secured access to the device and the
network.

LLDP Security Mechanism ensures having only one trusted LLDP agent on a network port. When more
than one LLDP agent is learned on a port, the port is moved to violation state.

MIB information for the LLDP commandsis as follows:

Filename: AlcatelINDLLDP.mib
Module; LLDP (IEEE802.1ab)
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A summary of available commandsislisted here:

LLDP

Ildp destination mac-addr ess
Ildp transmit fast-start-count
Ildp transmit interval

Ildp transmit hold-multiplier
Ildp transmit delay

Ildp reinit delay

Ildp networ k-policy

Ildp med network-policy

Ildp netification interval

IIdp lldpdu

Ildp notification

I1dp tlv management

Ildp tlv dot1

I1dp tlv dot3 mac-phy

IIdp tlv dot3 power -via-mdi
Ildp tlv med

Ildp tlv proprietary

show lldp config

show Ildp network-policy
show Ildp med network-policy
show Ildp system-statistics
show Ildp statistics

show Ildp local -system

show Ildp local -port

show |ldp local-management-addr ess
show Ildp remote-system
show IIdp remote-system med

LLDP Security Mechanism

Ildp trust-agent

Ildp trust-agent violation-action
show lldp trusted remote-agent
show lldp trust-agent

Configuration procedures for 802.1AB are explained in the “Configuring 802.1AB" chapter of the
OmniSwitch AOS Release 6 Network Configuration Guide.
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lidp destination mac-address

Setsthe LLDP destination MAC address sent in LLPDUS.

[ldp destination mac-address {near est-bridge | near est-edge}

Syntax Definitions

nearest-bridge Specifies the destination MAC address as 01:80:C2:00:00:0E.
near est-edge Specifies the destination MAC address as 01:20: DA: 02:01:73.
Defaults

parameter default

mac-address nearest-bridge

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The near est-edge MAC address is used in conjunction with the Auto Download Configuration feature to
advertise the management VLAN.

Examples

-> 1ldp destination mac-address nearest-edge

Release History

Release 6.6.2; command introduced.

Related Commands

show Ildp local -system Displayslocal system information.

MIB Obijects

lldpDestMac
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lidp transmit fast-start-count

Configures the fast start count for an LLDP Media Endpoint Device (MED).The fast start count specifies
the number of LLDPDUSs to be sent as soon as a MED is detected by the switch. The LLDPDUSs contain
the LLDP MED Network Policy TLVs.

[ldp transmit fast-start-count num

Syntax Definitions

num Specifies the number of LLDPDUs to send when a MED is detected.
Thevalid range is 1-10.

Defaults
parameter default
num 3

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
The LLDP MED fast start is only applicable when the MED is detected by the switch.

Examples

-> 1lldp transmit fast-start-count 4

Release History

Release 6.6.2; command introduced.

Related Commands

[Idp network-policy Configures a MED Network Policy on the switch for a specific
application type.

[ldp med networ k-policy Associates an existing MED Network Policy with one or more LLDP
ports.

show Ildp local -system Displayslocal system information.

MIB Objects

lldpXMedFastStartRepeatCount
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lidp transmit interval

Sets the transmit time interval for LLDPDUSs.

[ldp transmit interval seconds

Syntax Definitions

seconds Thetransmit interval between LLDPDUS, in seconds. Thevalid rangeis
5-32768.

Defaults

parameter default

seconds 30

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The LLDP protocol must be enabled before using this command.

Examples

-> 1lldp transmit interval 40

Release History

Release 6.6.1; command introduced.

Related Commands

[ldp transmit hold-multiplier ~ Setsthe transmit hold multiplier value. Thisvalueis used to calculate
the Timeto Live (TTL) value that is advertised in an LLDPDU.

show Ildp local -system Displayslocal system information.

MIB Obijects

lldpConfiguration
lldpMessageTxInterval
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[ldp transmit hold-multiplier 802.1AB Commands

lidp transmit hold-multiplier

Sets the transmit hold multiplier value. Thisvalue is used to calculate the Timeto Live (TTL) vauethat is
advertised in an LLDPDU.

[ldp transmit hold-multiplier num

Syntax Definitions

num The transmit hold multiplier value. The valid rangeis 2-10.
Defaults

parameter default

num 4

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e The LLDP protocol must be enabled before using this command.

e TheTimeto Liveisamultiple of transmit interval and transmit hold multiplier.

Examples

-> 11ldp transmit hold-multiplier 6

Release History

Release 6.6.1; command introduced.

Related Commands

[Idp destination mac-address  Setsthe transmit time interval for LLDPDUSs. Time interval isthe
amount of time the switch waits between each transmission of an
LLDPDU.

show lldp local -system Displaysloca system information.

MIB Objects

lldpConfiguration
lldpMessageTxHoldMultiplier
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lidp transmit delay

Sets the minimum amount of time that must el apse between successive LLDPDUSs that are transmitted as
the result of avalue or status change in the LLDP loca systems MIB.

[Ildp transmit delay seconds

Syntax Definitions

seconds The time interval between successive LLDPDUSs transmitted, in
seconds. Thevalid rangeis 1-8192.

Defaults
parameter default
seconds 2

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e The LLDP protocol must be enabled before using this command.

e Thetransmit delay is less than or equal to the multiplication of transmit interval and 0.25 (transmit
interval * 0.25).

Examples

-> 1ldp transmit delay 20

Release History

Release 6.6.1; command introduced.

Related Commands

[ldp destination mac-address  Setsthe transmit time interval for LLDPDUSs. Time interval isthe
amount of time the switch waits between each transmission of an
LLDPDU.

show lldp local -system Displaysloca system information.

MIB Objects

lldpConfiguration
11dpTxDelay
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lidp reinit delay

Sets the time interval that must elapse before the status of a port isreinitialized after a status change.

[ldp reinit delay seconds

Syntax Definitions

seconds The number of seconds to reinitialize the ports status after a status
change. The valid rangeis 1-10.

Defaults
parameter default
seconds 2

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

The LLDP protocol must be enabled before using this command.

Examples

-> 1lldp reinit delay 4

Release History

Release 6.6.1; command introduced.

Related Commands

[Ildp transmit delay Sets the minimum time interval between successive LLDPDUs
transmitted.
show Ildp local -system Displayslocal system information.

MIB Obijects

lldpConfiguration
l1ldpReinitDelay
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lidp notification interval

Sets the time interval that must elapse before a notification about the local system MIB changeis
generated.

[ldp notification interval seconds

Syntax Definitions

seconds The minimum number of seconds for generating a notification-event.
Thevalid range is 5-3600.

Defaults
parameter default
seconds 5

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e TheLLDP protocol and notification must be enabled before using this command.

¢ |naspecified interval, generating more than one notification-event is not possible.

Examples

-> 11dp notification interval 25

Release History

Release 6.6.1; command introduced.

Related Commands

[Idp notification Enables or disablesthe LLDP notification status for one or more switch
ports. LLDP notifications are sent when there is a change to the remote
systems MIB.

show lldp local -system Displaysloca system information.

MIB Objects

lldpConfiguration
lldpNotificationInterval
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lldp lldpdu 802.1AB Commands

lidp lidpdu

Configures the switch to control the transmission and the reception of LLDPDUs for a particular chassis, a
dot, or aport.

[ldp {slot/port | slot | chassis} lldpdu {tx | rx | tx-and-rx | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

chassis All ports on the switch.

tx Transmits LLDPDUs.

rx Receives LLDPDUSs.

tx-and-rx Transmits and receives LLDPDUSs.

disable Disables LLDPDUSs transmission and reception.

Defaults

parameter default

tx | rx | tx-and-rx | disable tx-and-rx

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e The port can be set to receive, transmit, or transmit and receive LL DPDUs using this command.

e |f thiscommand is applied to aslot or chassis, then the existing configuration related to this command
islost.

Examples

-> 11dp 1/2 1lldpdu tx-and-rx
-> 11ldp chassis 1lldpdu disable

Release History

Release 6.6.1; command introduced.
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lidp lldpdu

Related Commands

[Idp notification

show lldp local -port
[ldp tlv proprietary

MIB Obijects

lldpPortConfigTable
1lldpPortConfigPortNum

Enables or disablesthe LLDP notification status for one or more switch
ports. LLDP notifications are sent when there is a change to the remote
systems MIB.

Displays information about local system ports.
Displays the general LLDP configuration information for LLDP ports.

1lldpPortConfigAdminStatus
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lidp notification

Enables or disables the LLDP notification status for one or more switch ports. LLDP notifications are sent
when there is a change to the remote systems MIB.

[ldp {slot/port | slot | chassis} notification {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

chassis All switch ports.

enable Enables the notification of local system MIB changes.

disable Disables the notification.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e TheLLDPDU administrative status must be in the receive state before using this command.

e |f thiscommand is applied to aslot or chassis, then the existing configuration related to this command
islost.

Examples

-> 11ldp 1/2 notification enable
-> 11ldp 1 notification disable

Release History

Release 6.6.1; command introduced.
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lldp notification

Related Commands

[Idp notification interval

[ldp IlIdpdu

MIB Objects

lldpPortConfigTable
lldpPortConfigPortNum

Setsthe time interval that must elapse before a notification about the
local system MIB change is generated.

Configuresthe LLDPDU status for one or more switch ports. The status
determinesif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

lldpPortConfigNotificationEnable
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lldp network-policy

Configures alocal Network Policy on the switch for a specific application type.

Ildp network-policy policy_id - [ policy_id2] application { voice | voice-signaling | guest-voice |
guest-voice-signaling | softphone-voice | video-conferencing | streaming-video | video-signaling }
vlan { untagged | priority-tag | vian-id } [ 12-priority 802.1p_value] [ dscp dscp_value]

no Ildp network-policy policy_id - [ policy_id2]

Syntax Definitions

policy id - [policy id2] A network policy identifier (0-31) which is associated to a port.
voice Specifies avoice application type.

voice-signaling Specifies a voice-signaling application type.

guest-voice Specifies a guest-voice application type.

guest-voice-signaling Specifies a guest-voice-signaling application type.

softphone-voice Specifies a softphone-voice application type.

video-conferencing Specifies a video-conferencing application type.

streaming-video Specifies a streaming-video application type.

video-signaling Specifies a video-signaling application type.

untagged Specifiesthat aVLAN port is untagged.

priority-tag Specifies the internal priority that would be assigned to the VLAN.
vlan_id VLAN identifier. Valid range is 1-4094.

802.1p_value The Layer-2 priority value assigned to the VLAN. Valid range is 0—7.
dscp_value Priority value assigned to the DSCP (Differentiated Service Code Point)

header. Valid range is 0-63.

Defaults

parameter default
802.1p_value 0
dscp_value 0

e By default, the VLAN ID is configured in the voice network profile.

¢ By default, the 802.1p_vaueis 5 for voice application.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to remove the configured network policy from the system.

e When anetwork policy is deleted, all the associated values and port bindings are also deleted.
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e A maximum of 32-network policies can be configured on asingle VLAN.
e Onceapolicy is created, the application type, VLAN ID, 802.1p, and DSCP va ues can be modified.
e |f anetwork policy ID isbound to a port, it cannot be modified.

e Useahyphen to specify arange of Policy IDs and a space to separate multiple Policy IDs in the
command.

e Therange for Policy IDsis supported only with the no form of this command.

Examples

-> 11ldp network-policy 10 application voice vlan 20

-> 1lldp network-policy 11 application guest-voice-signaling vlan untagged
l12-priority 3

-> 1ldp network-policy 20 application voice vlan priority-tag dscp 39

-> 11dp network-policy 20 application voice-signaling vlan 23 12-priority 2 dscp 43
-> no lldp network-policy 10

-> no lldp network-policy 10-20

Release History

Release 6.6.2; command introduced.

Related Commands

[Idp tlv dot3 power -via-mdi Configures whether LLDP-MED TLVsareincluded in
transmitted LLDPDUSs.

show Ildp network-policy Displays the network policy details for agiven policy ID.

show lldp med network-policy Displaysthe network policy configured on aslot or port. If no optionis
specified, network policies configured on al ports of the chassis are

displayed.

MIB Obijects

aLldpXMedLocMediaPolicyTable

alaLldpXMedLocMediaPolicyId
alalLldpXMedLocMediaPolicyAppType
alaLldpXMedLocMediaPolicyVlanType
alalLldpXMedLocMediaPolicyVlanID
alaLldpXMedLocMediaPolicyPriority
alaLldpXMedLocMediaPolicyDscp
alaLldpXMedLocMediaPolicyUnknown
alaLldpXMedLocMediaPolicyTagged
alaLldpXMedLocMediaPolicyRowStatus
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[ldp med network-policy 802.1AB Commands

lidp med network-policy
Associates an existing network policy to aport, slot, or chassis.
Ildp {slot/port | slot | chassis} med network-policy policy_id - [policy_id2]
no Ildp {dlot/port | slot | chassis} med networ k-policy policy_id - [policy_id2]

Syntax Definition

dot/port The slot number for the module and physical port number on that mod-
ule (for example, 3/1 specifies port 1 on dot 3).

dot The slot number for a specific module.

chassis All switch ports.

policy_id - [policy_id2] A network policy identifier (0-31).

Defaults

NA

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Usetheno form of this command to disassociate a network policy from a port.

e The network policy must already be configured in the system before associating it with a port.
e A maximum of eight-network policies can be associated to a port.

e Two or more network policy |Ds with the same application type cannot be associated to a port.

Examples

-> 11dp chassis med network-policy 22
-> 11ldp 1 med network-policy 1-4 5 6
-> 11dp 2/3 med network-policy 12

-> no 1lldp 2/3 med network-policy 12

Release History

Release 6.6.2; command introduced.
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Related Commands

[Idp tlv dot3 power -via-mdi Configures whether LLDP-MED TLVsareincluded in
transmitted LLDPDUS.

show Illdp networ k-policy Displaysthe MED Network Policy details for agiven policy ID.

show Ildp med network-policy Displays the network policy configured on aslot or port. If no optionis
specified, network policies configured on al ports of the chassis are

displayed.

MIB Obijects

alaLldpXMedLocMediaPolicyPortTable

alalLldpXMedLocMediaPolicyPortIfIndex
alalLldpXMedLocMediaPolicyId
alaLldpXMedLocMediaPolicyPortRowStatus
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lldp tlv management

802.1AB Commands

lidp tlv management

Configures the switch to control per port management TLVsto beincluded in the LLDPDUSs.

[Idp {slot/port | slot | chassis} tlv management {port-description | system-name | system-description |
system-capabilities | management-addr ess} {enable | disable}

Syntax Definitions

dot/port

slot
port-description

system-name
system-description

system-capabilities

management-address

Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

The slot number for a specific module.

Enables or disables the transmission of port description TLV in LLD-
PDU.

Enables or disables the transmission of system name TLV in LLDPDU.

Enables or disables transmission of system description TLV in LLD-
PDU.

Enables or disables transmission of system capabilities TLV in LLD-
PDU.

Enables or disables transmission of management address on per port.

enable Enables management TLV LLDPDU transmission.
disable Disables management TLV LLDPDU transmission.
Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e The LLDPDU must be enabled and set to transmit before using this command.

e |f thiscommand is applied to aslot or chassis, then the existing configuration related to this command
islost.

Examples

-> 11dp 1/2 tlv management port-description enable
-> 1lldp 2 tlv management management-address enable
-> 1lldp 3 tlv management system-name disable

Release History

Release 6.6.1; command introduced.
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lldp tiv management

Related Commands

lldp lldpdu

show lldp local -system
show Ildp local -port
show Illdp remote-system

MIB Obijects

lldpPortConfigTable
lldpLocPortPortNum

Configures the switch to control the transmission and the reception of
LLDPDUsfor aparticular chassis, aslot, or aport.

Displayslocal system information.
Displays per port information.
Displays per local port and information of remote system.

1ldpPortConfigTLVsTxEnable

lldpConfigManAddrTable

1ldpConfigManAddrPortsTxEnable
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[ldp tlv dot1 802.1AB Commands

lidp tlv dot1

Configures the switch to control per port 802.1 TLVsto beincluded in the LLDPDUs.
[Idp {slot/port | slot | chassis} tlv dotl {port-vlan | vlan-name} {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

port-vlan Enables or disables transmission of port VLAN TLV in LLDPDU.

vlan-name Enables or disables transmission of VLAN name TLV in LLDPDU.

enable Enables 802.1 TLV LLDPDU transmission.

disable Disables 802.1 TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e TheLLDPDU must be enabled and set to transmit before using this command.

e |f thiscommand is applied to aslot or chassis, then the existing configuration related to this command
islost.

e |foneTLV isincluded then the other TLV is automatically included when you use this command.

Examples

-> 11dp 5/1 tlv dotl port-vlan enable
-> 11dp 3 tlv dotl vlan-name enable
-> 1l1ldp 3 tlv dotl vlan-name disable

Release History

Release 6.6.1; command introduced.
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Related Commands

[Idp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

show lldp statistics Displays per port statistics.

show Ildp local -port Displays per port information.

MIB Obijects

lldpPortConfigTable
1lldpPortConfigPortNum

lldpXdotlConfigPortVlanTable
1lldpXdotlConfigPortVlanTxEnable

lldpXdotlConfigVlanNameTable
lldpXdotlConfigVlanNameTxEnable
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lIdp tlv dot3 mac-phy 802.1AB Commands

lidp tlv dot3 mac-phy

Configures the switch to control per port 802.3 TLVsto beincluded in the LLDPDUSs.
[Idp {slot/port | slot | chassis} tlv dot3 mac-phy {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

enable Enables 802.3 TLV LLDPDU transmission.

disable Disables 802.3 TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e The LLDPDU must be enabled and set to transmit before using this command.
e |f thiscommand is applied to adot or chassis, then the existing configuration related to this command
islost.

Examples

-> 11dp 2/4 tlv dot3 mac-phy enable
-> 11dp 2 tlv dot3 mac-phy disable

Release History

Release 6.6.1; command introduced.
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lldp tlv dot3 mac-phy

Related Commands

lldp lldpdu

[Idp tlv management
[ldp tlv dotl

show Ildp statistics

MIB Obijects

lldpPortConfigTable
lldpPortConfigPortNum
1l1ldpXdot3PortConfigTable

Configuresthe LLDPDU status for one or more switch ports. The status
determinesif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

Configures the switch to control per port 802.1 TLVsto beincluded in
the LLDPDUs.

Displays per port statistics.

11dpXdot3PortConfigTLVsTxEnable
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ldp tlv dot3 power-via-mdi 802.1AB Commands

lidp tlv dot3 power-via-mdi

Configures the switch to use the power viaMDI TLV inthe LLDPDU sent by the powered device.
[ldp {slot/port | slot | chassis} tlv dot3 power -via-mdi {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

chassis All ports on the chassis.

enable Enables 802.3 TLV LLDPDU transmission.

disable Disables 802.3 TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e The LLDPDU must be enabled and set to transmit before using this command.

e |f thiscommand is applied to aslot or chassis, then the existing configuration related to this command
islost.

¢ When power-via-mdi is configured the power is negotiated between the powered device and the switch
using the optional MDI TLV inthe LLDPDU.

Examples

-> 11dp 2/4 tlv dot3 power-via-mdi enable
-> 1ldp 2 tlv dot3 power-via-mdi disable

Release History

Release 6.6.5; command introduced.
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Related Commands

[Ildp lldpdu Configuresthe LLDPDU status for one or more switch ports. The status
determinesif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

[Idp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

[Idp tlv dot1 Configures the switch to control per port 802.1 TLVsto beincluded in
the LLDPDUs.

show lldp statistics Displays per port statistics.

MIB Obijects

lldpPortConfigTable
lldpPortConfigPortNum

1l1ldpXdot3PortConfigTable
11dpXdot3PortConfigTLVsTxEnable
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lidp tlv med

Configures the switch to control per port LLDP-MED (Media Endpoint Device) TLVsto beincluded in
the LLDPDUs.

Ildp {slot/port | slot | chassis} tlv med {power | capability | network policy} {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

chassis All ports on the switch.

power Includes the extended PoE TLV in transmitted LLDPDUs.

capability Enables or disables transmission of LLDP-MED capabilities TLV in
LLDPDU.

network policy Includes the network policy TLV in transmitted LLDPDUS.

enable Enables LLDP-MED TLV LLDPDU transmission.

disable Disables LLDP-MED TLV LLDPDU transmission.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
e TheLLDPDU must be enabled and set to transmit before using this command.

e |f thiscommand is applied to adot or chassis, then the existing configuration related to this command
islost.

e Thelldp tlv med power version of this command applies only to PoE units.

e Before enabling the power MED TLV, use the lanpower start command to activate POE on a port or
on all portsin aspecific slot.

Examples

-> 1ldp 4/4 tlv med power enable

-> 11dp 4/3 tlv med capability enable

-> 1lldp 4 tlv med power disable

-> 1lldp 4 tlv med network-policy enable

-> 1lldp chassis tlv med network-policy enable
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Release History

Release 6.6.1; command introduced.
Release 6.6.2; networ k policy option added.

Related Commands

[Idp lldpdu Configuresthe LLDPDU status for one or more switch ports. The status
determinesiif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

[Idp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

[Idp tlv dot1 Configures the switch to control per port 802.1 TLVsto beincluded in
the LLDPDUs.

[Idp tlv dot3 mac-phy Configures the switch to control per port 802.3 TLVsto beincluded in
the LLDPDUs.

show Ildp med network-policy Displaysthe MED Network Policy configuration.

MIB Obijects

lldpPortConfigTable
lldpPortConfigPortNum

11ldpXMedPortConfigTable
11ldpXMedPortConfigTLVsTxEnable
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lidp tlv proprietary

Allows the switch to advertise the Access Point location through the proprietary TLVs.
[Idp {slot/port | slot | chassis} tlv proprietary {enable | disable}

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

chassis All switch ports.

enable Enables proprietary TLVs to advertise AP location.

disable Disables proprietary TLV s to advertise AP location.

Defaults

parameter default

enable | disable disable

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e TheVLAN information is advertised through 802.1x TLV (i.e, Management VLAN is advertised if the
port isa802.1x port else default VLAN of the port is advertised). The AP location is advertised
through proprietary TLV.

e |f an AP isdetected and authenticated on a 802.1x port, LLDP TLVs are triggered to advertise manage-
ment VLAN and AP location despite CLI configuration being disabled.

e |f an APisremoved from 802.1x port, LLDP receives message from 802.1x port after which LLDP
stops advertising of management VLAN and AP location, only if the configuration is disabled explic-
itly on the port.

Examples

-> 11dp 5/1 tlv proprietary enable
-> 11dp 5/1 tlv proprietary disable

Release History
Release 6.7.2.R02; command introduced.
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Related Commands

[Idp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

show lldp statistics Displays per port statistics.

show Ildp local -port Displays per port information.

MIB Obijects

alalLldpPropConfigTable
alaLldpPropAPLocation
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show lldp config

Displaysthe general LLDP configuration information for LLDP ports.
show lldp {slot | slot/port} config

Syntax Definitions

dot The slot number for a specific module.

slot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

Defaults
By default, alist of al LLDP ports with their configuration parametersis displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the slot/port or slot parameter to display information for a specific port or for all ports on a specific
module.

Examples

-> show 11ldp config
+ + + +

| Admin | Notify | Std TLV | Mgmt | 802.1 | 802.3 | MED | Proprietary
Slot/Port| Status| Trap | Mask |Address| TLV | Mask | Mask| TLV

+ + + + + + + +
3/1 Rx+Tx Disabled O0x00 Disabled Disabled 0x00 0x00 Disabled
32 Rx+Tx Disabled O0x00 Disabled Disabled 0x00 0x00 Disabled
3/3 Rx+Tx Disabled O0x00 Disabled Disabled 0x00 0x00 Disabled
34 Rx+Tx Disabled Oxa0 Disabled Enabled 0x00 0x00 Disabled
35 Rx+Tx Disabled 0x00 Disabled Disabled 0x00 0x00 Disabled
36 Rx+Tx Disabled 0x00 Disabled Disabled 0x00 0x00 Disabled

output definitions

Slot/Port The LLDP slot and port number.

Admin Satus Indicates the Administrative status of the LLDP port. The options
are - Disabled, Rx, Tx, and Rx+TxX.

Notify Trap Indicates whether the Notify Trap featureis disabled or enabled on a
particular port.

Sd TLV Mask The standard TLV mask set for the port.

Mgmt Address Indicates whether transmission of the per port |Pv4 management

address is enabled or disabled.
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show lldp config

output definitions

802.1TLV

802.3 Mask
MED Mask
Proprietary TLV

Indicates whether 802.1 TLV statusis enabled or disabled onthe LLDP
port.

The standard 802.3 mask set for the port.
The standard MED mask set for the port.
Indicates the proprietary TLV status.

Release History

Release 6.6.1; command introduced.
Release 6.7.2.R02; Proprietary TLV output field included.

Related Commands

[Idp lldpdu

[Idp notification

[Idp tlv management
[Idp tlv dot3 mac-phy
[Idp tlv proprietary

MIB Obijects

lldpPortConfigTable

1lldpPortConfigPortNum

Configuresthe LLDPDU status for one or more switch ports. The status
determinesiif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

Enables or disablesthe LLDP notification status for one or more switch
ports. LLDP notifications are sent when there is a change to the remote
systems MIB.

Configures the switch to control per port management TLVsto be
included in the LLDPDUSs.

Configures the switch to control per port 802.3 TLVsto beincluded in
the LLDPDUSs.

Allows the switch to advertise the Access Point location through the
proprietary TLVs.

lldpPortConfigAdminStatus
lldpPortConfigNotificationEnable

lldpLocPortPortNum

1ldpPortConfigTLVsTxEnable

lldpConfigManAddrTable

1ldpConfigManAddrPortsTxEnable

11ldpXdot3PortConfigTable

11dpXdot3PortConfigTLVsTxEnable

alaLldpPropConfigTable
alaLldpPropAPLocation
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show lldp network-policy

Displays the MED Network Policy details for agiven policy ID.
show lldp networ k-policy [policy_id]

Syntax Definitions

policy_id Policy identifier for a network policy definition. Valid range is between
0 and 31.

Defaults
By default, all configured policies are displayed.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
¢ Network policy must be configured on the system before using this command.

e Enter apolicy ID with this command to display information for a specific policy.

Examples

-> show 1ldp network-policy
Legend: 0 Priority Tagged Vlan
- Untagged Vlan

Network Application Vlan Layer?2 DSCP
Policy ID Type Id Priority Value
——————————— e e A
1 voice 4000 7 33
12 guest-voice - - 44
21 streaming-voice 0 4 11
31 guest-voice-signaling 23 2 1

-> show 1ldp network-policy 1
Legend: 0 Priority Tagged Vlan
- Untagged Vlan

Network Application Vlan Layer?2 DSCP

Policy ID Type Id Priority Value

——————————— e e e P
1 voice 4000 7 33
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output definitions

Network Policy ID Policy identifier for a network policy definition.

Application Type Indicates the type of application configured on the port or VLAN.

VLAN ID The VLAN ID assigned to the port on which the network policy is
configured.

Layer2 Priority Layer 2 priority to be used for the specified application type.

DSCP Value DSCP value to be used to provide Diffserv node behavior for the

specified application type.

Release History

Release 6.6.2; command introduced.

Related Commands

[Idp network-policy Configures alocal network policy on a switch for an application type.

MIB Objects

alalLldpXMedLocMediaPolicyTable

alalLldpXMedLocMediaPolicyId
alalLldpXMedLocMediaPolicyAppType
alaLldpXMedLocMediaPolicyVlanType
alaLldpXMedLocMediaPolicyVlanId
alaLldpXMedLocMediaPolicyPriority
alaLldpXMedLocMediaPolicyDscp
alalLldpXMedLocMediaPolicyUnknown
alaLldpXMedLocMediaPolicyTagged
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show lldp med network-policy

Displays the network policy configured on aslot or port. If no option is specified, network policies
configured on al ports of the chassis are displayed.

show lldp [dlot | Slot/port] med network-policy

Syntax Definitions

dot Specifies the slot number on a specific module or chassis.

slot/port Specifies the slot number for the module and physical port number on
that module (for example, 3/1 specifies port 1 of dot 3).

Defaults
By default, all ports with associated policies are displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

¢ Network policy must be configured on the system before using this command.

e Enter adot or slot/port number with this command to display information for a specific slot or port.

Examples

-> show 1ldp med network-policy

slot/port Network Policy ID
______________ o m e e el
1/1 1357 21 23 30 31
1/2 12347 89 10

2/1 135

-> show 11ldp 1/1 med network-policy

Legend: 0 Priority Tagged Vlan
- Untagged Vlan

Slot/ Network Application Vlan Layer?2 DSCP
Port Policy ID Type Id Priority Value
——————— B e i e

1/1 1 guest-voice-signaling - - 0
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output definitions

Slot / Port Slot number for the module and physical port number on that module.

Network Policy ID Policy identifier for a network policy definition.

Application Type Indicates the type of application configured on the port or VLAN.

VLAN ID The VLAN ID assigned to the port on which the network policy is
configured.

Layer2 Priority Layer 2 priority to be used for the specified application type.

Release History

Release 6.6.2; command introduced.

Related Commands

[Idp tlv dot3 power -via-mdi Configures whether LLDP-MED TLVsareincluded in transmitted
LLDPDUs.

[ldp network-policy Configures alocal network policy on a switch for an application type.

MIB Obijects

alalLldpXMedLocMediaPolicyPortTable

alaLldpXMedLocMediaPolicyPortIfIndex
alaLldpXMedLocMediaPolicyId
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show lldp system-statistics

802.1AB Commands

show lldp system-statistics

Displays system-wide statistics.

show lldp system-statistics

Syntax Definitions

N/A

Defaults

N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

N/A

Examples

-> show 1lldp system-statistics
Local LLDP Agent System Statistics:

Remote
Remote
Remote
Remote
Remote

Systems
Systems
Systems
Systems
Systems

output definitions

Last Change = 0 days 0 hours 3 minutes and 10 seconds,
MIB Inserts 2

MIB Deletes
MIB Drops
MIB Age Outs

’
’
’

0
0
0

Remote Systems Last Change The last change recorded in the tables associated with the remote

system.

Remote SystemsMIB Inserts  The total number of complete insertsin the tables associated with the
remote system.

Remote Systems MIB Deletes  The total number of complete deletes in tables associated with the
remote system.

Remote Systems MIB Drops  Thetotal number of LLDPDUs dropped because of insufficient
resources.

Remote Systems M 1B Age Thetotal number of complete age-outsin the tables associated with the

Outs remote system.

Release History

Release 6.6.1; command introduced.
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Related Commands

[Idp notification Enables or disablesthe LLDP notification status for one or more switch
ports. LLDP notifications are sent when there is a change to the remote
systems MIB.

[ldp notification interval Sets the amount of time that must elapse before an LLDP notification

about a remote systems MIB change is generated.

MIB Objects

lldpStatistics

lldpStatsRemTablesLastChangeTime
lldpStatsRemTablesInserts
lldpStatsRemTablesDeletes
lldpStatsRemTablesDrops
lldpStatsRemTablesAgeouts
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show lldp statistics

Displays per port statistics.
show lldp [slot|slot/port] statistics

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

Defaults

By defaullt, statistics are displayed for all LLDP ports.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

e Enter adot or dot/port number to display statistics for a specific slot or port.

e |f the statistics are zero they are not displayed.

Examples

-> show 1lldp statistics

—————————— e it A i e

| LLDPDU | TLV | Device

Slot/Port| Tx Rx Errors Discards | Unknown Discards | Ageouts

—————————— e e et e e e
1/23 52 0 0 0 0 0 0
2/47 50 50 0 0 0 0 0
2/48 50 50 0 0 0 0 0

output definitions

Slot/Port Slot number for the module and physical port number on that module.
LLDPDU Tx The total number of LLDPDUSs transmitted on the port.

LLDPDU Rx The total number of valid LLDPDUSs received on the port.

LLDPDU Errors The total number of invalid LLDPDUs discarded on the port.
LLDPDU Discards The total number of LLDPDUSs discarded on the port.

TLV Unknown The total number of unrecognized LLDP TLVs on the port.

TLV Discards The total number of LLDP TLV's discarded on the port.

Device Ageouts The total number of complete age-outs on the port.
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Release History

Release 6.6.1; command introduced.

Related Commands

[Idp lldpdu Configuresthe LLDPDU status for one or more switch ports. The status
determinesiif the specified switch ports will transmit, receive, transmit
and receive, or drop LLDPDUs.

[Idp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

MIB Obijects

lldpStatsTxPortTable

l1ldpStatsTxPortNum
lldpStatsTxPortFramesTotal

lldpStatsRxPortTable
lldpStatsRxPortNum
lldpStatsRxPortFramesDiscardedTotal
lldpStatsRxPortFramesErrors
lldpStatsRxPortFramesTotal
lldpStatsRxPortTLVsDiscardedTotal
lldpStatsRxPortTLVsUnrecognizedTotal
lldpStatsRxPortAgeoutsTotal
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show lldp local -system

802.1AB Commands

show lldp local-system

Displayslocal system information.

show lldp local-system

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show 1ldp local-system

Local LLDP Agent System Data:

Chassis ID Subtype
Chassis ID
System Name
System Description

Capabilities Supported
Capabilities Enabled
LLDPDU Transmit Interval
TTL Hold Multiplier
LLDPDU Transmit Delay
Reinitialization Delay

MIB Notification Interval

Fast Start Count
Management Address Type
Management IP Address

output definitions

= 4 (MAC Address),
= 00:d0:95:e9:¢c9:2e,
= vxTarget,

= Alcatel-Lucent 6450 10 PORT COPPER GE 6.6.3.177.

RO1 Development, February 10,

= Bridge, Router,
= Bridge, Router,
= 30 seconds,

= 4,

= 2 seconds,

= 2 seconds,

= 5 seconds

= 3,

=1 (IPv4),

= 10.255.13.44,

2012.,

Chassis|D Subtype
ChassisID

System Name

System Description
Capabilities Supported
Capabilities Enabled
LLDPDU Transmit Interval

The subtype that specifies the chassisID.

The chassis ID (MAC address).
The name of the system.

The description of the system.
The capabilities of the system.

The enabled capabilities of the system.

The LLDPDU transmit interval.
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show lldp local -system

output definitions (continued)

TTL Hold Multiplier
LLDPDU Transmit Delay
Reinitialization Delay

MIB Notification Interval
Fast Start Count

Management Address Type
Management | P Address

The hold multiplier used to calculate TTL.
The minimum transmit time between successive LLDPDUS.

The minimum time interval before the reinitialization of local port
objects between port status changes.

The minimum time interval between consecutive notifications of loca
system MIB change.

Configures the number of LLDPDUs to be sent as soon asaMED is
detected by system.

The type of management address used in LLDPDU.

The management | P address. The L oopbackO | P address (if configured)
is considered as the management | P address, else, thefirst IP interface
configured on the switch is considered.

Release History

Release 6.6.1; command introduced.
Release 6.6.2; Fast Start Count field added to output.

Related Commands

[Idp destination mac-address

[Idp reinit delay
[Ildp transmit hold-multiplier

[ldp transmit delay

MIB Objects

lldpLocalSystemData

lldpLocChassisIdSubtype

lldpLocChassisId
lldpLocSysName
lldpLocSysDesc

lldpLocSysCapSupported

lldpLocSysEnabled
lldpPortConfigTable
lldpMessageTxInterval

Configures the fast start count for an LLDP Media Endpoint Device
(MED).The fast start count specifies the number of LLDPDUsto be
sent as soon asaMED is detected by the switch. The LLDPDUSs contain
the LLDP MED Network Policy TLVs.

Sets the amount of time that must elapse before an LLDP port is
re-initialized after the status for the port was disabled.

Sets the transmit hold multiplier value. Thisvalueis used to calculate
the Timeto Live (TTL) value that is advertised in an LLDPDU.

Sets the minimum amount of time that must elapse between successive
LLDPDUsthat are transmitted as the result of avalue or status change
inthe LLDP local systems MIB.

lldpMessageTXHoldMultiplier

11dpTxDelay
l1ldpReinitDelay

lldpNotificationInterval

lldpLocManAddrTable
lldpLocManAddrSubtype
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lldpLocManAddr
lldpXMedFastStartRepeatCount
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show lldp local-port

Displays per port information.
show lldp [slot/port | slot] local-port

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

Defaults

By default, alist of al LLDP portsis displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show 1ldp local-port
Local Slot 1/Port 1 LLDP Info:

Port ID = 1001 (Locally assigned),
Port Description = Alcatel-Lucent 1/1,
Vlan =1,
AP Location = swl,
Local Slot 1/Port 2 LLDP Info:
Port ID = 1002 (Locally assigned),
Port Description = Alcatel-Lucent 1/2,
Vlan =1,

AP Location = -,
Local Slot 1/Port 3 LLDP Info:

Port ID = 1003 (Locally assigned),
Port Description = Alcatel-Lucent 1/3,
Vlan =1,

AP Location = -,
Local Slot 1/Port 4 LLDP Info:

Port ID = 1004 (Locally assigned),
Port Description = Alcatel-Lucent 1/4,
Vlan =1,

AP Location = -,
Local Slot 1/Port 5 LLDP Info:

Port ID = 1005 (Locally assigned),
Port Description = Alcatel-Lucent 1/5,
Vlan =1,

AP Location = -,
Local Slot 1/Port 6 LLDP Info:
Port ID = 1006 (Locally assigned),
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802.1AB Commands

Port Description
Vlan
AP Location

= Alcatel-Lucent 1/6,
= 4095,

’

Local Slot 1/Port 7 LLDP Info:

Port ID

Port Description
Vlan

AP Location

= 1007 (Locally assigned),
= Alcatel-Lucent 1/7,
=1,

= ’

Local Slot 1/Port 8 LLDP Info:

Port ID

Port Description
Vlan

AP Location

= 1008 (Locally assigned),
= Alcatel-Lucent 1/8,
= 4003,

= ’

Local Slot 1/Port 9 LLDP Info:

Port ID

Port Description
Vlan

AP Location

= 1009 (Locally assigned),
= Alcatel-Lucent 1/9,
= 4095,

’

Local Slot 1/Port 10 LLDP Info:

Port ID

Port Description
Vlan

AP Location

output definitions

= 1010 (Locally assigned),
= Alcatel-Lucent 1/10,
= 4095,

Port ID
Port Description

Vlan

AP Location

The port ID (port MAC).

The description of the port (which includes the port number and the
AOSversion).

Displays the authenticated VLAN (management VLAN) if APis con-
nected on a dot1x enabled port, else the default VLAN of the port is
displayed.

Displays the location to which the AP is connected.

Release History

Release 6.6.1; command introduced.
Release 6.7.2.R02; VIan and AP L ocation output fields included.

Related Commands

[Idp tlv management
[Idp tlv dot1

[ldp tlv proprietary

MIB Objects

lldpLocPortTable

lldpLocPortNum
lldpLocPortIdsubtype
lldpLocPortId

Configures the switch to control per port management TLVsto be
included in the LLDPDUs.

Configures the switch to control per port 802.1 TLVsto beincluded in
the LLDPDUs.

Allows the switch to advertise the WLAN VLAN information and
Access Point location through the proprietary TLVS.
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lldpLocPortDesc
alaLldpPropAPLocation
alaLldpPropVlan
alaLldpPropLocationDesc
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show lldp local-management-address

Displays the local management address information.

show Illdp local-management-addr ess

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show 11ldp local-management-address

Local LLDP Agent Management Address:
Management Address Type 1 (IPv4),
Management IP Address 10.255.11.100

output definitions

Management Address Type The address type used to define the interface number (IPv4 or 1Pv6).

Management | P Address The management | P address. The loopback0 | P addressis configured
for the management | P address to be transmitted.

Release History

Release 6.6.1; command introduced.

Related Commands

[Ildp tlv management Configures the switch to control per port management TLVsto be
included in the LLDPDUs.
show lldp local -system Displayslocal system information.

MIB Objects

lldpLocManAddrTable

lldpLocManAddrLen
lldpLocManAddrIfSubtype
lldpLocManAddrIfId
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show lldp remote-system

Displays per local port and information of remote system.

show lldp [slot/port | slot] remote-system

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

Defaults

By default, alist of al LLDP portsis displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines
N/A

Examples

-> show 1ldp remote-system

Remote LLDP Agents on Local Slot/Port: 2/47,
Chassis ID Subtype 4 (MAC Address),
Chassis ID 00:d0:95:e9:c9:2e,

Port ID Subtype = 7 (Locally assigned),
Port ID = 2048,

Port Description = (null),

System Name = (null),

System Description = (null),

Capabilities Supported = none supported,
Capabilities Enabled none enabled,

Remote LLDP Agents on Local Slot/Port: 2/48,
Chassis ID Subtype 4 (MAC Address),
Chassis ID 00:d0:95:e9:¢c9:2e,

Port ID Subtype = 7 (Locally assigned),
Port ID = 2047,

Port Description = (null),

System Name = (null),

(null),
none supported,
none enabled,

System Description
Capabilities Supported
Capabilities Enabled
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802.1AB Commands

output definitions

RemoteL LDP Agentson L ocal
Slot/Port

Chassis | D Subtype
ChassisID

Port ID Subtype
Port ID

Port Description

System Name

System Description
Capabilities Supported
Capabilities Enabled

The Slot number to which the remote system entry is associated and the
physical port number on that module.

The sub type that specifiesthe chassis ID.
The chassis ID (MAC address).

The sub type that specifies the port ID.
The port ID (Port MAC).

The description of the port (which includes the port number and the
AOS version).

The name of the system.

The description of the system.

The capabilities of the system.

The enabled capabilities of the system.

Release History

Release 6.6.1; command introduced.

Related Commands

show Ildp local -port
show Ildp local -system

MIB Obijects

lldpRemTable

l1ldpRemLocalPortNum
lldpRemChassisIdSubtype
l1ldpRemChassisId
1l1dpRemPortIdSubtype
1l1dpRemPortId
l1l1dpRemPortDesc
11dpRemSysName
lldpRemSysDesc
l1l1dpRemSysCapSupported
1ldpRemSysCapEnabled
lldpRemManAddrIfSubtype
lldpRemManAddrIfId

Displays per port information.
Displayslocal system information.
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show lldp remote-system med

Displays remote system MED information for asingle port or al portson aslot.

show lldp [slot/port | lot] remote-system [med {network-policy | inventory}]

Syntax Definitions

dot/port Slot number for the module and physical port number on that module
(for example, 3/1 specifies port 1 on slot 3).

dlot The slot number for a specific module.

network-policy Display network-policy TLVs from remote Endpoint Devices

inventory Display inventory management TLV's from remote Endpoint Devices

Defaults

By default, alist of al LLDP portsis displayed.

Platforms Supported
Omni Switch 6450, 6350

Usage Guidelines

Use the slot/port or slot parameter to display information for a specific port or for all ports on a specific
module.

Examples

-> show 1ldp 2/47 remote-system med network-policy

Slot/ Remote Application Unknown Tagged Vlan Layer2 DSCP

Port ID Type Policy Flag Flag Id Priority Value
—————— e e e e e it e
1/22 1 Voice (01) Defined Untagged 345 4 34
1/22 2 Guest Voice (4) Defined Untagged 50 3 46

output definitions

Slot/Port The Slot number to which the remote system entry is associated and the
physical port number on that module.

Remote I D The Index of the Remote Device.

Application Type The Application type of the peer entity.
1. Voice
2. Voice Signding
3. Guest Voice
4. Guest Voice Signaing
5. Softphone Voice
6. Video Conferencing
7. Streaming Video
8. Video Signaling
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show lldp remote-system med

802.1AB Commands

output definitions (continued)

Unknown Policy Flag
Tagged Flag

VLANID
Layer 2 Priority
DSCP Value

Whether the network policy for the specified application typeis
currently defined or unknown.

Whether the specified application typeis using atagged or an
untagged VLAN.

The VLAN identifier (VID) for the port.
Layer 2 priority to be used for the specified application type.

DSCP value to be used to provide Diffserv node behavior for the
specified application type.

-> show 1ldp 2/47 remote-system med inventory
Remote LLDP Agents on Local Slot/Port 1/22:

Remote ID 1:

MED Hardware Revigion = "1.2.12.3",
MED Firmware Revision = "6.3.4.1",
MED Software Revision = "4.2.1.11",
MED Serial Number = "32421",
MED Manufacturer Name = "Manufacturerl",
MED Model Name = "Alc32d21",
MED Asset ID = "124421",
Remote ID 2:
MED Hardware Revision = "1.2.12.4",
MED Firmware Revision = "6.3.4.2",
MED Software Revision = "4.2.1.13",
MED Serial Number = "32424",
MED Manufacturer Name = "Manufacturer2",
MED Model Name = "Alc32d41",
MED Asset ID = "124424",

output definitions

Remote D

MED Hardware Revision
MED Firmware Revision
MED Software Revision
MED Manufacturer Name
MED Model Name

MED Asset ID

The Index of the Remote Device.

The Hardware Revision of the endpoint
The Firmware Revision of the endpoint.
The Software Revision of the endpoint.
The Manufacturer Name of the endpoint.
The Model Name of the endpoint.

The Asset 1D of the endpoint.

Release History

Release 6.6.1; command introduced.

Related Commands

show Ildp local -port
show lldp local -system

Displays per port information.
Displayslocal system information.
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MIB Obijects

1ldpXMedRemMediaPolicyTable
11dpXMedRemMediaPolicyAppType
1ldpXMedRemMediaPolicyDscp
lldpXMedRemMediaPolicyPriority
lldpXMedRemMediaPolicyTagged
lldpXMedRemMediaPolicyUnknown
lldpXMedRemMediaPolicyVlanID

11ldpXMedRemInventoryTable

11dpXMedRemAssetID
1ldpXMedRemFirmwareRev
lldpXMedRemHardwareRev
lldpXMedRemMfgName
lldpXMedRemModelName
11dpXMedRemSerialNum
lldpXMedRemSoftwareRev
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lidp trust-agent

Enables or disables the security mechanism globally (chassis level) or for aslot or asingle port. By
enabling LLDP security mechanism on aport, LLDP CMM task brings the LLDP status of the port as
trusted, and monitors the port for any LLDP security violation.

[Idp {slot/port| slot | chassis} trust-agent {enable | disable}

[Idp {slot/port| slot | chassis} [chassis-id-subtype {chassis-component | interface-alias | port-compo-
nent | mac-address | network-address | interface-name | locally-assigned | any}]

Syntax Definitions

dot/port The slot number for the module and the physical port number on that
module (for example, 3/1 specifies port 1 on slot 3).

dot The slot number for the module (for example, 3 specifies dot 3)

chassis Specifies al the portsin the chassis.

enable Enables LLDP security mechanism.

disable Disables LLDP security mechanism.

chassis-component The chassis component is used for validat